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Abstract

In recent years, artificial intelligence (AI) has gained an increasingly central role
in many fields, including medicine, engineering, and finance. Today, AI is deeply
embedded in our daily lives, influencing areas such as recommendation systems,
smart agriculture, Industry 4.0, healthcare, and autonomous driving. With growing
interest and investments in this field, the performance and effectiveness of AI systems
have rapidly evolved over the past few decades.

Currently, AI is primarily structured into two main approaches: symbolic AI and
neural AI. Symbolic AI is based on explicit rules and logic for problem-solving, while
neural AI, which is built on deep neural networks, learns from data and generalizes
complex behaviors. Both paradigms have led to significant advancements, but they
also exhibit inherent limitations. Neural systems, while highly effective in terms of
performance, are often difficult to interpret and require significant computational
power. In contrast, symbolic models are more transparent and interpretable but tend
to be less flexible when dealing with new or unforeseen situations.

A potential solution to overcome these limitations lies in the integration of
symbolic AI and neural AI, a synergy that can combine the accuracy and learning ca-
pabilities of neural models with the transparency and robustness of symbolic systems.
This hybrid approach, known as neurosymbolic AI, represents a promising avenue
for enhancing the explainability, computational efficiency, and overall robustness
of AI systems, making them more reliable and versatile across a wide range of
applications.

This thesis explores the potential of neurosymbolic integration, focusing on the
importance of combining the learning capabilities of deep neural networks with
the explicit and interpretable reasoning characteristic of symbolic AI. The primary
objective is to develop hybrid models that ensure not only high performance but
also interpretability, efficiency, and robustness, with particular attention to critical
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domains such as healthcare and cybersecurity, where decision transparency is of
paramount importance.

Throughout the research, various types of integration were explored using neu-
rosymbolic frameworks, and tailored solutions were developed. Specifically, neu-
rosymbolic ensemble learning systems were created, capable of combining a sym-
bolic subsystem with a neural subsystem through the use of explainable mechanisms.
Furthermore, the integration of constraints during the training process was analyzed,
with the aim of creating more precise and robust anomaly detection systems. A
hybrid system for the "open set recognition" scenario was also developed, combining
neural and symbolic components. In addition to technical aspects, the thesis proposes
new benchmarks for the evaluation of neurosymbolic systems, filling a gap due to
the lack of shared standards in the field.

Practical applications of the developed systems were discussed, with a detailed
presentation of the obtained results. Despite the promising results, the thesis high-
lights some ongoing challenges, such as the computational complexity of hybrid
models and the difficulties in integrating deep learning with symbolic reasoning.
Another critical aspect concerns the applicability of these models to unexplored
domains, such as robotics or autonomous systems, which require further study.

In conclusion, neurosymbolic integration represents an important step towards
the development of AI systems that are more transparent, reliable, and capable of
tackling complex challenges in critical contexts. The research presented in this
thesis lays the foundation for future developments in AI, aiming to make these
systems increasingly efficient and interpretable, while simultaneously improving
their adaptability across different application domains.
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Chapter I

Introduction

1 Motivation

In recent years, Artificial Intelligence (AI) research has advanced significantly, with
Deep Learning (DL) emerging as one of the most powerful techniques for pattern
recognition and learning from vast amounts of data. Despite its success, DL models
suffer from a critical lack of interpretability. This limitation poses a major challenge,
particularly in domains where decision transparency is essential, such as medical
diagnosis, industrial automation, and cybersecurity. In these fields, it is not sufficient
to simply produce accurate results; there must also be a clear understanding of the
underlying reasons behind those results.

On the other hand, symbolic AI, which relies on formal representations and
logical rules, offers superior explainability and reasoning capabilities. However, this
approach struggles with scalability and adaptability, especially when dealing with
large and complex datasets, where pure symbolic methods fall short.

Neuro-symbolic integration seeks to combine the strengths of these two paradigms:
the generalization and learning power of DL and the explicit reasoning and inter-
pretability of symbolic AI. This emerging framework presents an opportunity to
overcome the limitations of each individual approach, paving the way for more
robust, interpretable, and adaptive AI systems.

The core motivation of this thesis lies in the increasing need for AI systems that
can operate in high-stakes and critical contexts, such as healthcare and cybersecu-
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rity. In these domains, not only must decisions be accurate, but they must also be
explainable and understandable to end users, such as doctors or security analysts.

This research aims to explore and develop neuro-symbolic integration techniques
to enhance the performance of AI models while ensuring high levels of interpretabil-
ity.

2 Thesis Aims

The primary goal of this thesis is to investigate and develop neuro-symbolic integra-
tion techniques that combine the interpretability of symbolic AI with the learning
capabilities of deep learning models. Although neuro-symbolic systems are still in
their early stages of development, this research aims to analyze and apply existing
systems in real-world contexts, define benchmarks to evaluate proposed solutions,
and create new neuro-symbolic models tailored to real-world challenges.

Specifically, the research focuses on implementing hybrid models that enhance
transparency, reliability, and performance in critical applications such as medical
diagnosis and anomaly detection. To this end, various systems have been proposed to
address different application challenges. For instance, one of the developed systems
combines probabilistic logic with neural networks to improve the prediction of
medical conditions, ensuring both accurate forecasts and the explainability required
in the healthcare domain. Additionally, a system for network intrusion detection was
developed, capable of identifying previously unknown attacks through the use of
deep learning and symbolic logic techniques.

Another important contribution of this thesis is the introduction of new bench-
marks for evaluating the performance of neuro-symbolic systems, which currently
lack a standardization. Moreover, the thesis explores the optimization of deep
learning models for use in resource-constrained environments, such as TinyML, by
applying neuro-symbolic systems to ensure computationally and energy-efficient
models that are still interpretable.

This research aims to contribute to the evolution of AI towards more robust,
transparent, and adaptive systems capable of addressing the challenges of complex
application domains, with a particular focus on the explainability of decisions in
critical sectors such as healthcare and cybersecurity.
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3 Thesis Outline

This thesis is structured into five main chapters, each contributing to the exploration
of neuro-symbolic integration in Artificial Intelligence and its practical applications.
The chapters follow a progressive path, starting from fundamental concepts and
advancing towards specific applications.

The first chapter introduces the thesis by explaining the motivations behind this
work and highlighting the growing importance of developing AI systems that are
both powerful and interpretable. Additionally, the specific research objectives are
outlined, with a focus on critical contexts such as healthcare and cybersecurity, where
transparency in AI decision-making is of paramount importance.

In the second chapter, a comprehensive review of the essential foundational
concepts for understanding neuro-symbolic integration is provided. The key areas
of symbolic AI, deep learning, and probabilistic logic programming are addressed,
forming a solid foundation for the hybrid systems discussed in the following chapters.
These sections not only introduce the reader to fundamental techniques but also help
to contextualize the innovations presented in the rest of the thesis.

The third chapter forms the core of the thesis, where various neuro-symbolic
approaches are presented. These approaches demonstrate how neural and symbolic
methods can be effectively combined to improve the performance and interpretability
of AI systems.

The fourth chapter applies the proposed neuro-symbolic methods to real-world
scenarios, with a particular emphasis on healthcare, where these techniques are
used for COVID-19 diagnostics and anomaly detection. This chapter builds on the
findings presented in the previous chapter and presents results.

These studies exemplify the practical utility of neuro-symbolic systems in ad-
dressing complex tasks in medical and industrial settings.

Finally, the thesis concludes with a chapter that reflects on the main contributions
of this research and discusses potential directions for future work. The broader
impact of neuro-symbolic AI is emphasized, particularly in emerging areas such as
network intrusion detection and open-set recognition.



Chapter II

Background

4 Symbolic AI

In AI, the term symbolic AI refers to methods that use high-level symbolic, human-
interpretable, representations of problems, logic, and reasoning. These methods are
based on symbols, which are discrete, well-defined entities that represent concepts,
and on formal rules that describe how symbols can be manipulated to emulate human
thought.

In the 1950s and 1960s, the first AI programs were created using symbolic
representations to solve mathematical and logical problems. The 1960s saw the
birth of expert systems, which aimed to imitate human decision-making in specific
fields. In the 1970s and 1980s, expert systems became popular in fields such as
medicine and finance [1]. However, symbolic systems had problems with scalability
and adaptability due to the manual coding of knowledge. In the 2010s, symbolic
AI declined in popularity due to DL and statistical algorithms. In recent years,
there has been a renewed interest in symbolic AI in combination with DL [2].
Modern applications include advanced medical diagnosis systems [3, 4], Computer
Vision [5, 6], Question Answering [7] and Robotics [8]. The use of languages
such as probabilistic logic programming has helped to integrate DL with symbolic
techniques.

Symbolic AI offers advantages such as transparency and interpretability, allowing
humans to understand and explain the decisions made by the system. It also enables
precise logical manipulation, which is beneficial in fields like mathematics and formal
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verification. However, symbolic methods have limitations, including scalability
issues for large problems and a lack of adaptability to new data or unexpected
situations due to rigid rules. In response to these limitations, symbolic AI has
evolved and integrated with DL and statistical approaches. This integration has
resulted in hybrid methodologies that combine the precision and interpretability of
symbolic AI with the generalising and adaptive power of DL.

Some main techniques and methodologies used in the field of symbolic AI will
be discussed below, focusing specifically on those I used in my thesis.

4.1 Decision Trees

Decision Trees (DTs) [9], or Classification And Regression Trees (CART) [10],
represent a non-parametric supervised learning technique employed for both clas-
sification and regression tasks. The primary objective is to construct a model that
predicts the value of a target variable by learning simple decision rules inferred from
the data.

DTs are defined through a recursive subdivision of the input space, with the
consequent establishment of a local model within each resulting region. The global
model is representable as a tree, featuring a leaf for each region [11]. In general,
DTs are constructed via an algorithmic approach that identifies ways to split a data
set based on different conditions.

At each node, the feature value di of the input vector x is compared against
a threshold value ti. If the feature value is higher than the threshold, the input is
directed to the right branch; otherwise, it proceeds to the left branch. In the case of
discrete features, the splitting process differs. Instead of comparing feature values
against a threshold, the input is divided based on the different categories or values
that the discrete feature can assume. For each distinct value of the feature, a separate
branch is created, directing the input to the appropriate subtree based on the specific
value of the discrete feature.

Each terminal node (leaf) of the tree represents a logical expression formed by
the conjunction of literals encountered along the path from the root of the tree to
the leaf. DTs can be classified into two types: classification trees and regression
trees. In classification trees, the predicted outcome is a class (discrete) to which the
data belongs, whereas in regression trees, the predicted outcome is a real number.
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(a) (b)

Fig. II.1 (a) Scatter plot of Iris dataset. (b) A hypothetical classification tree fitted to Iris
dataset

In DTs, each leaf node has an output label, which can be categorical (yes or no)
for classification tasks, or numerical for regression tasks. New instances falling
in a given leaf will have the same label (classification) or similar numeric output
(regression).

Consider, for instance, the Iris dataset [12]. A DT can be constructed to classify
the samples. The tree is illustrated in Figure II.1. The initial node tests whether the
petal width of sample xi is less than or equal to the threshold ti = 0.6. If this condition
is satisfied, the label of sample xi is determined to be Iris-Setosa. If not, the tree
continues to be traversed until a terminal leaf node is reached, which corresponds to
the sample’s label.

The tree structure is not predetermined but evolves during the learning process
according to the problem’s complexity. Several algorithms exist for learning a DT
structure, with popular methods including CART [10], ID3 [9], and C4.5 [13]. These
algorithms use a greedy procedure, iteratively expanding the tree one node at a time
to identify the optimal DT structure.

The methodology is based on "divide and conquer" techniques through an itera-
tive process that segments the dataset into smaller subgroups using a series of tests
or decisions until each subgroup is as homogeneous as possible concerning the target
variable. Initially, the feature that best partitions the dataset is selected, leading to the
creation of a decision node representing this choice, which includes a test or condi-
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tion based on the chosen feature. The dataset is then split into subgroups according to
this condition. This process is repeated iteratively until all instances within a subset
belong to the same class (resulting in pure nodes) or until a termination condition is
met (e.g., the subset reaches a predetermined minimum size).

Several metrics are employed to measure the purity of each node. A node is
considered pure if all instances in it belong to the same class Ci, represent a leaf
node. Common metrics used to assess the quality of partitioning include:

• Entropy for classification, defined as

H(D) =−
k

∑
j=1

P(c j) log2 P(c j) = E[− log2 P(C)] (II.1)

where P(c j) =
|D j|
|D| with D representing the dataset and D j the subset of

examples from D that belong to class c j.

• The Gini index for classification, defined as

Gini(D) = 1−
k

∑
j=1

P(c j)
2 (II.2)

• Mean Square Error (MSE) for regression, defined as

MSE(Di) =
1

|Di| ∑
n∈Di

(yn − ŷ)2 (II.3)

where ŷ is the mean of the target value in Di.

Tree models offer several advantages: they are very fast to train and test (highly
parallelizable), and, with binary decisions, each decision can eliminate half of the
cases. If there are b regions, then in the best case, the correct region can be found in
log2b steps. Additionally, DTs are easy to interpret and can be converted into a set
of IF-THEN rules that are easily understandable, contributing to their popularity.

DTs can fit all datasets with zero bias and high variance, but they often suffer
from overfitting. This means that while the model can classify training data with high
accuracy, its performance with new, unseen data is often poor. This issue is partly
due to the greedy nature of the tree construction algorithm. Another problem is the
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instability of trees: small modifications to the input data can result in significant
changes to the tree structure, due to the hierarchical nature of the tree growth process.
Consequently, errors at the top of the tree can propagate through the remainder of
the structure [11].

4.2 Random Forest

As discussed in Section 4.1, DTs are high-variance estimators. A common method
to mitigate this variance is ensemble learning, where the outputs of multiple models
are combined. Two widely used ensemble techniques are averaging and voting, each
with a different way of aggregating the results from the base models.

In the case of averaging, the outputs of the models are averaged, typically used
for regression tasks. The resulting model is expressed as follows:

f (x) =
1
|M| ∑

m∈M
fm(x) (II.4)

where M is a set of models and fm represents the m-th baseline model. The ensemble
will have a similar bias to that of the base models but with reduced variance, often
resulting in improved overall performance.

In contrast, voting is typically used for classification tasks. Here, each model in
the ensemble votes for a class, and the final prediction is the class that receives the
majority of votes. The voting ensemble is expressed as:

ŷ = mode({ŷm}m∈M) (II.5)

where ŷm is the predicted class from the m-th model, and mode(·) returns the most
frequent class label. Like averaging, voting reduces variance while maintaining the
bias of the base models.

One of the ensemble learning techniques is bagging (bootstrap aggregation) [14].
In bagging, multiple base models are fitted to different versions of the data sampled
randomly, which encourages diverse predictions. The datasets are sampled with
replacement, allowing a given example to appear multiple times, resulting in a total
of N examples per model (where N is the number of original data points).
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The concept of bagging relies on the idea that applying a learning algorithm to
different subsets of data will yield sufficiently diverse fundamental patterns. However,
this approach does not always enhance performance, as it assumes that excluding
certain data can significantly alter the fit of the resulting model. This is the case for
DTs, but not for other models, such as nearest neighbour classifiers.

Other techniques have been developed to further improve basic learners. One
such technique is Random Forests (RFs) [15]. In RFs, learning occurs through trees
that are based on a randomly chosen subset of input variables at each node of the
tree.

RFs employ the technique of feature bagging, where a subset of features is
selected randomly to reduce the correlation between different DTs. This distinguishes
RFs from DTs and bagging, as the latter considers all features, while RFs only
consider a random subset of features.

Similar to bagging, each tree in a RF is created using a random sample of the
training data, selected with replacement. A third of this data is set aside as an
out-of-bag sample, which is used to validate the predictions. Depending on the
type of problem, the final prediction is obtained by averaging the predictions of
the individual trees (for regression) or by taking the majority vote of the predicted
classes (for classification). The out-of-bag sample is also used for cross-validation,
providing an accurate estimate of the model’s performance.

This technique reduces the risk of overfitting and facilitates the determination
of feature importance. However, RF algorithms can be slow in processing data, as
they calculate the data for each individual DT, require more resources and are more
complex.

4.3 Gradient Boosting

Both the bagging algorithm and the RF algorithm can be described by the formula:

f (x,θ) =
M

∑
m=1

αmFm(x,θm) (II.6)

where Fm is the m-th tree and αm is the corresponding weight. This concept can be
generalised by allowing the functions Fm to be any model, such as NNs, not just
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trees. The result is called the additive model [16]. This model can be viewed as a
linear model with adaptive basis functions.

Boosting [17] is an algorithm for the sequential adaptation of additive models in
which each Fm is a binary classifier that returns Fm ∈ {−1,+1}. In the initial step,
F1 is fitted to the original dataset. Then, the data samples are weighted according to
the errors made by F1, ensuring that misclassified examples receive higher weights.

Next, F2 is fitted to the weighted dataset. This process is repeated until the
desired number of components, M, has been reached. It is important to note that the
bias inherent to strong learners is reduced by fitting trees that depend on one another,
while the variance is reduced by fitting independent trees, as seen in bagging and
RFs.

These models, known as weak learners, are iteratively combined into a single
strong learner. Gradient boosting is a notable method among boosting techniques.
Unlike traditional boosting methods that reweight data points, gradient boosting
optimizes the model using gradient descent.

Consider a boosting algorithm with M stages. At each stage m (where 1 < m <

M), we start with an imperfect model Fm. To improve the predictions of Fm, we
calculate the derivative of the loss function gm for each model:

gm(xi) =

[
∂ℓ(yi,F (xi))

∂F (xi)

]
F=Fm−1

(II.7)

where yi is the observed value for sample xi. The model is then updated as follows:

Fm+1 = Fm −βmgm (II.8)

where βm is the step length or learning rate.

In this framework, gm(xi) represents the gradient of the loss function with respect
to the model’s predictions, evaluated at the current model. The update step involves
adjusting the current model Fm by moving in the direction of the negative gradient,
scaled by the learning rate βm. This iterative process continues until the model
converges or reaches the predefined number of stages M.

XGBoost [18] stands for “Extreme Gradient Boosting”, is an advanced imple-
mentation of gradient boosting designed for efficiency, speed, and performance. It
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has become widely popular in Machine Learning (ML) competitions and industry
applications due to its robust capabilities and versatility.

XGBoost is an advanced implementation of gradient boosting that incorporates
regularization based on tree complexity. This regularization reduces overfitting and
improves the model’s generalization. Additionally, XGBoost automatically handles
missing values during training, enhancing the model’s robustness. The algorithm
uses a tree pruning mechanism called "max depth" to retain only relevant splits
and minimize model complexity. XGBoost also supports parallel processing in
tree construction, significantly reducing training time and improving scalability. In
summary, XGBoost offers regularization, automatic missing value handling, efficient
tree pruning, and parallel processing capabilities, making it a powerful and efficient
ML algorithm.

4.4 Clustering

Clustering is an ML technique for unsupervised learning, that is, learning from
unlabelled data. Clustering learns a new labelling function g from unlabelled data
which divides data in subgroups, known as clusters. The function can be a predictive
model that can be applied to new data, or can be a descriptive model that only
describes the given data.

A clustering algorithm works by assessing the similarity between instances and
putting similar instances in the same cluster and ’dissimilar’ instances in different
clusters. The goal of clustering could be that of finding homogeneous groups in the
data or that of finding unusual data objects (Outlier Detection (OD)). There exist
different clustering techniques:

• Exclusive Clustering: In this type of clustering, each instance belongs to
a single, unique cluster. One of the most common techniques for exclusive
clustering is K-means [19], which operates with numeric data. K-means
identifies k unique clusters by assigning each data point to a cluster and
computing the centroid of each cluster, denoted as µk, which is the mean of the
points in that cluster. The algorithm aims to minimize the sum of the squares
of the distances of each data point from its nearest cluster center µk. The
objective function minimized by K-means is:
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e2 =
k

∑
j=1

∑
i∈cluster( j)

d2(xi,c j) (II.9)

where d2(xi,c j) represents the distance between instance xi and cluster center
c j.

The K-means algorithm proceeds as follows: initially, it randomly selects k
cluster centers. Each data point is then assigned to the nearest cluster center.
Subsequently, each cluster center c j is recomputed as the mean of the points
assigned to that cluster. The data points are then reassigned to the nearest
cluster center based on the updated means. These steps are iteratively repeated
until the algorithm converges, meaning that the cluster centers no longer
change significantly between iterations. The quality of the clusters is usually
measured using the Sum of Squared Errors, which is the sum of the squared
differences between each observation and the mean of its assigned cluster.

While K-means is easy to implement, the problem of finding the global mini-
mum of the objective function is NP-complete. Although K-means converges
to a stationary point in finite time, there are no guarantees that this point is
the global minimum. Additionally, an unfortunate initialization of the cen-
troids can lead to a suboptimal solution. In practice, it is advisable to run the
algorithm multiple times with different initializations and select the solution
with the smallest within-cluster scatter. In addition, large datasets increase the
time complexity for distance-based methods. If an obvious distance measure
doesn’t exist, we must “define” it, which is not always straightforward, espe-
cially in multi dimensional spaces. The performance of the algorithm on a
dataset will be significantly influenced by the chosen distance measure.

• Overlapping Clustering: This clustering approach is rooted in fuzzy set
theory, where each data point can belong to multiple clusters with varying
degrees of membership. Fuzzy c-means (FCM) [20] is an example of an
overlapping clustering method. The FCM algorithm aims to partition a finite
collection of n elements X = {x1, . . . ,xn} into c fuzzy clusters based on a
specified criterion. It returns c cluster centers C = {c1, . . . ,cc} and a partition
matrix W = {wi j} ∈ [0,1], i = 1, . . . ,n, j = 1, . . . ,c, where each wi j indicates
the degree to which element xi belongs to cluster c j. The membership values
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wi j are calculated based on the relative distance between data points and cluster
centers, given by:

wi j =
1

∑
c
k=1

(
∥xi−c j∥
∥xi−ck∥

) 2
m−1

, (II.10)

where m controls the fuzziness of the membership. The objective of FCM is
to minimize the following function:

argmin
C

n

∑
i=1

c

∑
j=1

wm
i j∥xi − c j∥2, (II.11)

where 1 ≤ m <+∞ is a parameter that controls the degree of fuzziness. As m
approaches 1, wi j tends to 0 or 1, resembling hard assignments as in K-means.
Larger values of m lead to fuzzier cluster memberships. A key drawback of
FCM is its susceptibility to local minima, and its results can vary significantly
based on the initial selection of cluster centers and membership weights.

• Hierarchical Clustering: In this clustering technique, the input to the algo-
rithm is an N ×N dissimilarity matrix D, and the output is a tree structure
in which groups i and j with small dissimilarities are grouped together in a
hierarchical manner. A common algorithm used is the Agglomerative bottom-
up technique. Given a set of N items to be clustered and an N ×N distance
(or similarity) matrix, the process begins by assigning each item to its own
cluster, resulting in N clusters. The algorithm then finds the closest (most
similar) pair of clusters and merge them into a single cluster, so that now we
have one cluster less. Next, it computes the distances between the new cluster
and each of the remaining clusters. This process is repeated until all items
are merged into a single cluster of size N. The sequence of clusters formed
during this process creates a hierarchical clustering. The function used to
determine the distance between two clusters, known as the linkage function,
can be single, complete, or average linkage. Additionally, the formula used to
calculate inter-cluster distances can vary.

The main drawbacks of hierarchical clustering are that it does not scale well,
having a time complexity of O(n2) and memory complexity O(n), where n is
the total number of objects, using the SLINK [21] algorithm. However, the use
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of a heap can reduce computation time to O(n2log(n)), but increase memory
requirement [22]. The algorithm cannot undo previous steps, meaning once
clusters are merged, they cannot be separated. Furthermore, the addition of a
single new instance can significantly alter the entire clustering structure.

• Probabilistic Clustering: the most common probabilistic clustering algorithm
is Clustering as a Mixture of Gaussians. In this approach each cluster is
represented by a parametric distribution, such as a Gaussian (continuous) or a
Poisson (discrete). The entire data set is then modelled as a mixture of these
distributions. The most widely used clustering method of this kind is the one
based on learning a mixture of Gaussians. The probability distribution, each
for one cluster, describes the distribution of values for members of that cluster.
For a given set of data points, the Mixture of Gaussians would identify the
probability of each data point belonging to each of these distributions.

5 Probabilistic Logic Programming

Probabilistic Logic Programming (PLP) integrates logical and probabilistic reason-
ing to handle uncertainty in complex domains. One of the primary theoretical models
underlying PLP is the distribution semantics [23], which defines a probability distri-
bution over a set of normal logic programs, each representing a possible world. The
probability of a query is computed from the joint distribution by marginalization [24].

One of the most well-known PLP languages under the distribution semantics
is ProbLog [25]. ProbLog has been applied to various practical problems, such as
natural language processing [26] and bioinformatics [27].

A probabilistic program P consists of a set of clauses, each clause ci being
associated with a probability pi. The basic version of ProbLog, and all the examples
provided, assign probabilities only to facts. In this case, each probabilistic fact is
associated with a probability value that represents the likelihood of that fact being
present in a possible world. Rules in the program are deterministic, with uncertainty
handled exclusively at the fact level. The following is an example of a ProbLog
program:

% Probabilistic facts:
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0.5::heads1.
0.6::heads2.

% Rules:
someHeads :- heads1.
someHeads :- heads2.

% Query:
query(someHeads).

The probability distribution of a probabilistic program is defined over the pos-
sible ground atoms that can be true simultaneously and we assume that it has a
single model that are generated by selecting subsets of the probabilistic facts, where
each fact is either included or excluded based on its associated probability. The
probability distribution is thus defined over the set of possible worlds, with each
world corresponding to a model. The probability of a world is the product of the
probabilities of the facts it includes and the complement of the probabilities of the
facts it excludes. In other words, each possible world has an associated probability.
The goal of ProbLog is to compute the probability that a given query holds. This
probability is computed by summing the probabilities of all the interpretations in
which the query is true [24]. For instance, in the example above, the probability of
the query someHeads is 0.8

Here is another example of ProbLog code:

% Probabilistic facts:
0.7::burglary.
0.2::earthquake.
0.9::p_alarm1.
0.8::p_alarm2.
0.1::p_alarm3.

% Rules:
alarm :- burglary, earthquake, p_alarm1.
alarm :- burglary, \+earthquake, p_alarm2.
alarm :- \+burglary, earthquake, p_alarm3.
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% Query:
query(alarm).

In this example, there are five probabilistic facts: the occurrence of a burglary
(burglary), an earthquake (earthquake), and three distinct cases where the alarm
goes off (p_alarm1, p_alarm2, p_alarm3). The rules define the conditions under
which the alarm goes off, such as when both a burglary and an earthquake occur and
p_alarm1 is true. The query alarm then computes the probability that the alarm
goes off, which is the sum of the probabilities of the worlds p(wi) where the query
is true. In this case, the probability is:

P(q) = p(w1)+ p(w2)+ p(w3)

= (0.7×0.2×0.9)+(0.7×0.8×0.8)+(0.3×0.2×0.1)

= 0.58

Inference in ProbLog [25] works by generating all ground instances of the clauses
in the program that are relevant to the query and transforming these clauses into a
propositional formula. This process consists of translating the probabilistic logic
program into a purely propositional representation, where each logical clause is
expressed as a combination of Boolean variables describing whether a fact is true or
false in each possible interpretation. The resulting logical formula is then compiled
into a Sentential Decision Diagram (SDD) [28].

SDDs are a data structure that compactly and efficiently represents propositional
knowledge bases. For a given query, ProbLog compiles the entire probabilistic
program and its relevant clauses into an SDD, which is then evaluated in a bottom-up
fashion, starting from the leaf nodes and progressing towards the root. In this way,
ProbLog is able to compute the probability of the query by combining the results
from all possible interpretations, weighted by their respective probabilities.

One of the main challenges of PLP is the high computational cost of probabilistic
inference, due to the possibly exponential number of worlds that must be considered
in order to calculate the probabilities of a given query.
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In PLP, it is possible to learn either the structure or the parameters of the proba-
bilistic logic program. Parameter learning refers to the process of determining the
optimal values of the probabilities associated with the facts in the program [29]. This
typically involves adjusting the probabilities so that the program’s predictions align
as closely as possible with the observed data. Techniques like gradient descent or
Expectation Maximization (EM) are often used for parameter learning. On the other
hand, structure learning refers to the process of discovering the optimal set of rules
or logical relationships that best describe the underlying data. In structure learning,
the task is to determine the logical dependencies (e.g., which predicates depend on
which others) and the form of the clauses themselves. This can be seen as construct-
ing the architecture of the program, while parameter learning fine-tunes it. Both
forms of learning are essential to creating accurate and interpretable probabilistic
logic programs.

5.1 Hierarchical Probabilistic Logic Programming

Hierarchical Probabilistic Logic Programs (HPLPs) provide a solution to the compu-
tational cost problem of traditional PLP by introducing a restriction to the syntax of
clauses. In an HPLP, predicates and clauses are organized into a hierarchical struc-
ture. This structure significantly reduces the computational complexity of inference.
An HPLP can be converted into an Arithmetic Circuit (AC) or a deep neural network,
simplifying the inference and parameter learning [30].

The distinguishing feature of HPLPs is that logical clauses are constructed in
hierarchical levels, with each level depending only on the lower levels; clauses for
a predicate are built on predicates of the layer below, or input data. This type of
organization promotes clause independence and makes probability calculations more
manageable.

To perform inference in an HPLP, the program is transformed into an AC. An AC
is a directed acyclic graph where nodes represent arithmetic operations such as sums
and products, and the leaves represent probabilities associated with basic logical
facts. Each path in the arithmetic circuit corresponds to a particular combination of
events that lead to a specific result [31].

In the context of an HPLP, probabilities are propagated through the circuit using
the independent-or principle, which ensures that the probability of a disjunction
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(OR) of events is computed assuming the events are independent. This property
allows for the combination of the probabilities of multiple clauses without needing
to explore all possible combinations of logical worlds, thus significantly reducing
inference time [30].

For parameter learning in HPLPs, an algorithm called Parameter Learning for Hi-
erarchical Probabilistic Logic Programs (PHIL) was designed. The PHIL algorithm
is intended to learn the parameters of an HPLP from a dataset. Its operation is based
on two main techniques:

• DPHIL: The algorithm employs gradient descent to minimize the difference
between the probabilities predicted by the model and the probabilities observed
in the data. This is done by iteratively updating the model parameters to reduce
overall error.

• EMPHIL: The algorithm uses an Expectation Maximization approach. In
this scheme, the algorithm alternates between calculating the expectations of
missing data and updating the model parameters, progressively improving the
probability estimates.

The learning process in PHIL involves two phases: in the forward phase, the
nodes of the arithmetic circuit are evaluated from input to output, calculating prob-
abilities; in the backward phase, the quantities necessary to update the parameters
are computed using a backpropagation-like approach, similar to that used in neural
networks [30].

The following is an example of a HPLP and the respective generated tree struc-
ture:

C1 = works_with(A,B) : 0.7 : −
worker(A),manager(B),project(A,C),project(B,C),r11.

C2 = works_with(A,B) : 0.2 : −
worker(A),manager(B),project(A,C),manages(B,C).

C111 = r11(A,B,C) : 0.9 : −
product(X ,A,C),product(X ,B,C).

(II.12)



5 Probabilistic Logic Programming 19

works_with(A,B)

C1

r11(A,B,C)

C111

C2

Fig. II.2 The probabilistic program tree for Example II.12.

In this context, product(X,A,C) denotes that the product X is a result of the work
of A in project C. The predicate works_with/2 is the target predicate, while project/2,
worker/1, and manager/1 are input predicates. In this case, the probability of
r = works_with(A,B) is not only dependent on shared projects but also the products
generated in those projects.

The clause defining r11(A,B,C) aggregates over the products associated with
a project, while the higher-level clause aggregates over the projects. This type of
program can be represented by the tree structure depicted in Figure II.2.

To learn the structure of an HPLP, the SLEAHP algorithm was developed.
SLEAHP generates a large HPLP from a bottom clause obtained from a language
bias as described in [32], and subsequently applies a regularized version of PHIL to
the generated HPLP to prune clauses with low parameter values.

The HPLP approach offers many advantages over traditional PLP models. In
particular, the ability to perform inference more efficiently and to automatically learn
both the structure and parameters of a probabilistic logic model makes it suitable for
a wide range of applications, including bioinformatics, natural language processing,
and relationship prediction in social networks.

In conclusion, the hierarchical organization of HPLPs, combined with the learn-
ing algorithms PHIL and SLEAHP, provides a powerful solution for modeling and
learning in contexts characterized by uncertainty and relational complexity.
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6 First Order Logic and Fuzzy Logic

Logic plays a fundamental role in knowledge representation and automated reasoning.
Various types of logic, such as First Order Logic (FOL) and Real Logic, are key
tools for modeling complex problems. This section provides a brief discussion of
both, emphatising their importance in the field of AI. FOL is a fundamental tool
in knowledge representation and reasoning. It is one of the most powerful and
expressive formal logics, capable of precisely modeling the real world through a set
of well-defined logical rules. FOL differs from propositional logic by its ability to
express statements not only about atomic propositions (as in propositional logic) but
also about objects and the relationships between them. This makes it particularly
suitable for describing complex phenomena involving multiple entities and their
interactions [33].

FOL formulas use predicates, functions, and quantifiers. Predicates represent
relationships between objects, while functions map or transform objects into other
objects. For instance, the friendship relation between two people can be expressed
with a predicate such as Friend(x, y) (indicating that x and y are friends).

A distinctive feature of FOL is the use of quantifiers, which allow for the ex-
pression of general or existential statements. The universal quantifier (∀) is used
to express that a certain property holds for all objects in a set. For example, "All
men are mortal" can be formalized as ∀x(Man(x) → Mortal(x)). The existential
quantifier (∃), on the other hand, asserts that at least one object satisfies a given
property. For example, "There exists a person who is a doctor" can be expressed as
∃x(Person(x)∧Doctor(x)).

A crucial aspect of FOL is the notion of satisfiability and validity. A statement is
considered satisfiable if there is at least one model (a possible interpretation of the
world) in which the statement is true. This concept is essential in formal logic, as it
allows for evaluating whether a set of statements or rules is consistent with a given
model of the world [33]. As an extension of FOL, Real Logic expands the expressive
capabilities of traditional logic by enabling the representation of partial or gradual
truths, better reflecting the complexity of real-world scenarios.

Real Logic is particularly suited to represent situations where truth is not binary,
but rather nuanced or gradual. While classical FOL relies on absolute truths (either
true or false), Real Logic employs a multi-valued system that allows for the expres-
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sion of fuzzy truths, with values ranging from 0 to 1. This approach is particularly
useful in contexts where truths are not rigid but subject to exceptions or uncertainties.
In Real Logic, each statement can be partially true. For example, a proposition
might be 70% true instead of being completely true or completely false. This type of
representation is crucial in contexts where decisions must be made in the presence
of vagueness, or when dealing with complex phenomena that involve degrees of
ambiguity.

In conclusion, FOL and Real Logic offer powerful tools for representing and
reasoning about complex knowledge. FOL provides a rigorous and formal representa-
tion of relationships between objects, while Real Logic extends this representation to
handle situations of uncertainty and ambiguity, which are often present in real-world
contexts.

7 Deep Learning

In the early development of AI, the field advanced rapidly, enabling systems to solve
problems that, while intellectually challenging for humans, were relatively simple
for computers. These problems could be described through formal rules, such as
playing chess. However, the true challenge for AI lies in addressing tasks that are
intuitive and straightforward for humans but difficult to formalize—tasks that we
solve instinctively, such as recognizing a voice or identifying objects in images.
One approach to overcoming this challenge involved creating machines capable
of learning from experience and interpreting the world in terms of hierarchical
concepts, where complex ideas are built from simpler ones. This gave birth to Deep
Learnings [34].

The difficulty of encoding the knowledge required by AI systems highlighted the
need for systems that could autonomously acquire knowledge by detecting patterns
in raw data. This capability is referred to as ML. However, the performance of
ML algorithms is heavily dependent on the quality of data representation. Some
algorithms can learn representations of data automatically, a process known as
representation learning. Nevertheless, these systems often face the challenge of
factors of varation or external elements that affect the input. DL addresses this issue
by introducing representations that are built upon and refined by other representations,
thereby enabling more robust and scalable learning models [34].
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Fig. II.3 Venn Diagram illustrating the hierarchical relationship between AI, ML, Represen-
tation Learning, and DL. Each section includes an example.

The introduction of DL has revolutionized the field of AI, enabling systems
to outperform traditional ML techniques in a variety of complex tasks such as
image recognition, natural language processing, and autonomous systems. Unlike
conventional ML models that often require manually designed features, DL models
can automatically learn hierarchical representations of data.

Figure II.3 illustrates this relationship by means of a Venn diagram, which shows
how DL fits within the broader categories of Representation Learning, ML, and AI.

Deep Learning is inspired by neuroscience, particularly by biological neural
networks. It employs models known as Artificial Neural Networks (ANNs) that
are conceptualized based on their biological counterparts [35]. DL involves com-
putational models composed of multiple hierarchical layers, which are capable of
learning complex representations through various levels of abstraction. Each layer in
these models builds upon the representations learned by the preceding layers.

A prominent example of DL is the Multilayer Perceptron (MLP) [34], an exten-
sion of the perceptron [36]. An MLP is a mathematical function that maps a set of
inputs to an output. Practically, it consists of at least three layers: the input layer,
one or more hidden layers, and the output layer. Each node in the network, except
those in the input layer, functions as a neuron that utilizes a non-linear activation
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Fig. II.4 An artificial neuron.

function. This function determines the output of a neuron based on its input, and the
output of the activation function is used as input to the subsequent layer. Figure II.4
illustrates a neuron.

7.1 Multilayer Perceptrons

An MLP is a type of modern artificial feedforward Neural Network made up of fully
connected neurons with non-linear activation functions, organized into at least three
layers. It can learn to classify non-linearly separable data [37].

Feedforward NNs, such as MLPs, are trained using the backpropagation al-
gorithm. The MLP was developed to overcome the limitations of single-layer
perceptrons, which could only classify linearly separable data.

In a feedforward network, the model maps an input X to an output Y = f (X ,θ) =

Wφ(X) + b, where θ = (W,b) represents the network parameters, and φ is the
activation function [34]. The goal is to approximate the true function that associates
each input with its correct output.

This function is still linear in the parameters θ = (W,b), which simplifies model
fitting, as the negative log-likelihood remains convex [11]. However, manually
specifying the feature transformation is quite restrictive. A natural extension is to
allow the feature extractor to have its own parameters, θ2, resulting in:

f (X ,θ) =Wφ(X ,θ2)+b (II.13)
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where θ = (θ1,θ2) and θ1 = (W,b). This process can be repeated recursively to
create more complex functions:

f (X ,θ) = fn( fn−1(. . .( f1( f0(X)) . . .))) (II.14)

where X is an input tensor, and each f j(X) = f j(X ,θ j) is a function corresponding
to layer j of the network. An MLP is thus a neural network with n layers, where each
layer represents a function f j. The network learns these functions during training,
refining its parameters to improve the approximation of the target function.

During forward propagation, the input passes through the network layers, gen-
erating a hypothesis. The loss function then measures the difference between the
predicted output and the actual target. Backpropagation computes the gradient of
the error with respect to each weight in the network, and gradient descent is used to
update the weights and reduce the error. This iterative process continues until the
prediction error is minimized.

MLPs form the foundational architecture of widely used networks such as
Recurrent Neural Networks (RNNs) [38] and Convolutional Neural Networks (CNNs).
CNNs are particularly well-suited for computer vision, where individual input ele-
ments (e.g., pixels) often hold little meaning on their own. CNNs serve as the core
network in the techniques discussed throughout this work.

7.2 Convolutional Neural Networks

CNNs are foundational architectures for tasks involving image analysis. These
networks utilize the convolution operation to preserve spatial relationships within the
input data, which is critical in visual tasks where the correlation between neighboring
pixels is key to correctly interpreting the content of the image. The convolution
process allows CNNs to efficiently extract local features such as edges, textures, and
other complex patterns, making them particularly suitable for image recognition and
other computer vision applications.

In mathematical terms, the convolution operation can be defined as a sliding
window process, where a filter (or kernel) is applied over the input data. Formally,
given an input image I and a kernel K, the convolution of I with K, denoted as
(I ∗K)(i, j), is computed as:
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(I ∗K)(i, j) =
k

∑
m=−k

k

∑
n=−k

I(i+m, j+n) ·K(m,n) (II.15)

Where:

• I(i, j) is the pixel value at position (i, j) in the input image.

• K(m,n) represents the value of the kernel at position (m,n), typically of size
(2k+1)× (2k+1).

• (I ∗K)(i, j) is the resulting value at position (i, j) in the output feature map.

The convolution operation results in feature maps that emphasize specific aspects
of the input image, making it easier for the model to recognize patterns. Additionally,
pooling layers often follow convolutional layers to downsample the feature maps,
preserving important information while reducing the spatial dimensions.

CNNs are a type of neural network particularly effective in processing images
and data with spatial structure. A CNN typically consists of an input, an output, and
several hidden layers. Each hidden layer is usually composed of three fundamental
components: the convolutional layer, the activation function, and the pooling layer.

The convolutional layer is a core building block of CNNs. Its primary purpose
is to apply a set of learnable filters (or kernels) to the input data, typically images,
in order to automatically extract high-level features such as edges, textures, and
patterns. Each filter is a small matrix, typically of size 3×3, 5×5, or similar, which
slides (or convolves) across the input, computing a dot product between the entries
of the filter and the input at each spatial position.

The convolution operation results in a new feature map that highlights the pres-
ence of features captured by the filter. Each filter in a convolutional layer is applied
to the entire input, but only within a small local region at each step (controlled by
the receptive field size), drastically reducing the number of parameters compared to
fully connected layers. The depth of the convolutional layer is the number of filters
applied, allowing the model to capture various features in parallel. The graphical
representation of a convolution operation is shown in Fig. II.5

After each convolution operation, the output is passed through a non-linear
activation function, such as the Rectified Linear Unit (ReLU) [39], defined as:
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Fig. II.5 Illustration of a 2D convolution operation. The input feature map is convolved with
a filter or kernel, resulting in the output feature map. The convolution is computed by sliding
the filter across the input, applying an element-wise multiplication, and summing the results
to produce each value in the output.
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f (x) = max(0,x) (II.16)

The ReLU introduces non-linearity into the model, which is crucial because
convolution is inherently a linear operation, and DL models must learn complex,
non-linear patterns to capture real-world data relationships.

ReLU is widely used because it is computationally efficient and helps mitigate
the vanishing gradient problem, a common issue with deep networks where gradients
become too small to update the weights effectively. This problem particularly arises
with activation functions like Sigmoid and Tanh, which squash input values into
small ranges, causing gradients to vanish during backpropagation [11]. The Sigmoid
function maps inputs to the range (0,1), while Tanh maps inputs to (−1,1):

Both Sigmoid and Tanh can cause saturation of neurons, where the derivatives of
the activations are nearly zero, leading to vanishing gradients, especially in deeper
layers. Hence, they are less commonly used in modern DL architectures.

The Exponential Linear Unit (ELU) [40] is another non-linear activation function
that addresses some limitations of ReLU, such as the fact that ReLU can cause "dead
neurons" (neurons that never activate). ELU allows for negative outputs, which
improves the model’s learning capacity by shifting the mean of activations closer to
zero. ELU is defined as:

f (x) =

x, if x ≥ 0

α(ex −1), if x < 0
(II.17)

where α is a hyperparameter controlling the saturation for negative inputs. ELU
tends to perform better in some tasks because it introduces smoother gradients for
negative values, which leads to more robust training, especially for deep models.

As shown in Figure II.6, ReLU has a sharp cutoff at zero, while ELU has a
smoother curve for negative inputs, and Sigmoid and Tanh both squash the inputs
into narrow ranges, leading to gradient saturation issues.

The pooling layer is another essential component that reduces the spatial dimen-
sions (height and width) of the feature maps, thereby reducing the computational cost
and the number of parameters while retaining the most relevant information. The
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Fig. II.6 Common activation functions

pooling layer performs a downsampling operation, typically through max pooling or
average pooling. These two type of pooling are shown in Fig. II.7.

Max pooling selects the maximum value within a local window (e.g., a 2× 2
window). Average pooling, on the other hand, computes the average value within
a local window. By retaining only the maximum or average value, pooling layers
reduce the output size, making the network more computationally efficient and re-
ducing the risk of overfitting. Additionally, pooling introduces translation invariance,
meaning that small translations or distortions in the input (e.g., slight movements of
an object within an image) will have minimal impact on the output, thus enhancing
the robustness of the model.

Overall, the combined effect of convolution, activation, and pooling layers allows
CNNs to efficiently learn hierarchical representations of data, from low-level features
(e.g., edges) in the initial layers to more abstract concepts (e.g., objects or faces) in
the deeper layers.

Fully Connected Layers are typically found at the end of CNNs. After a series
of convolutional and pooling layers, the feature maps generated by these layers
are flattened into a one-dimensional vector, which is then fed into one or more
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Fig. II.7 (Left) 2D max pooling operation: the input matrix is divided into regions, and the
maximum value from each region forms the output. (Right) 2D average pooling operation:
the average value from each region forms the output, reducing spatial dimensions while
preserving key features.

fully connected layers. The purpose of the fully connected layers is to combine the
features learned by the earlier layers to make a final prediction. Each neuron in a
fully connected layer is connected to every neuron in the previous layer, enabling the
model to learn complex combinations of features. This part of the network operates
in a manner similar to traditional feedforward neural networks. The final fully
connected layer often uses a softmax activation function to output class probabilities
for classification tasks:

Softmax(zi) =
ezi

∑
N
j=1 ez j

(II.18)

where zi represents the input to the softmax function for the i-th class, and N is the
number of classes. The fully connected layers play a crucial role in transforming the
learned feature representations into a format suitable for classification or regression
tasks. While the convolutional layers excel at feature extraction, the fully connected
layers integrate this information to produce the final output of the network.
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7.3 Autoencoder

Autoencoders (AEs) are a class of neural networks designed to learn an efficient
and compressed representation of data while maintaining the ability to faithfully
reconstruct the original input. This ability makes autoencoders powerful tools for
tasks such as dimensionality reduction, data compression, denoising, and even the
generation of new data similar to that in the training set.

An AE is composed of two primary components: the encoder e and the decoder
d. The encoder is responsible for the first stage of the network, where it compresses
the input into a lower-dimensional representation, known as the latent space. The de-
coder, in turn, reconstructs the original input from this compact latent representation.
The structure of an AE is illustrated in Fig. II.8.

ENCODER DECODER

LATENT SPACE

Input Output

Fig. II.8 Diagram of an AE. The encoder reduces the dimensionality of the input, generating
a compact latent representation, while the decoder reconstructs the original input from this
latent space.

The encoder can be composed of one or more hidden layers that progressively
reduce the dimensionality of the input, transforming it into a reduced representation,
h. In the case of a single hidden layer, the encoder can be described by the following
function:

h = fencoder(x) = σ(Wex+be) (II.19)
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where x is the input vector, We represents the encoder weights, be are the biases,
σ(·) is the activation function (such as ReLU or sigmoid), and h is the vector
representing the latent space.

However, if the encoder is composed of multiple layers, the transformation is
progressively applied across each layer. In the case of L layers, the encoder can be
described as a composition of transformations for each layer l:

h(l) =

σ1(Wlx+bl) if l = 1,

σl(Wlh(l−1)+bl) if l ∈ {2,3, . . . ,L}.
(II.20)

where h(l) represents the output of the l-th layer, Wl and bl are the weights and
biases for the l-th layer, and σl(·) is the activation function applied at the l-th layer.

Thus, in the case of multiple layers, the final output of the encoder h(L) is obtained
through a series of transformations applied sequentially to the input x.

The dimension of h is usually much smaller than that of the original input,
making the representation h a compressed and abstract version of the input. The
latent space is a reduced and dense space where the autoencoder encodes the most
relevant information from the input. This space captures the main characteristics of
the input, allowing for data compression. The size of the latent space represents a
trade-off between the amount of information lost and the level of compression: a
latent space that is too small may result in an inaccurate reconstruction of the input,
while one that is too large reduces the effectiveness of compression.

The second component, the decoder, is responsible for reconstructing the original
input from the latent space h. The decoder uses an inverse process compared to the
encoder, gradually expanding the vector h back to a size equal to that of the original
input. The decoder can be described with the following function:

x̂ = fdecoder(h) = σ(Wdh+bd) (II.21)

Where Wd are the decoder weights, bd are the biases, and x̂ is the reconstructed
output, which approximates the original input x.

The autoencoder is trained by minimizing the difference between the original
input x and its reconstruction x̂. This is typically done using a loss function such
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as the MSE. During training, the autoencoder learns the weights We and Wd that
minimize this loss, optimizing its ability to compress and reconstruct the data.

Beyond standard autoencoders, several variants exist: Denoising, Sparse, and
Variational Autoencoders. Sparse autoencoders impose a sparsity penalty on the
latent space as a training criterion. This type of autoencoder performs well in tasks
such as classification. Denoising autoencoders are used for removing noise from data.
During training, noise is added to the input, but the model is trained to reconstruct the
"clean" version of the input. This helps the model learn more robust representations.
Variational Autoencoders (VAEs) are a type of autoencoder that learns a probability
distribution in the latent space, rather than a single deterministic representation. This
allows for the generation of new data by sampling from the latent space, making
VAEs generative models. The loss function for VAEs includes a term that measures
the difference between the learned distribution and a multivariate normal distribution.

GENERATOR

DISCRIMINATOR

RANDOM 
NOISE

TRAINING SET

REAL

FAKE

Fig. II.9 Diagram of a GAN. The Generator creates synthetic data from random noise, while
the Discriminator evaluates both real data from the training set and generated data, classifying
them as real or fake

While autoencoders focus on compressing and reconstructing data, another
powerful class of generative models, known as Generative Adversarial Networks
(GANs), takes a different approach to data generation. Introduced by Goodfellow et
al. [41], GANs are designed to generate entirely new data that mimics the distribution
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of the training set. Unlike autoencoders, which learn to reproduce their input, GANs
consist of two neural networks—the generator and the discriminator—that engage
in a competitive process. The generator creates synthetic data by sampling from a
latent space, while the discriminator tries to differentiate between real and generated
data. Fig II.9 shows a GAN schema. The generator’s objective is to produce data so
realistic that the discriminator cannot distinguish it from real samples. This training
dynamic is framed as a minimax game, where the generator seeks to minimize the
classification error of the discriminator, and the discriminator aims to maximize it.
GANs have shown exceptional performance in generating high-quality images, video
synthesis, and even data augmentation, making them a versatile tool in modern ML
applications.

7.4 Deep Clustering

Clustering plays a pivotal role in ML and data mining, offering insight into the
inherent structure of data without requiring labels. As discussed in Se. 4.4, in tradi-
tional clustering methods, the success largely depends on the choice of handcrafted
features and distance metrics. However, these approaches often struggle when deal-
ing with high-dimensional, complex datasets. To address this, deep clustering has
emerged, combining DL’s ability to automatically learn hierarchical representations
with conventional clustering algorithms. This hybrid approach allows for feature
learning directly from raw data, enabling Deep Neural Networks (DNNs) to simul-
taneously optimize feature representations and cluster assignments. By leveraging
gradient-based optimization techniques, deep clustering enhances intra-cluster simi-
larity and maximizes inter-cluster separation, making it highly adaptable to a variety
of datasets.

Later in this thesis, we illustrate work based on Deep Embedding for Clustering
(DEC), introduced by Xie et al. [42], which integrates deep neural networks to
jointly learn feature representations and cluster assignments. DEC projects data into
a low-dimensional feature space where clustering objectives are optimized iteratively.
The model consists of two primary components: the encoder, which learns a latent
representation, and the clustering layer, which computes a soft assignment q for each
sample, indicating its probability of belonging to a specific cluster. A schema of
DEC is shown in Fig. II.10 The training loss is defined as the Kullback-Leibler (KL)
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divergence between the soft assignment q and a target distribution p, facilitating the
refinement of both the feature space and the clustering.

ENCODER
CLUSTERD

LATENT SPACE

Input

CLUSTER
LAYER

Fig. II.10 Schematic of a DEC model. The encoder maps input data into a low-dimensional
latent space, where a clustering layer organizes the data into clusters. This approach jointly
optimizes the embedding and cluster assignments for unsupervised learning tasks.

To initialize the DEC, an AE is first pre-trained to establish the initial parameters.
This pre-training significantly reduces the computational effort required to achieve
clustering. The AE’s encoder forms the backbone of the DEC, and a clustering layer
is added on top to generate the soft assignments. Both the centroids and the encoder
parameters, Θ, are trainable using stochastic gradient descent, allowing the feature
space to adapt dynamically as clustering progresses. In [42], KL divergence was
employed to guide the optimization.

The clustering process in DEC consists of two phases. First, a soft assignment
is computed between each embedded point and each cluster, using a Student’s
t-distribution kernel [43] to measure similarity:

qi j =

(
1+

∥∥zi −µ j
∥∥2

/α

)−α+1
2

∑ j′
(

1+
∥∥zi −µ j′

∥∥2
/α

)−α+1
2

(II.22)
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where, zi represents the embedded feature point for sample i, and µ j is the centroid
of cluster j. Variable j′ refers to all possible cluster centroids, and α is the parameter
controlling the degrees of freedom.

The second phase involves updating both the cluster centroids and the deep
mapping parameters, by learning from high-confidence assignments via an auxiliary
target distribution. The target distribution p, defined in Equation II.23, aims to
emphasize data points with higher confidence:

pi j =
q2

i j/ f j

∑ j′ q2
i j′/ f j′

(II.23)

where f j = ∑i qi j represents the soft cluster frequency. The network is then trained
to minimize the KL divergence between the soft assignments q and the target distri-
bution p:

Lkld = KL(P∥Q) = ∑
i

∑
j

pi j log
pi j

qi j
(II.24)

By iteratively refining the cluster assignments, DEC enhances clustering per-
formance, making it more resilient to varying datasets and hyperparameters, as
demonstrated in [42].

8 Metrics

In both ML and DL, selecting appropriate metrics to evaluate model performance
is crucial. These metrics help to assess how well a model is performing, and
different tasks (e.g., classification, regression) require specific types of metrics. In
this section, we will explore some of the most commonly used metrics in ML and
DL, particularly for classification tasks. Additionally, we will discuss two common
issues in model performance: overfitting and underfitting, which can significantly
impact the effectiveness of these metrics.

Confusion Matrix The confusion matrix is a table that summarizes the perfor-
mance of a classification model by showing the actual versus predicted labels. For a
binary classification problem, the confusion matrix consists of four cells:
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Predicted Positive Predicted Negative
Actual Positive True Positive (TP) False Negative (FN)
Actual Negative False Positive (FP) True Negative (TN)

This matrix serves as the basis for calculating various metrics like Accuracy, Preci-
sion, Recall, and F1 Score.

Accuracy Accuracy is one of the most straightforward metrics and measures the
proportion of correctly predicted instances out of the total number of instances. It is
defined as:

Accuracy =
T P+T N

T P+T N +FP+FN
(II.25)

While Accuracy provides a quick snapshot of model performance, it can be mislead-
ing in the case of imbalanced datasets, where the number of instances in one class
far exceeds the other.

Precision Precision measures the proportion of correctly predicted positive in-
stances out of all instances predicted as positive. It is defined as:

Precision =
T P

T P+FP
(II.26)

Precision is particularly useful when the cost of false positives is high, such as in
medical diagnoses where a false positive could lead to unnecessary treatments.

Recall Recall, also known as Sensitivity or True Positive Rate (TPR), measures
the proportion of actual positives that are correctly identified by the model. It is
given by:

Recall =
T P

T P+FN
(II.27)

Recall is crucial when missing a positive instance (i.e., a false negative) is costly, as
in cases like fraud detection or disease screening.

F1 Score The F1 Score is the harmonic mean of Precision and Recall, providing
a balanced metric that accounts for both false positives and false negatives. It is
particularly useful when there is an uneven class distribution and one needs to balance
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the importance of Precision and Recall. The F1 Score is defined as:

F1 = 2× Precision×Recall
Precision+Recall

(II.28)

A higher F1 Score indicates a better balance between Precision and Recall.

Area Under the Curve Receiver Operating Characteristic (AUCROC) The
AUCROC is a popular metric for binary classification problems. It measures a
model’s ability to distinguish between positive and negative data points across
various classification thresholds. The ROC curve plots the TPR (Recall) against the
False Positive Rate (FPR), where FPR is defined as:

FPR =
FP

FP+T N
(II.29)

The AUC represents the area under the ROC curve, and it ranges from 0 to 1,
with 1 being a perfect classifier. A higher AUC indicates that the model has better
discriminatory power.

Area Under the Precision-Recall Curve (AUPRC) For highly imbalanced datasets,
the AUCROC might not be sufficient, as it may still present an overly optimistic pic-
ture. In such cases, the AUPRC is a more appropriate metric. The Precision-Recall
curve plots Precision against Recall, focusing more on the performance with respect
to the minority class. A high AUPRC value indicates a better trade-off between
Precision and Recall.

While both AUCROC and AUPRC provide valuable insights, they serve different
purposes. For example, in a dataset where only 5% of the instances belong to the
positive class, the ROC curve may still show a reasonable AUC because the model
performs well with the majority class. However, the Precision-Recall curve may
reveal that the model struggles to identify positive cases, as it provides a more
focused view on Precision for the positive class.

Overfitting and Underfitting In the process of evaluating model performance
using these metrics, it is crucial to address overfitting and underfitting, two common
issues that can hinder a model’s ability to generalise. Fig. II.11 shows the differences
between underfitting, good fit, and overfitting in polynomial regression models.
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Fig. II.11 Demonstration of underfitting (left), good fit (center), and overfitting (right) in
polynomial regression models.

Overfitting occurs when a model becomes too complex and learns the noise
in the training data along with the actual patterns, leading to high performance
on the training data but poor performance on unseen data. Overfitting can be
mitigated by reducing model complexity, using regularization techniques (such as
L1 or L2 regularization), applying dropout in neural networks, or increasing the size
of the training dataset. Cross-validation is also a useful tool for ensuring the model
generalises well to new data.

Underfitting, on the other hand, happens when a model is too simplistic and fails
to capture the underlying patterns in the data. This results in poor performance on
both the training and validation datasets. Underfitting can be addressed by increasing
model complexity, improving feature engineering, or training the model for a longer
period.

Balancing these two phenomena is key to developing a model that generalises
well, which ultimately ensures that the metrics discussed earlier provide a true
reflection of the model’s performance.

Evaluating the performance of ML and DL models requires careful selection of
metrics tailored to the problem at hand. While metrics like Accuracy are simple
and intuitive, they may not always provide a complete picture, especially in cases of
imbalanced datasets. Metrics like Precision, Recall, and the F1 Score offer a more
comprehensive evaluation. Furthermore, advanced metrics such as AUCROC and
AUPRC provide deeper insights into a model’s ability to handle trade-offs between
classes. Finally, addressing overfitting and underfitting is crucial for ensuring that
the selected metrics provide a reliable assessment of the model’s generalization
performance.



9 Neuro-Symbolic AI 39

9 Neuro-Symbolic AI

Up to now we explore various aspects and algorithms of symbolic AI and neural
networks. Symbolic AI excels at generating logical conclusions, works best with
small, well-defined datasets, and often requires human intervention for effective
implementation. It leverages symbols that are generally understandable to both
experts and non-experts, allowing it to reason and represent knowledge in a way that
is transparent. On the other hand, neural AI employs a layered structure, capable of
extracting increasingly complex information from raw data, working most effectively
with large datasets by learning patterns and associations. Inspired by the biological
workings of the human brain, neural AI consists of interconnected layers that activate
with varying intensity depending on the task. This makes it highly efficient, but its
processes are often difficult to interpret, even for experts.

Symbolic AI encompasses all techniques that rely on high-level symbolic rep-
resentations, understandable by humans, to address problems through logic and
reasoning. The reasoning here refers to drawing conclusions from known infor-
mation using logical principles and rules. Common approaches in symbolic AI
include rule-based systems (e.g., IF-THEN rules) or FOL using predicates. In con-
trast, neural networks are non-linear statistical models capable of capturing complex
relationships between inputs and outputs that are difficult to express using traditional
analytical functions.

To overcome the limitations of both paradigms, Neuro-Symbolic AI (NeSy AI)
was developed, aiming to harness the strengths of both symbolic reasoning and
neural learning. This approach seeks to combine the reasoning and explainability
of symbolic AI with the powerful capabilities of neural networks, reducing the
data-intensive nature of training by incorporating pre-existing knowledge and logical
reasoning. NeSy AI harmonizes the ability to learn from data (neural aspect) with the
capacity to reason on the acquired knowledge (symbolic aspect), striving to merge
the robustness of neural networks with the interpretability and structured reasoning
of symbolic AI [44].

For this reason, NeSy AI has garnered significant attention as a promising ap-
proach for advancing AI research [45, 46]. The integration of these two paradigms
remains an active area of research, offering many challenges but also exciting poten-
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tial. In the following sections, we will explore state-of-the-art approaches in the field
of NeSy AI.

9.1 Relational Embeddings

In this subsection, we explore approaches that map objects or concepts into con-
tinuous vector spaces, where the distances or similarities between vectors reflect
semantic or logical relationships between the objects themselves. These methods
utilize various ML techniques, particularly neural networks, to learn such distributed
representations of data. The goal is to preserve semantic or logical relationships
throughout the embedding process. By embedding logical or semantic relationships
within these distributed representations, models can process and infer such relation-
ships. Embedding techniques have been prominently featured in recent NeSy AI
research [47–49]. Training for these systems often uses backpropagation, leading to
the development of systems referred to as relational embeddings, which represent
relational predicates within neural networks. In this section, we will focus on one
popular approach from recent years: Logic Tensor Network (LTN)[50].

Logic Tensor Networks LTNs represent a neuro-symbolic framework that com-
bines symbolic AI with neural computation, providing a unified formalism for
addressing various AI tasks [50]. LTNs introduce a differentiable form of FOL,
known as Real Logic (see Secrion 6), into DL models. This integration enables the
use of logical operators within neural network computations, allowing the model to
reason about relationships between inputs [50].

One of the key strengths of LTNs is their ability to integrate symbolic and neural
representations within a single framework. This makes them particularly suited to
handling both structured and unstructured data, with applications in fields like natural
language processing and computer vision [51]. LTNs extend the Neural Tensor
Network model [52], which is a state-of-the-art method for relational embeddings,
by representing complex logical structures using FOL formulas. LTNs adopt Real
Logic as their formalism, an infinite-valued fuzzy logic language. Real Logic
operates within a first-order language L , which includes C (a set of constant
symbols representing objects), F (a set of functional symbols), P (a set of relational
symbols), and X (a set of variable symbols).
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In LTNs, the loss function is built upon the concept of satisfiability within Real
Logic. Specifically, the model is trained to maximize the truth value of logical
formulas by minimizing a loss term that quantifies the degree of violation of these
formulas. This loss term, commonly referred to as the satisfiability loss, measures
how far the current state of the neural network’s output is from satisfying the logical
constraints encoded in the knowledge base [51]. The satisfiability loss can be defined
as,

SAT loss = 1−SatAgg(φ) (II.30)

where SatAgg represents an aggregation of the truth values of all formulas in the
knowledge base φ . Thus, the training process involves optimizing the parameters of
the neural network to minimize this loss, ensuring the network learns representations
that adhere to both the data and the logical constraints.

In real-world applications, degrees of truth and exceptions are common, which
makes the use of fuzzy semantics essential. In this form of logic, domains are
interpreted by tensors in the real field. The process known as grounding involves
replacing variables in formulas with constants or variable-free terms, sometimes
referred to as instantiation [44]. When grounded, terms become tensors of real
numbers, and formulas are mapped to real numbers in the range [0,1], representing
truth values.

By employing Real Logic, objects are represented as points within a feature
space, and features and predicates can be learned. LTNs are trained to approximate
optimal satisfiability [51], making inference efficient through feedforward prop-
agation. Figure II.12 illustrates an example of an LTN representing the formula
∀(x,z)(P(x)∧Q(z)). In summary, LTNs mark a significant step towards developing
more flexible and interpretable DL models that can perform reasoning tasks akin to
human cognition [51].

9.2 End-to-End Approaches

In this section, we explore end-to-end approaches, which refer to systems or architec-
tures that address the entire sequence of operations from input data to final output in
a self-contained manner, without relying on external components. These approaches
represent a unified workflow that integrates the entire process, both during training
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Fig. II.12 Logic tensor network for ∀(x,z)(P(x)∧Q(z))

and inference. We discuss one end-to-end system: DeepProbLog that integrates
probabilistic approaches, ProbLog, with neural networks.

DeepProbLog Among the most notable neuro-symbolic models are those that
integrate PLP with DL, particularly the frameworks like DeepProbLog [53, 54] and
DeepStochLog [55]. These models have demonstrated substantial versatility across
several domains, including image interpretation, probabilistic reasoning, and the
handling of complex structured representations. By combining the strengths of
probabilistic logic with neural networks, these systems are able to learn from data
while also reasoning about uncertainty and managing complex relationships within
the data.

DeepProbLog extends traditional logic programming by incorporating probabilis-
tic annotations, allowing uncertainty to be modeled within a logical framework. At
the core of DeepProbLog is the integration of Neural Annotated Disjunctions (NADs),
which allows neural networks to be linked directly with logical predicates. A NAD
takes the following form:

Definition 1 Neural Annotated Disjunction (NAD). A NAD is expressed as:

nn(mr,I,O,d) :: r(I,O), (II.31)

where nn is a reserved predicate, mr refers to a neural network with k inputs and n
outputs, and I = I1, . . . , Ik denotes the inputs to the network. O is the output variable,
and d = d1, . . . ,dn represents the set of possible output classes. The predicate r refers
to the so-called neural predicate [53].
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In practice, a ground NAD refers to the specific instance of this disjunction,
where the neural network’s output probabilities are applied to grounded inputs. For
example, in a card game application, such as determining if a hand contains a specific
combination (e.g., a poker hand), DeepProbLog can process images of cards using
neural networks. A predicate like game([C0,C1,C2,C3,C4],Outcome) can be defined,
where the list [C0,C1,C2,C3,C4] represents card images, and Outcome is a binary
value that indicates whether the hand meets the target condition (e.g., poker hand or
not). Neural networks can be employed to classify the individual card images.

For instance, a NAD can be defined as follows:

nn(m_card, [X ],Y, [ jack,queen,king,ace]) :: rank(X ,Y ), (II.32)

where the network m_card classifies individual cards, and X represents the image of
a card, while Y corresponds to the predicted rank (e.g., jack, queen, etc.). Given a
specific card image, such as , the following ground NAD would be generated:

nn(m_card, [ ], jack) :: rank( , jack) ;

nn(m_card, [ ],queen) :: rank( ,queen) ;

. . . ; nn(m_card, [ ],ace) :: rank( ,ace).

(II.33)

Upon evaluation, this would generate a grounded probabilistic program:

p0 :: rank( , jack) ; . . . ; p3 :: rank( ,ace), (II.34)

where [p0, . . . , p3] represents the output probabilities for each class produced by the
neural network m_card.

DeepProbLog works by transforming logic programs into probabilistic programs
during inference. The program is grounded with respect to the query, neural networks
generate predictions for the relevant inputs, and the resulting grounded NADs are
integrated into a ProbLog program. The program is compiled into a propositional
formula and then into an arithmetic circuit, which is evaluated to compute the final
probabilities for each query.

Regarding learning, DeepProbLog optimizes both neural parameters and logic
program parameters in a unified manner. The loss function typically involves mini-
mizing the negative log probability of the correct answers:
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argmin
θ

L = argmin
θ

1
|E| ∑

(q,1)∈E
− logPθ (q), (II.35)

where L represents the loss, θ is the vector of parameters (both neural and
symbolic), and Pθ (q) is the probability assigned to query q by the DeepProbLog
program. This optimization is carried out using gradient descent, ensuring the neural
network and probabilistic parameters are adjusted together.

End-to-end systems like DeepProbLog offer robust solutions for managing un-
certainty and handling complex reasoning tasks by integrating probabilistic logic
programming with DL. These systems enable reasoning over both data-driven and
symbolic knowledge, and they allow for more interpretable decision-making pro-
cesses. However, such models also face challenges, particularly in terms of scalability
and the computational cost of integrating symbolic logic with DL. Furthermore,
these approaches require specialized techniques to balance the complexity of neural
and symbolic learning, ensuring that they are applicable to real-world settings.

9.3 Hybrid Integration

Hybrid integration in NeSy AI refers to approaches that combine different compo-
nents or methods within a system, such as ML models working alongside logical
rules or neural networks incorporating symbolic constraints. These systems maintain
distinct neural and symbolic sub-components that collaborate to enhance overall
performance, rather than fully integrating the two paradigms. For istances, in the
work of Fadja et al. [56], a CNN is combined with a random forest through Hier-
archical Probabilistic Logic Programming [30] to create an interpretable system
for early-stage prediction of critical states in COVID-19 patients. Various frame-
works employ hybrid integration strategies [57, 58]. The Neuro-Symbolic Concept
Learner (NSCL) [57] is a model that merges neural and symbolic reasoning for tasks
such as visual reasoning and unsupervised learning of visual concepts, words, and
sentences. NSCL combines object-based scene representations with the translation
of natural language queries into executable symbolic programs, which are applied to
a latent scene representation. It is commonly used in tasks involving the CLEVR
dataset [59], which features images of geometric objects paired with reasoning-based
questions. The NSCL model consists of a visual perception component, responsible
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for generating object masks and extracting features; neural operators for mapping
object representations to attribute spaces; and a quasi-symbolic executor that pro-
duces probabilistic predictions from parsed queries, enabling the learning of object
concepts without explicit labeling.

The NS-DR [60] model combines separate neural and symbolic submodels to ad-
dress dynamic reasoning and semantic parsing tasks. It has been applied successfully
to the CLEVRER video reasoning dataset, which extends CLEVR to videos instead
of static images. The model includes several key components: a video frame parser,
a neural dynamics predictor using PropNet [61] to model object interactions and
predict motion, a question parser based on a Seq2Seq model, and a symbolic program
executor. Unlike NSCL, NS-DR’s symbolic executor uses fully non-differentiable
operations and relies on supervised training to learn concepts. Hybrid NeSy AI
systems, such as NS-DR, offer advantages by combining the pattern recognition
abilities of neural networks with the interpretability of symbolic reasoning. However,
they introduce challenges in complexity, training, and interpretability, which must be
carefully addressed to realize their potential in practical applications.

Hybrid NeSy AI systems, which combine neural networks with symbolic rea-
soning, offer a promising approach to integrating expert knowledge into tasks. By
leveraging the strengths of neural networks to detect complex patterns and symbolic
logic to provide interpretability and rule-based reasoning, hybrid systems can un-
cover relationships and insights that may be difficult for purely neural models to
detect. Additionally, hybrid approaches allow for greater adaptability, making it
easier to update models with new knowledge.

However, hybrid systems also introduce complexity. The integration of neural
and symbolic components requires specialized skills and resources to implement
effectively, and balancing the neural and symbolic components during training can
be challenging. While hybrid systems improve interpretability compared to purely
neural models, understanding the final decisions made by the system can still be
difficult due to the combination of symbolic logic and neural processing.

9.4 Neural-Symbolic Reinforcement Learning

Neural-Symbolic Reinforcement Learning combines the strengths of Reinforcement
Learning (RL) with symbolic reasoning to address complex tasks such as game
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playing and robot navigation, demonstrating the ability to learn and reason over
sophisticated behaviors [62]. This approach leverages the adaptability of RL while
incorporating the interpretability and rule-based reasoning of symbolic methods,
creating models that can learn from interactions with their environment and reason
about those interactions to improve performance.

One of the significant challenges in this field is the continuous validation of
neural networks within a learning loop, particularly in the context of ensuring safe
deep RL [63]. To address this, researchers have developed the Estimate and Replace
strategy, which incorporates external symbolic reasoning or pre-existing applications
into DL architectures. This method, as demonstrated by the EstiNet model’s success
in table-based question-answering tasks, allows the system to learn effectively from
fewer data samples [64].

Another advancing area in neuro-symbolic programming is the integration of DL
with program synthesis, where neural networks are trained to generate programs from
data. Techniques such as neural program synthesis and neural program induction
enable models to create programs based on input/output examples or latent program
representations, further bridging the gap between DL and symbolic reasoning [65–
67].

While deep RL has achieved notable success across various domains, one of its
limitations is its lack of reasoning capabilities [68]. To address this, researchers are
increasingly exploring ways to incorporate symbolic knowledge into RL frameworks.
Deep Symbolic Reinforcement Learning (DSRL), proposed by Garnelo et al. [69],
is a key approach to tackling this issue. DSRL integrates a neural back-end, which
processes raw sensor data, with a symbolic front-end that uses this information to
generate high-level strategies and plans.

Building on the foundations of DSRL, Symbolic RL with Common Sense, intro-
duced by Garcez et al. [70], enhances both the learning and decision-making phases
of RL by incorporating common-sense knowledge.

The integration of RL with symbolic reasoning offers several advantages. RL
provides the flexibility to make sequential decisions in dynamic environments, while
symbolic logic contributes precision and the ability to incorporate expert rules.



Chapter III

Neuro-Symbolic Integration

In this chapter, we delve into the integration of neural and symbolic methods to
address complex tasks requiring both predictive accuracy and interpretability. The
neuro-symbolic approach provides a unique framework that combines the strengths
of neural networks—such as deep learning for pattern recognition—with the explain-
ability and reliability of symbolic reasoning systems.

Several aspects discussed in this chapter have been explored in our previous
works. For instance, techniques for integrating symbolic reasoning with neural
networks, particularly using neuro-symbolic systems based on hybrid architectures
such as HPLP, have been introduced in the papers Machine Learning Techniques
for Extracting Relevant Features from Clinical Data for COVID-19 Mortality Pre-
diction [71], Neural-Symbolic System for Predicting COVID-19 Positivity [72], and
Neural-Symbolic Ensemble Learning for Early-Stage Prediction of Critical State of
COVID-19 Patients [56].

Furthermore, methodologies related to the integration between constrained op-
timization and deep networks are reviewed in Integration between Constrained
Optimization and Deep Networks: A Survey [73]. Additional contributions that
influence the topics of this chapter include our work on leveraging visual explana-
tions from CNNs for improving decision-making in complex systems, as explored in
Exploiting CNN’s Visual Explanations to Drive Anomaly Detection.

Lastly, the neuro-symbolic approaches for enhancing decision processes in vari-
ous domains are further developed from insights in A Neuro-Symbolic AI Network
Intrusion Detection System [74] and Neuro-symbolic Integration for Open Set Recog-
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nition in Network Intrusion Detection [75]. These works form the foundation for the
neuro-symbolic integration approaches discussed in this chapter.

10 Neuro-Symbolic Ensemble Learning

In domains such as healthcare, law and security, reliability and explainability are of
utmost importance. A clear example is diagnosing Covid-19. In response tpo the
Covid-19 emergency, computer scientists worked closely with healthcare profession-
als to develop various ML models for diagnosing Covid-19 patients using Computed
Tomography (CT) scans and clinical data. In this case, it is important not only to
diagnose the disease accurately bat also to provide explanations for the decisions
made.

In this Chapter, we present Neural HPLP, a NeSy approach that emerged from
the need for an explainable system during the Covid-19 emergency.

The architecture of this system is outlined below, in Chapter 14 we will discuss
the medical case study and the results.

The architecture of Neural HPLP is shown in Figure III.1. The system consists
of three components: a symbolic, a neural, and a neuro-symbolic part. The first
component includes DTs and RFs; the second involves a CNN; and finally, the
third is a HPLP that combines the outputs of the other two components to generate
explainable rules.

The DT analyses tabular data and provides a prediction (e.g. the severity of the
patient’s condition), while of the neural network analyses images and returns the
prediction (e.g. 3D convolutional networks on CT scans predicting the severity of
lung elisions). Using this information, HPLP generates probabilistic rules that can
not only predict but also provide an explanation.

HPLP [30, 76] are an extension of Liftable PLP [77]. Neural HPLP, learns a
target predicate using a set of examples called interpretations.

To compute the probability of istances of a target predicate r using a PLP, we
focus on the probability of a ground atom r(t), where t is a vector of terms. We
use a specific form of probabilistic logic program that defines r in terms of input
predicates, whose definition is given as input and is certain, and hidden predicates
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Fig. III.1 Neuro-Sylmolic system: DT and 3D-CNN are integrated using HPLP
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that are defined by program clauses. Input predicates encapsulate input data and
background knowledge, while the target predicate is the one we aim to predict.
Hidden predicates are distinct from input and target predicates. Each clause in
the program has a single head atom annotated with a probability. The program is
hierarchically structured so that each layer defines a set of hidden predicates based
on predicates from the layer immediately below or input predicates.

A generic clause C in this hierarchical program can be represented as follows:

C = P(X) : π : −φ(X ,Y ),b1(X ,Y ),b2(X ,Y ), . . . ,bm(X ,Y ) (III.1)

where φ(X ,Y ) is a conjunction of literals for input predicates, X represents variables
in the clause head, and Y represents variables introduced by input predicates. The
literals b1(X ,Y ),b2(X ,Y ), . . . ,bm(X ,Y ) are built on hidden predicates. Variables in
Y are existentially quantified within the clause body. Only literals for input predicates
can introduce new variables, and all literals for hidden predicates must use the entire
set of variables X and Y . Additionally, each hidden predicate literal is unique within
the program.

A hierarchical program can be represented as a tree, see Fig. III.2, where each
node represents a clause or literal for hidden predicates.

Given the target predicate to learn, Neural HPLP learns a HPLP, consisting of
logical clauses annotated with probabilities.

To learn an HPLP, the SLEAHP algorithm follows a structured procedure, gener-
ating bottom clauses from examples known as interpretations. These interpretations
encapsulate all the relevant information from the domain, serving as the founda-
tion for learning. Initially, a large HPLP is randomly generated using these bottom
clauses. This program is then transformed into a graph structure, which facilitates the
application of learning algorithms such as Gradient Descent [78] (SLEAHP_DEEP)
and Expectation-Maximization (EM) [79] (SLEAHP_EM).

The learning process involves iteratively refining the probabilities associated
with each clause in the program. The goal is to maximize the likelihood of the
observed data, which is achieved by adjusting the clause weights. Clauses with
very low probability values are pruned from the program to enhance the model’s
interpretability and performance. The overall workflow of the SLEAHP algorithm is
shown in Algorithm 1:
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Algorithm 1 SLEAHP Learning Algorithm for HPLP
1: Input: Set of interpretations I , Learning method (Gradient Descent or EM)
2: Output: Learned HPLP with associated probabilities
3: Generate initial bottom clauses from interpretations I
4: Randomly create an initial HPLP program P
5: Convert program P into a graph structure G
6: Initialize clause probabilities π in P
7: repeat
8: if Learning method is Gradient Descent then
9: Adjust clause weights using Gradient Descent to optimize the probability

distribution
10: else if Learning method is EM then
11: Apply Expectation-Maximization to update clause probabilities
12: end if
13: Prune clauses with low probability values from P
14: until Convergence criteria are met
15: Return the learned HPLP program P

Fig. III.2 A HPLP program
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This pseudo-code outlines the key steps in the SLEAHP learning process:

• Initialization: Start by generating bottom clauses from the given set of interpre-
tations. These clauses provide a comprehensive representation of the domain
knowledge.

• Program Generation: Construct an initial HPLP by randomly combining these
bottom clauses. This initial program serves as the starting point for learning.

• Graph Conversion: Transform the HPLP into a graph structure to facilitate the
application of learning algorithms.

• Learning Iteration: Depending on the chosen method (Gradient Descent or
EM), adjust the probabilities of the clauses iteratively:

– Gradient Descent: Optimize the probability distribution by adjusting
clause weights, aiming to maximize the likelihood of the data.

– EM Algorithm: Iteratively apply the expectation-maximization process
to update the probabilities based on the observed data.

• Clause Pruning: After each iteration, prune clauses with very low probability
values to simplify the model and enhance interpretability.

• Convergence: Repeat the learning and pruning process until convergence
criteria are met (e.g., changes in probabilities fall below a threshold).

In conclusion, Neural HPLP integrates symbolic and neural components within
an explainable framework, aiming to enhance the accuracy, reliability, and inter-
pretability of predictive models. By leveraging both the strengths of symbolic
methods and the processing power of neural networks, this system strives to offer
a robust, interpretable decision-support tool applicable in various domains where
transparency is crucial. The iterative learning process of HPLP, guided by SLEAHP,
ensures that the model evolves to provide both accurate predictions and meaningful
explanations.
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11 Integration Between Constrained Optimization
and Deep Networks

The integration of constraints within NNs can be approached from two perspectives
that, although seemingly distinct, share several common characteristics: Constrained
Neural Architecture Search (NAS) and Constrained Networks (CNs) the applica-
tion of constraints during neural network training. Both paradigms aim to embed
constraints and prior knowledge into the process of constructing and training NNs,
with the goal of enhancing efficiency, interpretability, and adherence to specific
application requirements. In both cases, knowledge integration and constrained
optimization play a crucial role, though they serve different purposes.

In Constrained NAS, constraints are introduced during the architecture search
phase to design NNs optimized for specific contexts. This approach is particularly
relevant in areas like TinyML, where physical limitations such as computational
resources are critical. On the other hand, CN focuses on improving network per-
formance in specialized tasks, such as dealing with imbalanced data or leveraging
domain knowledge to guide learning. By embedding such constraints, these methods
seek to improve both the network’s adaptability and its effectiveness in meeting the
needs of specific application scenarios.

If we consider the broader impact of the two paradigms, they also offer potential
advancements in areas such as explainability and generalization, where the inte-
gration of domain-specific constraints can help bridge the gap between neural and
symbolic reasoning, opening up new opportunities for Neuro-Sylmolic AI.

We now show, we will illustrate a case of CN. Then, in Part IV, we will discuss
real world examples of Constrained NAS and CN, demonstrating their practical
utility across different domains.

11.1 Constrained Networks

The growing success of DL has prompted many researchers to explore methods
for enhancing it through the integration of constraint-based domain knowledge. In
certain scenarios, purely data-driven models may fall short, particularly when data is
scarce or the learning tasks are highly complex. By leveraging domain knowledge,
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NNs can benefit from problem-specific insights—such as the structure of the output,
data generation processes, or expert knowledge—ultimately simplifying the training
process and improving model performance. This approach avoids the need to start
from scratch when addressing difficult learning challenges for NNs.

Below, we present two approaches for network training with the imposition of
constraints, both implemented via penalty terms. The first method [80] introduces a
penalty to the loss function when the network identifies elements outside a predefined
region of interest. This approach encourages the network to focus on specific areas
of the image, thereby leveraging domain knowledge to enhance performance in
image-based tasks. The second approach [74] involves a LTN that, in contrast to the
original formulation, incorporates logical loss as a regularization term. This penalty
enables the network to utilize domain knowledge to improve both performance and
robustness.

11.2 Enhancing NNs with Region-based Overlap Distance

In many applications, ensuring that deep learning models focus on the correct regions
of an image is essential. Objects captured in industrial environments often include
multiple components, not all of which are relevant to the task at hand. Consequently,
it is important to guide NNs toward concentrating on the areas of interest, ensuring
that irrelevant portions of the image do not influence the model’s decision.

Our approach addresses this issue by identifying the polygon that outlines the
image region most influential in the network’s decision-making process. We then
compute an overlap index with a predefined mask that marks the actual area of inter-
est. This overlap index is integrated into the loss function as an Overlap Coefficient,
where a smaller overlap results in a larger loss, and a larger overlap to a smaller loss.
This mechanism encourages the network to focus specifically on the relevant areas
of the image.

The Overlap Coefficient is incorporated into the Cross-Entropy (CE) loss func-
tion, which we refer to as Cross Entropy Overlap Distance. By leveraging a mask
during training to calculate the overlap index, the network is guided to recognize
and prioritize elements within the areas of interest. Importantly, these masks are
only required during training for the overlap computation and are not needed during
inference. As a result, inference time does not increase with respect to a standard
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Fig. III.3 Example of a feature map extracted from a convolutional layer.

CNN. The masks are generated using Mask Region-Based Convolutional NNs (Mask
R-CNN) [81].

To identify regions of the image that activate the network’s decision-making
process, we use Gradient-weighted Class Activation Mapping (Grad-CAM) [82].
The information provided by Grad-CAM is used to penalize the network when it
detects elements outside the designated areas of interest, ensuring that the model’s
attention is consistently focused where it is most relevant.

The goal is to obtain a value that measures the overlap between two areas:
the Region of Interest (ROI) and the one identified by the network. To achieve
this, we utilize an Overlap Coefficient, also known as the Szymkiewicz-Simpson
coefficient [83]. This index is calculated from the ROI, obtained through a mask
present in the dataset, and the area of the image that the CNN considers most
significant for the decision made. To identify this region, we use Grad-CAM.

A feature map is an intermediate output of a convolutional layer in a CNN. It
contains information about the features detected in the input image after applying
convolutional filters. For instance, in early layers, feature maps might represent edges,
while in deeper layers, they represent more complex structures like shapes or objects.
Figure III.3 shows an example of a feature map extracted from a convolutional layer.

On the left, a rough feature map is shown, where different colours, ranging from
blue to red, represent varying levels of activation in response to the applied convo-
lutional filters. Regions highlighted in red and orange indicate strong activations,
suggesting that significant features have been detected in these areas, while the blue
and green regions correspond to lower activation, indicating fewer or no relevant
features. In the middle, less relevant activations have been suppressed, highlighting



56 Neuro-Symbolic Integration

only the strongest activations, which remain in orange and red, while the rest of the
map appears in grayscale. Finally, on the right presents a more refined representation,
where the most salient areas are outlined with green contours.

Grad-CAM is a localization technique derived from the Class Activation Map
(CAM) algorithm [84], designed to generate visual explanations for any CNN with-
out the need for modifications or re-training. To produce a class-discriminative
heatmap, Grad-CAM computes the gradient of the output score for a specific class
cls with respect to the feature map activations of the last convolutional layer, us-
ing the output outcls obtained prior to the final softmax activation. The neuron
importance weights, denoted as αcls, are determined by performing a global average
pooling of these gradients:

The indices i and j represent the spatial dimensions (height and width) of the
feature map, and the gradient is summed across these dimensions to compute the
importance of each feature map for the class of interest:

αcls =
1
P ∑

i
∑

j

δoutcls

δAi j
(III.2)

where ∑i ∑ j represent the global-average pooling, P represents the number of pixels
in the feature map, and Ai j represents the activation of the feature map at spatial
location (i, j).

The final step involves a weighted combination of the activation maps, followed
by a ReLU activation to produce the heatmap.

LHeatMap
cls = ReLU(∑

k
αclsAk) (III.3)

For further details, refer to [82].

At the end of each forward pass during training, a heatmap is generated using
Grad-CAM, highlighting the areas that most strongly influence the decision on the
input image (the hottest pixels). These pixels are then extracted and compared with
the mask; the greater the overlap, the lower the penalty. Figure III.4 illustrates the
training phase with Cross Entropy Overlap Distance (CEOD).

The Overlap Coefficient is defined as:
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Fig. III.4 CE Overlap Distance training phase.

overlapc(Ad,Agt) =
|Ad ∩Agt |

min(|Ad|, |Agt |)
(III.4)

Here, the absolute value represents the number of pixels in the intersected region
between Ad and Agt . where Ad and Agt represent the areas obtained via Grad-CAM
and the segmentation mask (or ground truth mask), respectively. Agt is derived either
through manual segmentation or by using segmentation networks [81, 85, 86].

To integrate this term into the loss function, we define an overlap distance as
follows:

OD(Ad,Agt) =− ln(overlapc(Ad,Agt)) =− ln(
|Ad ∩Agt |

min(|Ad|, |Agt |)
) (III.5)

This formulation ensures that when the areas perfectly overlap, OD equals zero. This
term is then incorporated into the loss function, specifically a CE loss [87], defined
as:

ce =− 1
N

N

∑
i=1

yi log(p(yi)) (III.6)

where N is the number of examples, each true label yi ∈ {0,1} represents the ground
truth of the i-th example, and p(yi) represents the predicted probability from the
network for the i-th example.
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This results in the CEOD, defined as:

CEOD =−∑yi log(p(yi))+ω(− ln(
|Ad ∩Agt |

min(|Ad|, |Agt |)
)) (III.7)

Here, ω is a new hyperparameter that allows for adjusting the penalty, which depends
on the magnitude and difference between the two components of the loss.

By filtering the heatmap to extract the hottest pixels (Figure III.5, bottom left),
we can isolate the object or area of interest, thereby defining the Ad term used in
Equation (III.7).

We have introduced a novel method for enhancing CNN performance in image-
based detection tasks by integrating domain knowledge through the use of overlap
coefficients. By leveraging Grad-CAM to identify the regions of the image most
relevant to the network’s decision-making process, and comparing them with pre-
defined ROIs, we ensure that the network is encouraged to focus on the correct areas
during training. The resulting CEOD loss function effectively balances classification
performance with spatial accuracy, providing a more robust and interpretable model.

11.3 Constraint-Based Neural Network Training

In many fields, the application of constraints during neural network training has
proven effective in boosting both model performance and reliability. For example, in
case of imbalanced datasets, constraints can be used to impose higher penalties for
misclassifications of minority classes [88]. In anomaly detection systems, constraints
can help by penalizing the misclassification of normal instances as anomalies. Simi-
larly, in medical diagnostic systems, the incorporation of clinical constraints ensures
that the network’s predictions adhere to established medical evidence and guidelines.
By enforcing these domain-specific constraints, we can significantly improve the
neural network’s accuracy and robustness. Furthermore, these constraints ensure
that the model adheres to domain logic and principles, thereby enhancing its overall
validity and trustworthiness in critical applications.

Logic Tensor Networks [50] offer a framework for integrating domain knowledge
into neural network training by employing logical constraints. The core idea behind
LTNs is to represent knowledge through logical predicates and use fuzzy logic to
approximate logical operations in a differentiable manner. To guide the network,



11 Integration Between Constrained Optimization and Deep Networks 59

Fig. III.5 2D and 3D heatmaps (top left and bottom left) generated using Grad-CAM from an
image (top right and bottom right).
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we introduce a SAT loss (Satisfiability Loss) derived from the logical satisfaction
of these constraints. The term SAT is used here to indicate the degree to which the
neural network satisfies the logical constraints imposed on it. This loss acts as a
regularization term, penalizing the network based on its violation of domain-specific
rules. For instance, in a Network Intrusion Detection Systems (NIDS), we could
impose a higher penalty for misclassifying benign instances because the primary
objective in a NIDS is to accurately distinguish between benign and malicious
traffic, rather than focusing on correctly identifying the specific type of attack. This
prioritization ensures that the system can effectively detect any potential threat,
minimizing the risk of overlooking a malicious event. Similarly, in the medical
domain, where false negatives can have serious consequences, the network could be
guided to prioritize minimizing them over false positives. By combining this SAT
loss with a traditional training loss, such as cross-entropy, we can leverage domain
knowledge to shape the network’s learning process. During training, the SAT loss
regularizes the model, while at inference, the network functions as a standard deep
learning model, making it easily integrable with existing systems.

To optimize the DNN with respect to the additional focus provided by logical
constraints, we combine the CE loss with the SAT loss. The SAT loss, which
measures the degree of satisfaction of the logical constraints, is defined separately in
Eq. II.30 (refer to Section 9.1 for its detailed formulation). The CE loss, which we
define here, is expressed as follows:

LCE =− 1
N

N

∑
i=1

yi · log(p(ŷi)) (III.8)

In this equation, p(ŷi) represents the predicted probability for the true class yi,
capturing the network’s confidence in its predictions. Here, N is the number of
samples, ŷi and yi are the network’s predicted output and the true label (as a one-hot
vector) for the i-th sample, respectively. The logarithm is applied element-wise, and
· denotes the dot product.

The final loss function, referred to as the Hybrid-Loss, is obtained by combining
the cross-entropy loss and the SAT loss:

Hybrid-Loss = LCE +SAT Loss (III.9)
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Hybrid-Loss =− 1
N

N

∑
i=1

yi log(p(ŷi))+(1−SatAgg(φ)) (III.10)

This combination allows the model to be guided not only by the standard clas-
sification objective but also by the logical constraints encoded in the SAT loss,
improving the network’s ability to adhere to domain-specific rules and logical con-
sistency.

Figure III.6 illustrates how this hybrid loss function is used by the system.

During the testing and validation phases, we employ only the encapsulated DNN,
MLPθ (x), as a conventional model.

The SAT Loss acts as a regularization term that penalizes the network for vio-
lation of constraints. Our approach encapsulates an MLP or other DNN within an
LTN structure, incorporating a regularization term that reflects the network’s ability
to satisfy a constraint.

Fig. III.6 Training phase (top): the LTN predicate G (P) takes G (Xb) and G (Xa) as inputs
and produces G (P(Xb)) and G (P(Xa)) as outputs. Test phase (bottom): the network takes
G (Xb) and G (Xa) as inputs and produces score s as output. s is used to evaluate model’s
prediction.
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12 Open-Set Recognition with Neuro-Symbolic AI

ML systems are typically developed under the closed-world assumption, which
assumes that all test classes are represented in the training data [89–91]. However,
there has been a growing focus on enhancing these systems’ ability to recognize
and manage unknown classes. This effort has been especially evident in the areas of
anomaly detection, Out-Of-Distribution (OOD) detection, and Open Set Recognition
(OSR). While anomaly detection was traditionally the main focus, recent trends have
shifted attention towards OOD detection and OSR.

The key differences between OOD detection and OSR are twofold. First, OOD
detection deals with a wider semantic gap between the data considered inside and
outside the distribution. In contrast, OSR involves categorizing data subsets as either
within or outside the distribution within the same dataset. Second, OOD detection
primarily focuses on distinguishing between external and internal samples, whereas
OSR also evaluates the classification performance on known classes within a closed-
world context [92]. As discussed in [93], there is a distinction between semantic shift
and covariate shift. Semantic shift refers to OOD samples that belong to entirely
different classes, while covariate shift pertains to samples that come from different
domains.

To address OSR problem, we propose a system that combines Tree Extreme
Gradient Boosting with DEC.

We are given a dataset D comprising pairs (x,y), where x ∈ X and y ∈C. Here, X
represents the input space and C represents the label set. D is divided into a training
set, Dtr, and a test set, Dtest . Additionally, we define two subsets of C: Ck, containing
the known classes, and Cu, containing the unknown classes. The objective is to
construct a function f : X → {known,novelty} that assigns each input x to one of
two categories: known if y ∈Ck, and novelty if y ∈Cu.

The ability to accurately detect these novel classes is crucial for ensuring com-
puter network security, particularly as new and sophisticated cyber threats continue
to emerge.

Tree EXtreme Gradient Boosting with DEC (TEX-DEC) [75] exploits DEC and
XGBoost, as shown in Figure III.7.
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Fig. III.7 DEC first extracts the latent representation and performs soft assignment. XGboost
then uses the latent representation to detect Known and Novel sample.

We divided the dataset D into three distinct subsets: Known, Novelty 1, and Nov-
elty 2, as depicted in Figure III.8. The Novelty 1 and Novelty 2 subsets correspond to
examples from novel classes, with Novelty 1 being utilized for training the XGBoost
model and Novelty 2 reserved exclusively for the testing phase. The Known subset is
further segmented into three parts: Known Tr1, Known Tr2 and Known Test. The first
for training the DEC model, the second for training XGBoost along with Novelty 1,
and the third, together with Novelty 2, for testing the TEX-DEC system.

We adopt a one-vs-all strategy by using one class present in Novelty 2 at a time
during testing, which allows for the training of a separate XGBoost model for each
class. For example, if classes A, B, and C are treated as novelties, three distinct
XGBoost models are trained, each focusing on a different novelty class. If the test
class Novelty 2 is A, the other classes (B and C) are treated as Novelty 1.

We employ contrastive learning to enhance the separation of clusters generated by
DEC. By integrating the strengths of contrastive learning with traditional clustering
methods, our approach aims to improve data representation and clustering effec-
tiveness. Our primary contribution is the incorporation of a contrastive loss and a
classification loss alongside the KL divergence typically used in DEC. This enhance-
ment helps the second stage of the architecture better differentiate between known
and novel samples. Below, we detail the loss components used during training:

• KL Divergence: As employed in DEC, see Section background.
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Fig. III.8 The dataset is divided into six subsets: Known Tr1, Known Tr2, Known Test,
Novelty 1 and Novelty 2. The Known Tr1 subset is used to train DEC. A latent representation
(LR) is obtained from each of subsets (note: ML DEC parameters are not changed at this
stage). These LRs are then used to train (Known Tr2 and Novelty 1) and test (Known Test
and Novelty 2) an XGBoost classifier for sample classification.

• Contrastive Loss: We calculate the average centroid distance, Cdistance, using
the Euclidean distance between each pair of centroids:

Cdistance =
∑i, j ∥µi −µ j∥2

k(k−1)
(III.11)

where k is the number of clusters and µi is the centroid of cluster i. This loss
measures the mean Euclidean distance between cluster centroids, rather than
focusing on individual sample pairs as in traditional contrastive losses. To our
knowledge, this specific formulation has not been introduced in the literature.
The contrastive loss is then defined as:

Lcontrastive =
1

Cdistance
=

k(k−1)
∑i, j ∥µi −µ j∥2

(III.12)

This loss function is designed to maximize the distance between centroids.

• Classification Loss: To ensure that clusters accurately represent the true classes
of known samples, we employ the Cross Entropy loss (LCE), defined as
follows:

LCE =− 1
N

i=N

∑
i=1

yi · log(p(ŷi)) (III.13)

where ŷi and yi represent the predicted and actual labels, respectively.

The overall loss function is then formulated as:



13 Benchmarking activity 65

L = α ·Lkld +β ·Lcontrastive +ω ·LCE (III.14)

After DEC compresses the input into a more compact latent representation,
XGBoost is employed to differentiate between known and novel instances. This
approach uses both known examples and a limited selection of novel samples for
training XGBoost. Our dataset is divided into three distinct subsets: the first is used
solely for training DEC with known instances, the second for training XGBoost with
a combination of known and novel examples, and the third for testing, which includes
a balanced mix of both known and novel instances. Importantly, the novelty classes
used during XGBoost training are distinct from those evaluated in the final test set,
ensuring a reliable and consistent assessment of the novelty detection performance.

13 Benchmarking activity

The lack of standardized benchmarks in NeSy AI represents a significant challenge,
preventing the comparison and objective evaluation of the various solutions devel-
oped in this field. Unlike more mature areas of AI such as machine learning and
deep learning, which benefit from well-established datasets and performance metrics,
NeSy AI still lacks shared benchmarks that can uniformly test the integration of sym-
bolic reasoning and neural learning. This gap not only limits the ability to measure
progress but also hinders the development of more robust, efficient, and scalable
methods. Consequently, identifying the most promising techniques for specific appli-
cations is currently difficult. Establishing a set of benchmarks is therefore essential
to foster both research and the practical adoption of Neuro-Symbolic systems.

To address this issue, we developed two datasets: the first for the classification
of tic-tac-toe board states and the latter for determining the optimal next move in
tic-tac-toe. These datasets are part of a wider activity for developing a foundational
framework for comparing NeSy systems [94], that includes datasets such as CLEVR-
Hans [95], Kandinsky Patterns [96], and CLE4EVR [97]. In the following sections,
we will introduce the tic-tac-toe datasets and demonstrate their usage through an
example implementation with DeepProbLog. This approach seeks to not only
encourage standardization but also provide a practical tool for advancing research in
this growing area.
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13.1 Tic-Tac-Toe Dataset Generation

In this section, we describe the generation of two distinct Tic-Tac-Toe datasets: one
for predicting the winner of a complete game and the other for determining the
optimal next move in an ongoing game.

The first dataset consists of all possible valid Tic-Tac-Toe board configurations,
where either player X wins, player O wins, or the game ends in a draw. We utilized
Python to systematically generate these board configurations, exploring all potential
end-game states. The following Python function was employed to create these
configurations:

def generate_random_board():
# X starts, alternating X and O
symbols = [’X’, ’O’] * 4 + [’X’]
# Empty 3x3 board
board = [[’b’] * 3 for _ in range(3)]
# Shuffle to explore different move sequences
random.shuffle(symbols)

for i in range(9):
row, col = divmod(i, 3)
board[row][col] = symbols.pop()
if winner := check_winner(board):

# Stop if a winner is found
return board, winner

# Return ’b’ for a draw
return board, ’b’ if valid_game(board) else None

def valid_game(board):
count_x = sum(row.count(’X’) for row in board)
count_o = sum(row.count(’O’) for row in board)
# Ensure a valid state
return count_x == count_o or count_x == count_o + 1
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This approach ensures that each board state is complete, valid, and reflective of
all potential end-game scenarios. These configurations were exported to CSV format
for subsequent use in model training and evaluation.

For the second dataset, we focused on predicting the optimal next move for a
given Tic-Tac-Toe board state. This dataset is more complex, requiring the model to
anticipate the best strategic move based on the current board configuration. We used
the following Prolog code to generate random board configurations and determine
the next move:

% Prolog code snippet for generating the next move dataset
generate_random_board(Board):-

length(Board,9),
place_elements(Board),
valid(Board), !.

generate_random_board(Board):-
generate_random_board(Board).

% Determine the next move
next(Column,Row) :- player(Player), line(Column,Row,Player).
next(Column,Row) :- player(Player), opponent(Player,Opponent),

line(Column,Row,Opponent).

pair_(Board,L):-
generate_random_board(Board),
assert_board(Board),
pair(Board,L),
retractall(cell(_,_,_)), !.

pair_(_,_):-
retract(player(_)),
retractall(cell(_,_,_)).
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pair(Board,[Column,Row]):-
next_player(Board,Player),
opponent(Player,Opponent),
assertz(player(Player)),
\+win(Player),\+win(Opponent),
\+full_board,
next(Column,Row),
retract(player(Player)).

pair(Board,[]):-
writeln(Board),
win(Player),
display_game(Board).

This Prolog code defines the logic for generating random Tic-Tac-Toe board
states and predicting the optimal next move for the current player. The board con-
figurations are generated randomly, ensuring each board is valid before proceeding.
The code then uses logical rules to evaluate possible moves, considering both win-
ning strategies and blocking the opponent’s potential wins. By simulating various
board states and selecting moves accordingly, this approach generates a dataset that
encapsulates strategic decision-making in Tic-Tac-Toe. This dataset can then be used
to train models that can learn to predict optimal moves in similar board scenarios.

In addition to generating board states, we utilized images to represent the board
cells. Two sets of images were used: digits from the MNIST dataset and a custom
set of hand-drawn images. In this context, the digit ’1’ represents player X, ’2’
represents player O, and ’3’ indicates an empty cell. These images were processed
to fit into the Tic-Tac-Toe grid cells, providing a visual representation of the game
state. Figure III.9 shows examples of the images used.

The combination of board configurations and visual data creates a rich dataset that
challenges models to learn both visual perception (recognizing the board symbols)
and reasoning (determining the game outcome or next move).
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Fig. III.9 The MNIST dataset board (left) and the custom hand-drawn board (right).

13.2 DeepProbLog Implementation

For the implementation with DeepProbLog, we first define a neural predicate to
classify the board’s cells based on the input images. The neural network, trained
on the MNIST and custom hand-drawn images, outputs probabilities for each cell
being ’X’, ’O’, or empty. The following DeepProbLog code snippet outlines how we
define the neural predicate and integrate it with the logical rules:

% DeepProbLog code snippet for defining the neural predicate
nn(cell/2, [x, o, empty], NeuralNet).

% Logical rules for evaluating the board state
win(X) :- row(X); column(X); diagonal(X).

% Define the rows, columns, and diagonals
row(X) :- cell(1,X), cell(2,X), cell(3,X).
row(X) :- cell(4,X), cell(5,X), cell(6,X).
row(X) :- cell(7,X), cell(8,X), cell(9,X).
column(X) :- cell(1,X), cell(4,X), cell(7,X).
column(X) :- cell(2,X), cell(5,X), cell(8,X).
column(X) :- cell(3,X), cell(6,X), cell(9,X).
diagonal(X) :- cell(1,X), cell(5,X), cell(9,X).
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diagonal(X) :- cell(3,X), cell(5,X), cell(7,X).

In the code above, the neural predicate ‘cell/2‘ employs the trained neural network
to classify each cell on the board. This classification information is then used by the
logical rules to evaluate the board’s state, either to determine the winner of the game
or to identify the optimal move in an ongoing game. DeepProbLog thus leverages the
neural network’s perceptual capabilities to interpret visual input, while employing
symbolic reasoning to make higher-level decisions.

This application of DeepProbLog to the Tic-Tac-Toe game exemplifies the effec-
tive integration of DL with symbolic reasoning. The system successfully processes
visual inputs, interprets game states, and makes informed decisions about the game’s
outcome. The ability to handle complete board suggests potential for broader applica-
tions in more complex games scenarios where visual and logical information must be
seamlessly combined. Moreover, this work contributes to the growing field of NeSy,
which seeks to combine NNs with symbolic reasoning. Despite its potential, the
NeSy field currently suffers from a lack of consistent benchmarks that can rigorously
evaluate new approaches. By developing a structured and challenging benchmark
involving Tic Tac Toe, this project not only showcases the practical capabilities of
DeepProbLog but also provides a valuable resource for the NeSy community. This
benchmark can serve as a foundational tool for future research, helping to establish a
more robust and comprehensive literature in this rapidly evolving domain.



Chapter IV

Application of Neuro-Symbolic
Integration

In recent years, NeSy AI has gained increasing attention for its ability to combine the
power of NNs with the transparency and interpretability of symbolic systems. This
approach is particularly valuable in fields where both accuracy and explainability are
crucial. In this part, we will illustrate how several NeSy AI techniques can enhance
both the effectiveness and the interpretability of the proposed solutions.

In the medical field, we will explore an application of Neural HPLP exploiting
image analysys of CT scans and tabular clinical data for Covid-19 diagnosis. The
combination of these results through the use of a HPLP enables the development of a
highly accurate and explainable model, which is critical in contexts such as medical
diagnosis.

In the industrial domain, we will present a system that uses information about
regions of interest in images to increase the focus of the NN on relevant portions of
the image. This is achieved through the introduction of a new loss function, called
CEOD, which guides the model to focus more on the significant areas of the image,
thereby improving the system’s precision.

Regarding Neural Architecture Search, we will discuss various approaches that
implement NAS under physical constraints, such as memory and energy consump-
tion. Additionally, we will introduce the use of a symbolic NAS, which effectively
manages these limitations by balancing hardware resources with model performance.
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Finally, in the field of Network Intrusion Detection Systems, we will address the
problem of Open Set Recognition. Two approaches will be illustrated to improve
the robustness of classification models. The first, Hybrid LTN, uses a Logic Tensor
Network framework with a hybrid loss function that combines Cross Entropy with
logical constraints. The second approach, TEX-DEC, leverages deep clustering and
XGBoost to detect unseen examples during training, enhancing the system’s ability
to handle new threats.

Together, these applications showcase the broad applicability of NeSy AI across
diverse fields, emphasizing its potential to address intricate challenges with solutions
that are both accurate and transparent.

In Section 14, we explore three significant works related to Covid-19 diagno-
sis and prediction using NeSy AI approaches: Machine Learning Techniques for
Extracting Relevant Features from Clinical Data for COVID-19 Mortality Predic-
tion [71], Neural-Symbolic System for Predicting COVID-19 Positivity [72], and
Neural-Symbolic Ensemble Learning for Early-Stage Prediction of Critical State of
COVID-19 Patients [56]. These studies demonstrate the effectiveness of combining
neural and symbolic methods to improve both model accuracy and interpretability in
the medical field.

A portion of this research has been published in our survey Integration between
Constrained Optimization and Deep Networks: A Survey [73], discussed in Sec-
tion 15. This survey provides a thorough overview of the integration between deep
networks and constrained optimization, laying the groundwork for the techniques
examined in this chapter.

Additionally, in Section 16, we revisit concepts explored in our work Exploiting
CNN’s Visual Explanations to Drive Anomaly Detection. This work highlights the
importance of explainability in CNNs for anomaly detection.

Finally, Section 17 delves into our research on NIDS, featuring works like A
Neuro-Symbolic AI Network Intrusion Detection System [74] and Neuro-symbolic
Integration for Open Set Recognition in Network Intrusion Detection [75]. These
contributions underscore the value of NeSy AI approaches in enhancing cybersecu-
rity by improving the detection of previously unknown threats, including zero-day
attacks. This further demonstrates the practical significance of NeSy AI in real-world
applications such as cybersecurity.
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14 Neural HPLP in the Medical Environment

In this section, we describe the application of Neural HPLP in a medical context.
Specifically, the system predicts whether a Covid-19 patient admitted to the hospital
will progress to a critical condition using both clinical data and CT scan images. Ad-
ditionally, an experiment will be presented that aims to identify Covid-19 infections
through the analysis of CT scans and clinical data.

The global emergency has underscored the necessity for early identification of
complications and the assessment of risk status in patients infected with Covid-19.
Early diagnosis is critical for Covid-19 positive patients to ensure timely and appro-
priate interventions [98]. Given the vast amount of data and extensive research in
healthcare, particularly in Medicine 4.0, AI technologies are increasingly being ap-
plied in the medical field [99–101]. However, predicting complications from clinical
data presents challenges, including the difficulty of identifying patterns in structured
clinical data, handling missing values, and dealing with lack of annotations.

Currently, while DL algorithms demonstrate high analytical accuracy, they often
lack interpretability, which undermines their acceptance. Therefore, it is essential to
develop systems that can provide clear explanations for their decisions [102, 103],
especially in sensitive areas such as medicine. The objective of this work is to
employ DL techniques to analyze lung images (CT scans) and clinical data through
explainable ML methods to predict disease severity while simultaneously offering
explanations for these predictions.

Neural HPLP leverages 3D-CNN to analyze CT lung scans of Covid-19 patients,
DTs to predict mortality risk based on clinical data, and a neural system that integrates
these components using HPLP [30, 76]. The goal is to extract relevant patterns
from the diverse data collected from patients to provide a more comprehensive
analysis. This integrated approach aims to combine the predictive power of DL
with the interpretability of symbolic AI methods to enhance both accuracy and
trustworthiness in medical decision-making.

14.1 Methodology

The objective of our study is to predict the health status of patients infected with
Covid-19 upon their arrival at the hospital. To accomplish this, we propose the
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Fig. IV.1 Images (a) and (c) show an original DICOM slice. Images (b) and (d) present the
result of pre-processing.

application of Neural HPLP, described in Section 10, which integrates both symbolic
and neural components. The neuro-symbolic block is based on HPLPs, an ML model
designed to create a scalable, reliable, and interpretable AI system.

The neural, symbolic, and neuro-symbolic components are detailed as follows.
The first is a 3D convolutional network that processes CT scans, the second is a
DT that analyzes clinical data, and finally, the neuro-symbolic block integrates the
outputs of these components using HPLP.

3D-CNN for CT scans DL has the ability to process large amounts of complex
data and detect patterns. This makes it extremely suitable for analyzing large images.
In particular, CNNs are able to identify topographical patterns within images. In
our case, we used 3D-CNNs to analyze lung CT images. These are data in DICOM
format. They can be seen as image sets that dissect the patient and form a 3D model.
Before the training, the images were pre-processed by applying a threshold to isolate
the lung areas based on Hounsfield Unit (HU) values, as shown in Fig. IV.1. This
was achieved by using a range of HU values typically associated with lung tissue,
between -700 and -600, to create a binary mask that isolates the lungs from other
structures. This is a simple yet effective method to enhance the quality of the input
data.

The segmentation process uses the Hounsfield Units (HU) scale, a quantitative
measure for describing radiodensity in medical CT images. Using this scale, we
identified the lung regions, which have HU values between -700 and -600, and
isolated the lungs.

It is important to note that using a fixed threshold for lung segmentation can be
influenced by different scanners and acquisition conditions [104]. This issue can be
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addressed using unsupervised Fuzzy c-means clustering techniques [105], such as
spatial FCM [106].

When working with 3D scans, it is essential to understand the volumetric char-
acteristics of CT scans in addition to their 2D features. The volumetric aspect is
fundamental to the analysis of scans, as it plays a crucial role in accurately interpret-
ing and assessing the data.

DT for Clinical Data The clinical data consist of structured tabular data with 59
clinical attributes per patient, which include numerical and categorical variables such
as age, sex, laboratory test results, and comorbidities. Before applying the DT, the
dataset was pre-processed to handle missing values and ensure consistency. We used
DT and RF for clinical data. Prior to training, the dataset needed to be balanced;
hence, Synthetic Minority Oversampling Technique (SMOTE) [107] was applied.
SMOTE works by selecting a minority class instance and identifying its n-nearest
neighbors within the same class. In this study, SMOTE was used to oversample the
class of deceased patients, which comprised 25% of the dataset.

First, a RF was employed to identify the most relevant clinical features influ-
encing a patient’s likelihood of death during hospitalization. This was done by
measuring the importance of each feature based on how much they reduced impurity
in the trees, also known as the Mean Decrease in Impurity (MDI) method [? ]. This
produced a new version of the dataset with the same number of patients but with
only 10 clinical parameters. This refined dataset was then used to train a DT.

A DT was selected due to its ability to provide transparent decision paths. The
entire decision path can be extracted as a rule, which offers an initial explanation for
the model’s predictions.

Neural HPLP We use Neural HPLP, as previously discussed, which represented
a target predicate based on a set of examples referred to as interpretations. Each
interpretation pertains to a specific patient and includes outputs from both the DT
and the 3D-CNN. The target predicate in this context is whether a Covid-19 patient
will progress to a critical condition.



76 Application of Neuro-Symbolic Integration

The learned program is capable of predicting whether a patient arriving at the
hospital will deteriorate into a critical state and can provide explanations for these
predictions.

Neural HPLP operates on a set of interpretations, each representing compre-
hensive information about an individual Covid-19 patient. For each patient, we
generated an interpretation that includes an atom indicating the patient’s critical state.
A patient is considered critical if the DT predicts imminent death or if the 3D-CNN
identifies a severe lung condition. Each interpretation also contains atoms reflecting
the outputs from the DT (e.g., dead or alive) and from the 3D-CNN (lung condition:
serious, minor, or healthy).

To enhance the interpretations, we incorporated the decision path from the DT,
which outlines the features and criteria used in its decision-making process. This
additional information provides greater transparency and understanding of how
predictions are made, thereby improving both the interpretability and reliability of
the system.

14.2 Dataset

The dataset is composed of two subsets: clinical data and lung CT scans. The clinical
dataset was provided by a hospital in Ferrara, Italy, and includes records from 502
Covid-19 positive patients collected during the spring of 2020, of whom 126 died
during hospitalization. Thus, deceased patients account for approximately 25% of
the entire dataset. Each patient record contains 59 clinical attributes. Additionally,
96 of these patients also had corresponding CT scans, which were retained as the
test set. Among these 96 patients, 30 passed away during the hospitalization period.
Table IV.1 lists the clinical attributes of each patient along with their respective
acronyms.

The CT scan dataset is described in MosMedData [108]. It includes human lung
CT scans with and without Covid-19-related findings. The scans were collected
in 2020 and provided by the municipal hospital in Moscow, Russia. The dataset
categorizes CT scans according to the severity of lung tissue abnormalities related to
Covid-19, with five classes: no injury, mild, moderate, severe, and critical injuries.
The distribution of the dataset is as follows: CT-0, CT-1, CT-2, CT-3, and CT-4
contain 254, 684, 125, 45, and 2 patients, respectively. It is evident that the dataset
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Table IV.1 Clinical data for the main experiment

Clinical attribute Acronym Clinical attribute Acronym

Age - Gender -
Organization Cost Centre CdcoUO Intensification of care -
Pneumology department - Glomerular Filtration Rate GFR
Anesthesia and resuscitation department - Clinical onset with fever -
Hospitalization day - Discharge day -
In-hospital days - Symptoms cardiopulmonary onset -
Gastrointestinal onset symptoms - Systolic Blood Pressure at the entrance SBP
Diastolic Blood Pressure at the entrance DBP Heart rate -
Breath frequency - Body temperature -
Modified Early Warning Score MEWS Partial pressure of oxygen in a gaseous environment pO2
PO2 / FiO2 ratio PF High Resolution TC HRTC
High Resolution TC per ground glass HRTCpergroundglass White blood cells WBC
Lymphocytes - C-reactive Protein CRP
Procalcitonin PCT Creatinine -
Lactate Dehydrogenase LDH Brain Natriuretic Peptide BNP
Fibrinogen - D-Dimero -
Isoamylase - Alanine Aminotransferase ALT
Creatine Phosphokinase CPK Ferritin -
Troponin - Smoking habit -
Hypertension - Ischemic heart disease -
Heart failure - IRCIIIIVV -
ICTUSoTIA - Chronic Peripheral Obliterative Arteriopathy AOCP
Chronic Obstructive Pulmonary Disease COPD Mild liver disease -
Moderate liver disease - Peptic ulcer -
AIDS - Hemiplegia -
Localized or haematological neoplasm - Metastasis -
Dementia - Charlson index -
Microcythemia - Inflammatory Bowel Disease IBD
Diabetes - Diabetes without organ damage -
Diabetes with organ damage -

is imbalanced, with a greater concentration in the CT-1 (mild injuries) class. Due
to the limited number of cases in the last three classes, they were merged into a
single class, resulting in the following distribution: CT-0 with 254 patients (22.8%),
CT-1 with 684 patients (61.6%), and CT-234 with 172 patients (15.6%). Figure IV.2
shows an example image for each class. These classes correspond to three levels of
lung injury severity: no injury (CT-0), minor (CT-1), and serious (CT-234).

For the test set, we used the CT scans from the aforementioned 96 patients
from the Ferrara hospital dataset. All images in this dataset are in DICOM format,
meaning that each CT scan can be viewed as a sequence of consecutive images
forming a 3D representation. Consequently, we employed a convolutional NN with
3D filters for analysis.

The dataset used for the Covid-19 Positivity Prediction experiment was provided
by the Huazhong University of Science and Technology [109], Wuhan, China, and
consists of 1,521 patients, with 1,126 from the Union Hospital HUST-UH and
395 from the Liyuan Hospital HUST-LH. The dataset comprises 894 Covid-19
positive patients and 627 non-Covid-19 patients. Each patient is described by 120
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Fig. IV.2 Here is an example of a DICOM voxel slice illustrating the three dataset classes:
CT-0 on the left, CT-1 in the middle, and CT-234 on the right.

clinical attributes, and 1,342 subjects had both CT scans and clinical data. For
the experiments, patients with normal CT scans (class Normal) and those with
lung lesions (class Pneumonia) were considered. Specifically, 1,006 patients have
pneumonia and 336 patients have healthy lungs. All scans in the dataset are in
DICOM format. In the experiment, individual slices from each scan were extracted
and processed, focusing only on the sections containing the lungs. Table IV.2 lists
all the clinical attributes.

A total of 47,260 2D images were obtained and used to train a CNN. The dataset,
grouped by patient, was divided into training (75%), validation (10%), and testing
(15%) sets. The test set, therefore, includes 203 patients.

14.3 Related Work

Numerous studies indicate that early diagnosis of Covid-19 significantly reduces
its mortality rate [98]. Predicting whether a Covid-19 patient will suffer a severe
condition requiring intensive care or more aggressive treatment is crucial for man-
aging the pandemic and saving lives. During peak crisis times, with many patients
in serious condition, effectively managing the limited intensive care resources in
hospitals is vital. Early identification of patients likely to become critically ill allows
healthcare providers to gain advanced insight and administer specialized treatment
to those at high risk. Additionally, it helps to predict the future demand for intensive
care, facilitating optimal allocation of resources among various critical illnesses. By
providing rule-based explanations for its predictions, such as identifying clinical
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Table IV.2 Clinical data for the Covid-19 Positivity Prediction

Clinical attribute Clinical attribute Clinical attribute

Age Alkaline phosphatase Sex
Alanine aminotransferase Temperature Aspartate aminotransferase
malattie pregresse Urea nitrogen covid
Calcium CT Chlorine
Morbidity Total carbon dioxide Mortality
Creatinine Erythrocyte sedimentation rate Latitude-glutamyltransferase
C-reactive protein Globulin Procalcitonin
Potassium Mean corpuscular hemoglobin concentration Magnesium
Mean corpuscular hemoglobin Sodium Mean corpuscular volume
Phosphorus Hematocrit Total bilirubin
Hemoglobin Serum total protein Red blood cell
Uric acid Platelet distribution width Total cholesterol
Plateletcrit Creatine kinase Mean platelet volume
High density lipoprotein cholesterol Platelet count Lactate dehydrogenase
Basophil count Triglyceride Eosinophil count
Anion gap Monocyte count Direct bilirubin
Lymphocyte count Glucose Neutrophil count
Low density lipoprotein cholesterol Basophil percent Osmotic pressure
Eosinophil percent Prealbumin Monocyte percent
Total bile acids Lymphocyte percent Pseudo-hydroxybutyrate dehydrogenase
Neutrophil percent Cystatin C White blood cell
Leucine aminopeptidase Platelet larger cell ratio 5’nucleotidase
Standard deviation of Homocysteine Coefficient variation of
red cell volume distribution width red cell volume distribution width
Serum amyloid protein A D-Dimer Small density low density lipoprotein
Thrombin time CD3+ T cell Fibrinogen
CD4+ T cell Activated partial thromboplastin time CD8+ T cell
International normalization ratio B lymphocyte Prothrombin time
Natural killer cell Albumin/Globulin ratio CD4/CD8 ratio
Albumin Interleukin-2 Interleukin-4
White blood cell count Interleukin-6 Squamous epithelial cell
Interleukin-10 Viscose rayon TNF-pseudo
Unclassified crystal IFN-latitude Specific gravity
Fibrin/fibrinogen degradation products Complement C1q Antithrombin III
Hyaline cast B-type brain natriuretic peptide precursor Pathological cast
Indirect bilirubin pH Fungi (1-3)-tail-D-glucan
Complement C3 Urea Immunoglobulin M
High-sensitivity C-reactive protein Immunoglobulin A Red blood cell count
Immunoglobulin G Non-squamous epithelial cell Yeast
Choline esterase Complement C4 Sialic acid
Lipase Pseudo-L-Fucosidase Anti-streptolysin O
Lipoprotein A Rheumatoid factor Apolipoprotein A1
Bacterial count Apolipoprotein B Lactic acid
Leukocyte mass
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attributes relevant to disease severity, Neural HPLP not only aids in targeted patient
care but also serves as a more interpretable and acceptable predictive model.

Various ML and DL algorithms have been applied to different types of medical
data, such as structured clinical data, CT scans, radiographs, and electrocardiograms,
to create predictive models for Covid-19. For example, several studies have utilized
ML models for diagnosing Covid-19 using sociodemographic and medical data [110].
Other research has employed DL, RF, and DT to optimize resource allocation and
triage procedures during the pandemic [111], in contrast to studies that used ML
algorithms to analyze clinical data with the goal of identifying factors influencing
mortality during hospitalization [112]. Additionally, Yan Li et al. [113] applied
XGBoost and DTs to establish decision rules for identifying patients at high risk of
mortality.

In terms of CT scans and chest X-rays, Alsharman et al. [114] employed CNNs
to detect Covid-19 in early-stage CT scans. Albahli [115] demonstrated the high
performance of DNNs in identifying Covid-19 patients, achieving 89% accuracy
on synthetic data generated by a GAN-based model. Parnian Afshar et al. [116]
proposed a framework using Capsule Networks (COVID-CAPS) [117], which han-
dled small datasets, achieving 95.7% accuracy, 90% sensitivity, 95.8% specificity,
and an AUC of 0.97. Purkayastha et al. [118] introduced an approach similar to
Neural HPLP that combined clinical and imaging data to predict Covid-19 severity.
This study developed models for predicting both the severity and progression to
critical illness using radiomics features and clinical variables but lacked explainable
predictions.

Additional research addressing Covid-19 includes the work by Cheng et al. [119],
that used ML to develop a risk prioritization tool predicting ICU transfers within 24
hours, and Montomoli et al. [120], who used the XGB algorithm to forecast changes
in patients’ Sequential Organ Failure Assessment (SOFA) scores five days after ICU
admission.

The primary innovation of Neural HPLP lies in its ability to provide explainable
predictions through HPLP. Unlike other systems that process different types of
data, where NNs often function as black boxes, Neural HPLP offers a transparent
interpretation of results, distinguishing it from other approaches.
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14.4 Experiments

14.4.1 Experiments with Clinical Data

We first analyzed clinical data. The ML models used in these experiments were
DTs [13] and RFs [15]. The experiment was conducted in two stages. In the first
stage, RFs were employed to identify the most influential clinical features that
determine patient mortality during hospitalization. The feature importance analysis
performed with RF enabled the identification of key clinical attributes that are most
useful for classification.

To extract the most relevant features using the RF, we utilized the Mean Decrease
in Impurity (MDI) technique, also known as Gini importance. This technique mea-
sures the importance of each feature based on how much it decreases the weighted
impurity in a tree. The importance scores for each feature are computed by averaging
the decrease in impurity brought by that feature across all trees in the forest [15].
Features with the highest mean decrease in impurity are considered the most signifi-
cant.

Using the feature extraction results from the RF, a new version of the dataset
was created, containing the same number of patients but reduced to only 10 clinical
parameters. This refined dataset was then used to train a DT, which achieved an
accuracy comparable to that of the RF, with the added benefit of enabling the
extraction of a decision rule (decision path) for the classification. A DT was chosen
because it allows for the extraction of the entire decision path in the form of a rule,
as illustrated by Rule (IV.1), providing a clear explanation of the DT’s prediction.
The generated DT is depicted in Figure IV.3.

if condition1 ∧ ... ∧ conditionnthen outcome (IV.1)

The most relevant clinical attributes identified by the RF are: Age, Sex, Glomeru-
lar Filtration Rate (GFR), C-reactive Protein (CRP), Troponin, Creatinine, Lactate
Dehydrogenase (LDH), Brain Natriuretic Peptide (BNP), Procalcitonin (PCT), White
Blood Cells (WBC), and Charlson Index.

These clinical attributes were used to train a DT, which achieved an accuracy of
approximately 70% on the test set (i.e., the 96 patients described at the beginning of
this section).
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Fig. IV.3 The DT created from the dataset is based on clinical features that were extracted
using the RF algorithm.



14 Neural HPLP in the Medical Environment 83

14.4.2 Experiments on Lung CT Scans

The second experiment was conducted using lung CT scans from patients. Before
training, the CT scans underwent pre-processing, which involved segmentation to
isolate the lungs. Segmentation was performed using the HU scale, a quantitative
scale for describing radiodensity in medical CT imaging. On the HU scale, air is
represented by a value of −1000 and bone by values ranging from +700 to +3000.
Since bones are significantly denser than other soft tissues, they are more prominently
displayed in CT scans. Using this information, it was possible to identify the regions
containing the lungs, which are represented by values between −700 and −600 on
the HU scale, and create a binary mask. After segmentation and applying the binary
mask, the images were normalized, as each pixel is assigned a value on the HU scale,
necessitating the adjustment of these values to a range between 0 and 1.

When working with 3D scans, it is important to capture not only the 2D features
of the images but also the volumetric aspects of the CT scans. The network trained in
this experiment consists of two blocks, each containing two 3D convolutional layers
with a 5×5 kernel and a ReLU-like activation function, followed by max pooling
layers with 98 and 160 neurons, respectively. These two blocks are followed by two
fully connected layers: the first with 110 neurons and the second, the output layer,
with 3 neurons.

The 3D-CNN was trained and validated on the MosMedData dataset, achieving
approximately 70% accuracy on the validation set. It was also tested on the CT scans
of the 96 patients on the Ferrara’s dataset, where it achieved approximately 54%
accuracy.

14.4.3 Neural Hierarchical Probabilistic Logic Programming (Neural HPLP)

As detailed in Section 10, the dataset used for training the HPLP consists of multiple
interpretations. Each interpretation includes facts that describe the patient’s critical
state (serving as the label), the prediction of mortality during hospitalization (output
of the DT), the condition of the lungs (output of the CNN), and the complete decision
path of the DT to provide additional context, as illustrated in Example 14.1.

Example 14.1 Consider the following interpretation that describes a Covid-19 pa-
tient with ID 98:
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critic(98).
vital_state(98,dead).
lung_in jury(98,minor).
age(98,94).
pcring(98,13.59).
ldhing(98,71.89).
troponina(98,0.0).
pcting(98,403.0).

The first three facts indicate that the patient was labeled as being in a critical
condition, classified as deceased by the DT, and classified as having mild lung injury
by the 3D-CNN. The remaining facts are those involved in the decision path used by
the DT to predict the patient’s vital state, vital_state(98,dead).

In the context of Neural HPLP, an interpretation is a collection of atoms, and
each interpretation can be represented as a set of Prolog facts. This representation is
crucial for encoding both the patient’s data and the model’s predictions in a structured
manner.

Each interpretation in our framework is composed of:

• Critical state label: Indicates whether the patient is in a critical state, repre-
sented by the atom critic(patient_id).

• Mortality prediction: The output of the Decision Tree (DT) model predicting
the patient’s vital state, represented as vital_state(patient_id, state)
where state can be dead or alive.

• Lung condition: The output of the Convolutional Neural Network (CNN) indi-
cating the severity of lung injury, represented by the atom lung_injury(patient_id,
severity) where severity can be minor, moderate, or severe.

• Clinical data: Facts about clinical measurements and patient attributes used
by the DT in its decision-making process. For example, age(patient_id,
value), pcring(patient_id, value), ldhing(patient_id, value), and
so on.
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Each fact is a Prolog atom of the form predicate(arguments). These atoms
are grouped together to form a single interpretation. For instance, the interpretation
shown in Example 14.1 for patient ID 98 represents:

• The atom critic(98) labels the patient as being in a critical condition.

• The atom vital_state(98,dead) represents the DT’s prediction of the pa-
tient’s mortality.

• The atom lung_injury(98, minor) indicates the severity of lung injury as
assessed by the CNN.

• Additional atoms like age(98,94) and pcring(98,13.59) provide clinical
context used in the DT’s decision path.

This Prolog-based representation allows for an interpretable and structured en-
coding of patient data, predictions, and model explanations within the Neural HPLP
framework.

After training the DT and 3D-CNN models, inference was carried out on their
respective test sets, which consisted of the 96 Ferrara patients. The results from
these models were then compared to those provided by a domain expert, specifically
a radiologist. According to the expert, 51 of the classifications were accurate. Based
on these 51 correctly classified cases, 51 interpretations were constructed following
the procedure detailed earlier. Among these interpretations, 20 were labeled as
representing a critical state, while 31 were labeled as non-critical. The labeling was
performed by the domain expert based on the clinical data and CT scan analysis.

Due to the limited amount of data, cross-validation was employed for the training
process. The dataset was divided into three folds, each containing 17 interpretations,
with stratified sampling. Two folds were used for training, while the remaining
fold was used for testing. This process was repeated for all three possible fold
combinations.

Two versions of the SLEAHP algorithm were applied: SLEAHP_DEEP, which
uses Gradient Descent/Backpropagation (specifically with the Adam optimizer) to
learn the parameters, and SLEAHP_EM, which uses Expectation Maximization for
parameter learning. Since both versions produced only a few clauses, no regular-
ization was applied. Both algorithms were trained for 10,000 iterations with early
stopping. The default Adam hyperparameters were used in SLEAHP_DEEP.
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14.4.4 Covid-19 Positivity Prediction

The trained CNN consists of the following components: four blocks, each containing
one convolutional layer with 3× 3 kernels and ReLU as the activation function,
followed by a batch normalization layer. These blocks have 64, 64, 128, and 256
neurons, respectively. After these blocks, the network includes a global average
pooling layer, a fully connected layer with 512 neurons, and a dropout layer. The
output layer features 2 neurons corresponding to the two classes: Normal and
Pneumonia.

For the clinical data, a similar approach to the one described in Section 14.4.1
was used. The key difference is that this time, RF and DT models were employed to
predict whether patients were Covid-19 positive or negative, instead of predicting
mortality during hospitalization.

The experiments for Covid-19 positivity prediction were conducted on the
MosMedData dataset. For the purpose of this experiment, we focused on the binary
classification task of distinguishing between normal lungs and those with pneumonia,
grouping the severity levels into two main classes.

14.5 Results

14.5.1 Results on Clinical Data and Neural HPLP Analysis

The following presents the results of Neural HPLP on the dataset from Ferrara’s
hospital, including both clinical data and CT scans. Given that the dataset is imbal-
anced across categories, we generated the ROC and PR curves for each test fold and
calculated the area under each curve (AUCROC and AUCPR), as outlined in [121].
The results were analyzed to assess the effectiveness of Neural HPLP in predicting
the critical state of patients.

Table IV.3 displays the results along with the final loss values and their associated
averages (across folds) for both SLEAHP_DEEP and SLEAHP_EM.

While both systems demonstrate strong performance in terms of AUCROC and
AUCPR, it is important to note that SLEAHP_EM outperforms SLEAHP_DEEP.
The perfect result achieved in Fold 3 can be attributed to the fact that the combination
of data in Folds 1 and 2, which was used for training, provided enough informative
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Table IV.3 Areas under the curves and loss for SLEAHP

SLEAHP_DEEP AUCROC AUCPR Loss
Fold 1 0.637 0.801 -10.805
Fold 2 0.833 0.901 -8.997
Fold 3 1.000 1.000 - 5.576
Avg. 0.836 0.901 -8.460

SLEAHP_EM AUCROC AUCPR Loss
Fold 1 0.959 0.959 -4.642
Fold 2 0.938 0.941 -5.459
Fold 3 1.000 1.000 -4.177
Avg. 0.966 0.967 -4.759

Fig. IV.4 Loss functions during training for the SLEAHP models. (a) SLEAHP_DEEP, (b)
SLEAHP_EM.
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content, allowing the algorithm to learn a more accurate theory. Additionally, the
loss function value for Fold 3 is better compared to those for Folds 1 and 2. It is
also noteworthy that SLEAHP_EM converges more quickly than SLEAHP_DEEP,
as illustrated in Figure IV.4. An example of the learned rules is presented in Exam-
ple 14.2.

Example 14.2 Learned rules for predicting a Covid-19 patient’s critical state.

critic : 0.998320 : −lung_in jury(severe).
critic : 0.074045 : −troponina(B).
critic : 0.003187 : −bnp(C),hidden_3(C).

critic : 0.009686 : −age(D).

critic : 0.017233 : −pcring(E).
critic : 0.999999 : −pcting(F).

critic : 0.009842 : −gender_ f _2(G),hidden_8(G).

critic : 0.313651 : −age(H),hidden_9(H).

critic: 0.944125:- troponina(I),hidden_10(I).
critic : 0.003780 : −ldhing(J),hidden_12(J).
critic : 0.003762 : −charlsonindex(K),hidden_13(K).

critic : 0.008438 : −age(L),hidden_14(L).
critic : 0.003175 : −pcring(M),hidden_15(M).

critic : 0.025554 : −ldhing(N),hidden_16(N).

critic : 0.009720 : −gender_ f _2(O),hidden_17(O).

critic : 0.209133 : −age(P),hidden_18(P).
critic : 0.000236 : −pcring(Q),hidden_19(Q).

critic : 0.057380 : −ldhing(R).
critic : 0.010041 : −gender_ f _2(S),hidden_21(S).
hidden_3(C) : 0.003238 : −greater_than(C,393.0).
hidden_8(G) : 0.009921 : −greater_than(G,2.0).
hidden_9(H) : 0.312308 : −greater_than(H,70.0).
hidden_10(I) :0.944125:- greater_than(I,14.5).
hidden_12(J) : 0.003779 : −greater_than(J,101.87).
hidden_13(K) : 0.003763 : −greater_than(K,21.0).
hidden_14(L) : 0.010897 : −greater_than(L,78.0).
hidden_15(M) : 0.00313 : −greater_than(M,22.79).
hidden_16(N) : 2.911e−5 : −greater_than(N,54.37).
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hidden_17(O) : 0.008485 : −greater_than(O,2.0).
hidden_18(P) : 0.209172 : −greater_than(P,85.0).
hidden_19(Q) : 0.043254 : −greater_than(Q,7.82).
hidden_21(S) : 0.009506 : −greater_than(S,2.0).

This example clearly highlights that the feature pcting is one of the most signif-
icant clinical attributes for predicting whether a patient will progress to a critical
state because it has the highest probabilistic parameter. The first clause indicates
that a Covid-19 patient is highly likely to reach a critical state if their lungs are in
serious condition, which directly correlates with the criteria for labeling interpreta-
tions defined in Section 14.4.3. Another notable explanation can be derived from
the combination of rules highlighted in bold: these rules suggest that if a Covid-19
patient’s troponina level exceeds 14.5, the patient is highly likely to become critical.
Similar insights can be observed for other clinical attributes. Based on these findings,
doctors could focus more on these clinical values when examining Covid-19 patients
in the hospital, potentially enhancing their diagnosis and decision-making processes
by relying on the learned explanations.

14.5.2 Results on Covid-19 Positivity Prediction

This section details the results of applying Neural HPLP to a more established
dataset, as described in the previous section. This experiment aims to validate and
assess the effectiveness of Neural HPLP in identifying patients who test positive
for Covid-19. Initially, an RF was trained on the full set of clinical data to classify
patients as either positive or negative for Covid-19. The RF achieved an accuracy of
93.9%, an AUCROC of 0.93, and an AUPRC of 0.86.

Next, using the trained RF, the top 10 most important clinical attributes were
identified: Temperature, Coefficient of Variation of Red Cell Volume Distribution
Width, Standard Deviation of Red Cell Volume Distribution Width, Age, Lymphocyte
Count, Eosinophil Percent, Eosinophil Count, Neutrophil Percent, Hemoglobin, and
Lymphocyte Percent. A new dataset, including only these features, was created for
training a DT. The DT achieved an accuracy of 90.14%, an AUCROC of 0.9045,
and an AUCPR of 0.9208.
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The trained CNN was evaluated on the test set, yielding an accuracy of 81.77%,
an AUCROC of 0.823, and an AUCPR of 0.8709.

The final phase of the experiment involved using systems SLEAHP_EM and
SLEAHP_DEEP. A dataset of 203 interpretations (one for each patient in the test
set) was generated based on the results from the DT and CNN. The outcomes were
as follows: SLEAHP_DEEP achieved an AUCROC of 0.8188 and an AUCPR of
0.7210, while SLEAHP_EM performed better with an AUCROC of 0.8956 and an
AUCPR of 0.8144.

In summary, this experiment with a consolidated dataset reaffirms the accuracy
and, more importantly, the effectiveness of Neural HPLP in predicting Covid-19
positivity and providing interpretable results.

15 Symbolic DNN-Tuner in Tiny Machine Learning

Tiny ML is an emerging subfield of ML that focuses on the development of algo-
rithms and hardware tailored for low-power devices with limited computational
capacity. In this chapter, we specifically address the use of NAS algorithms to
design a DNN that adheres to specific hardware constraints. To achieve this goal,
we have modified the optimization formula of Symbolic DNN-Tuner to incorporate
the number of FLOating Point Operations (FLOPS) that the hardware can handle
as a hardware constraint. The objective is to create an optimization function that
maximizes the accuracy of the generated models while aiming to approach as closely
as possible the maximum number of FLOPS that the hardware can manage. Essen-
tially, the goal is to design an efficient DNN capable of operating effectively on edge
devices with power and consumption limitations.

15.1 Related works

This section aims to explore various NAS approaches and their potential integration
to design NNs that respect the physical constraints of embedded systems, such as
latency, memory usage, and energy consumption. In [122], Elsken et al. provide a
comprehensive overview of the current research in NAS.
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The first set of NAS systems discussed in [122] is that of morphism-based NAS
systems that begin with a simple network and iteratively modify its architecture by
adjusting elements such as depth, width, kernel size, and even entire subnetworks.
We focus on three types of morphism-based NAS systems, each represented by a
specific example:

a An AutoML system that offers multiple search strategies [123].

b A symbolic tuner that leverages symbolic rules and Bayesian Optimization
(BO) to explore the search space [124, 125].

c Tuners designed for microcontroller systems that utilize Multi-Objective Opti-
mization (MOO) [126–128].

Auto-Keras [123], an open-source system built on Keras, exemplifies an AutoML
system with a variety of available search strategies. It is designed to enable domain
experts with limited ML knowledge to easily apply ML techniques. Auto-Keras
offers several tools for defining and exploring the architecture search space using
different algorithms (e.g., BO, random search, grid search) and strategies (e.g.,
penalization, rejection).

Symbolic DNN-Tuner [125] employs BO, which is a state-of-the-art Hyperparameter
Optimization (HPO) algorithm for DL. BO tracks past results to build a probabilistic
model, thereby constructing a probability density over the hyperparameter space.
Symbolic DNN-Tuner aims to enhance BO when applied to DNNs by analyzing
the network’s performance on training and validation datasets. The system uses
symbolic tuning rules, implemented in PLP [24], to logically assess the results and
adjust the network architecture and hyperparameters for better performance.

Figure IV.5 illustrates the architecture of Symbolic DNN-Tuner. The neural
block outputs values from the trained network, which are then processed by two
components: the Improvement Checker (2), which evaluates the network’s progress,
and the symbolic program (1), which consists of three parts:

1. Facts, that store the data obtained from the neural block.

2. Diagnosis, that analyzes the neural network’s behavioral issues.

3. Tuning, that contains the Symbolic Tuning Rules.
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Fig. IV.5 Symbolic DNN-Tuner architecture.

Using ProbLog [25] inference, the symbolic program can be queried to produce
Tuning Actions (TAs) (3). These TAs are then applied to the neural block, modifying
the DNN structure or the hyperparameter search space (4).

µNAS [126] serves as an example of a NAS system tailored for microcontrollers.
This system focuses on integrating DL capabilities into small personal Internet
of Things (IoT) devices, enabling local computations and ensuring that user data
remains on the device, thereby enhancing privacy and autonomy.

IoT devices are powered by microcontroller units (MCUs), which are ultra-small
computers with highly limited resources housed within a single chip. This design
makes MCUs more cost-effective and energy-efficient compared to desktop devices
or smartphones. However, these benefits come at the cost of significantly reduced
computing power.

In [126], the authors propose a NAS approach that operates within a constrained
search space, designed to accommodate the limited resources of MCUs. They
employ a MOO function to explore this search space, aiming to identify the optimal
parameters α∗, defined as follows:
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α
∗ = argmin

α∈S
L (α)

= argmin
α∈S

(
1.0−ValAccuracy(α),

ModelSize(α),

PeakMemUsage(α),

Latency(α)
)

(IV.2)

Here, ValAccuracy measures the network’s accuracy on the validation set, ModelSize
refers to the network’s size, PeakMemUsage denotes the maximum memory usage
during operation, and Latency is the time required to perform a single inference. The
algorithm developed by Liberis and Lane [129] was used to calculate the maximum
number of stored parameters. To optimize this multi-objective function, the authors
applied the method introduced by Paria et al. [130].

The results presented in [126] demonstrate that with a carefully designed search
space and explicit consideration of physical constraints, it is possible to develop
a NAS system that efficiently discovers resource-constrained models for various
image classification tasks. Table IV.4 compares the key results of µNAS with other
constrained NAS approaches. The authors used Multiply-Accumulate Operations
(MACs) as a metric to quantify latency in relation to model size.

Dataset Model Acc. (%) Model size MACs
MNIST SpArSe [131] 98.64 2770 -

BonsaiOpt [132] 94.38 490 -
ProtoNN [133] 95.88 63′900 -
µNAS 99.19 480 28.6 K

CIFAR-10 LEMONADE [134] ≈ 91.77 10K -
µNAS 86.49 11.4 K 384 K

Speech RENA [135] 94.04 47 K ≈ 700M
Commands DS-CNN [136] 94.45 < 38.6 K ≈ 2.7M

MCUNet [137] 91.20 < 1 M -
µNAS 95.36 37 K 1.1 M

Table IV.4 Pareto-optimal architectures discovered by µNAS vs other Resource - Constrained
ML NAS
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Problem Symptoms TAs

Overfitting Gap between accuracy Regularization and Batch
or loss in training Normalization
and validation Increase dropout

Data augmentation
Underfitting High loss Decrease the learning rate

Low accuracy Increase the number of neurons
Addition of fully connected layers
Addition of convolutional blocks

Increasing loss Loss trend analysis Decrease the learning rate
Fluctuating loss Fluctuation of the loss Increase the batch size

Decrease the learning rate
Low learning rate Evaluation of the Increase learning rate

shape of the loss
High learning rate Evaluation of the Decrease learning rate

shape of the loss
Peak Memory High number of Decrease the number of neurons
Usage Parameters for layer
Model Size High number of Decrease the number of layers

total Parameters or the number of neurons
Latency High FLOPS Decrease the number of layers

or the number of neurons
Table IV.5 Problem, Symptoms and TAs

The methods discussed above highlight the differences between various NAS
approaches. However, this raises important challenges, such as the integration of
MOO methods with one other, and the use of constraints without MOO.

One potential direction for future research is to incorporate a multi-objective
function into the Symbolic DNN-Tuner [125], similar to the approach used in the
µNAS model. In this case, the optimization function would be multi-objective,
aiming to optimize the NN while taking physical constraints into account. After
optimization, TAs could be applied to adjust the network whenever it violates these
constraints. Table IV.5 shows the TAs used by the Symbolic DNN-Tuner [125],
along with potential additional rules for addressing new constraints, listed in the
lower part of the table.

Another approach to enforcing constraints is to incorporate a penalty into the
metric used to evaluate the networks. For example, AutoKeras introduces a penalty
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term to the network loss function, where the penalty increases as a constraint is
violated. In the context of physical constraints, such as an upper limit on FLOPS,
the penalty would increase as the network approaches the limit. As a result, the NAS
system would tend to favor smaller networks, as larger networks would incur higher
loss values due to the penalty.

15.2 Experiments

As discussed above, the optimization process in Symbolic DNN-Tuner is built upon
the optimization techniques employed by BO.

In contrast to the original tool, here we use these optimization methods to refine
the neural architecture with respect to both network performance and device-specific
objectives.

More specifically, we introduce the number of FLOPS as a key constraint during
model tuning. FLOPS serve as an approximate metric to quantify the available
computational power of the underlying execution platform.

Similar to other NAS approaches [135], the focus at this early stage of tool
development is not to model hardware costs with absolute precision. Instead, the
goal is to demonstrate that by considering approximate metrics, the proposed NAS
can effectively optimize them. This approach leads to a clear cost quantification
in terms of fundamental operations and yields easily interpretable results without
over-specializing the NAS framework for a particular hardware platform.

The overall objective is to maximize model accuracy while designing a net-
work architecture suitable for deployment on resource-constrained platforms, with a
number of FLOPS that closely approximates a predetermined threshold.

Consequently, the BO approach is focused on solving the following problem:

min
x∈D

fflops(x) (IV.3)

where fflops is the objective function, x represents the input in Rd , d is the number
of hyperparameters, and D is the search space, conceptualized as a hyper-cube.
Specifically, fflops is defined as:

fflops =−|Acci −|FLOPSth −FLOPSi|× ε| (IV.4)
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0 . 4 : : a c t i o n ( dec_neurons , t h r _ e x c e e d e d ) : −
problem ( t h r _ e x c e e d e d ) .

0 . 7 : : a c t i o n ( d e c _ l a y e r s , t h r _ e x c e e d e d ) : −
problem ( t h r _ e x c e e d e d ) .

Fig. IV.6 STRs for imposing the constraint on the number of FLOPS.

Here, Acci and FLOPSi represent the accuracy and the number of FLOPS for the ith
model, respectively, while FLOPSth denotes the FLOPS threshold that the hardware
can support. ε is a hyperparameter used to balance and adjust the impact of the
FLOPS gap in the objective function and has been empirically set to 0.33 through a
parameter sweep. Both FLOPSi and FLOPSth are normalized between 0 and 1.

To enable Symbolic DNN-Tuner to optimize DNNs with the FLOPS constraint
in mind, we introduced a new Symbolic Tuning Rule that activates when the DNN
exceeds the FLOPS limit. Specifically, we defined a new problem(thr_exceeded)
literal, which is triggered when the number of FLOPS surpasses the threshold, and
introduced two new TAs. The first TA reduces the number of neurons in various
layers, while the second removes the last convolutional layer, together with any
associated layers (e.g., pooling, dropout, etc.) to maintain architectural consistency.
Figure IV.6 illustrates these two new STRs with their respective probabilistic weights,
which are randomly initialized and adaptively tuned during system execution.

In the extended Symbolic DNN-Tuner, the designer’s expertise is embedded in
the rules used to iteratively mutate a hyperparameter that is likely causing issues in
the current network model. This approach is fundamentally different from that of
AutoKeras, where network mutations occur without awareness of potential issues.
As demonstrated by the experimental results, this methodology enhances the rate of
improvement in the quality of the solutions produced.

We evaluated the extended Symbolic DNN-Tuner and the modified version of
AutoKeras, both enhanced with hardware awareness, on image classification tasks
using the CIFAR10 dataset [138]. The evaluation involved eight distinct experiments,
each characterized by progressively relaxed FLOPS thresholds: 10M, 30M, 40M,
80M, 90M, 100M, 110M, and 120M FLOPS.

This series of experiments represents a design space exploration similar to what
edge device designers might undertake to assess the trade-off between accuracy and
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computational cost. High-end NN models are prone to exceeding resource budgets,
while smaller models may fail to achieve adequate levels of accuracy.

15.3 Results

The experiments conducted with both AutoKeras and Symbolic DNN-Tuner reveal
two markedly different behaviors. In the case of AutoKeras, the exploration phase
generates numerous NNs with very low accuracy, often requiring significant compu-
tation time to evaluate accuracy, as each network must be fully trained. Conversely,
Symbolic DNN-Tuner, through intelligent exploration, is able to identify a strong
initial model, which is subsequently refined through hyperparameter tuning. This
behavior is illustrated in Figure IV.7 where the x-axis reports the FLOPS and the
y-axis the accuracy.

Each cross represents a model trained by AutoKeras, while each circle represents
a model trained by Symbolic DNN-Tuner. The colors of the crosses and circles
indicate to the FLOPS thresholds, which are depicted as vertical lines. We can see
that the crosses are more scattered, indicating that AutoKeras tests a wide variety of
models. A significant number of crosses are located in the lower portion of the graph,
corresponding to models with low accuracy. In contrast, Symbolic DNN-Tuner
quickly identifies a strong model and incrementally improves it, rather than testing
widely varying architectures.

The accuracy trends of the two frameworks for each FLOPS threshold are shown
in Figure IV.8, where Symbolic DNN-Tuner consistently outperforms AutoKeras,
with an average accuracy improvement of 31%.

Execution times are presented in Figure IV.9, showing that Symbolic DNN-Tuner
is consistently faster for every threshold, with an average time reduction of up to 78%.
This advantage is attributed to AutoKeras’s approach, which unnecessarily extends
execution time by constructing and training networks with a high likelihood of failing
to reach an optimal solution. This behavior underscores one of the key capabilities
of Symbolic DNN-Tuner: its symbolic block allows for adaptive modification of
the search space, saving time by dynamically excluding hyperparameter values that
would not lead to a potential optimum.
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Fig. IV.7 A comparison of accuracy between the Symbolic DNN-Tuner (blue area) and
Autokeras (orange area) across different FLOPS thresholds. The x-axis represents MFLOPS,
while the y-axis displays the accuracy achieved by the models. Vertical lines denote the
FLOPS used in each experiment and are listed in the legend. Models generated by the
Symbolic DNN-Tuner are marked with an ×, and those from Autokeras are represented by
circles.

Fig. IV.8 A comparison of the accuracy between AutoKeras (orange line) and Symbolic
DNN-Tuner (blue line) models at different FLOPS thresholds. The x-axis displays the
FLOPS thresholds, while the y-axis shows the accuracy achieved by the top-performing
models.
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Fig. IV.9 The running time of AutoKeras (orange line) and Symbolic DNN-Tuner (blue line)
at different FLOPS thresholds. The x-axis represents the FLOPS thresholds, while the y-axis
indicates the time taken by each framework to complete 30 iterations under the specified
FLOPS constraint.

16 Cross Entropy Overlap Distance in Anomaly De-
tection

In contemporary industrial production, the identification of anomalies with computer
vision plays a critical role [139]. However, images captured in industrial environ-
ments often contain elements that are not part of the primary area of interest [140].
Examples include objects moving on conveyor belts or items consisting of multiple
components, not all of which are relevant for defect detection.

In certain scenarios, the precise location and shape of the object are known,
allowing traditional preprocessing techniques, such as applying masks, to be effective.
However, this is not always feasible. To address this limitation, we have developed
the method based on CNN introduced in Section 11.2. In this section, we present a
case study using this method.
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16.1 Problem Description

To encourage the neural network to concentrate on particular parts of the image rather
than the entire image, we defined a loss function called CEOD. This loss function is
given in Equation (III.7). For this specific application, the Overlap Distance term
is multiplied by yi ∈ [0,1], the label of the example. In anomaly detection, images
without defects typically lack a specific area in the heatmap with a concentration of
high-intensity pixels, resulting in a uniform and low-intensity heatmap. Therefore,
we use the following equation:

CEOD =−∑yi log(p(yi))+ωyi

(
− ln

(
|Ad ∩Agt |

min(|Ad|, |Agt |)

))
(IV.5)

In our experiments, after different tests, the optimal value for ω was found to be
0.001.

The problem is due to the heterogeneity of data in industrial settings, where the
area of interest may differ from the actual content of the image. It is not always
feasible to mask the non-relevant regions, which can result in the inclusion of
irrelevant information being processed by the model.

Fig. IV.10 illustrates two examples of this issue. On the left, intrinsic elements of
the product are present, such as a screw hole, which may or may not be present and
may appear in various positions within the image, which the model might incorrectly
classify as defects. On the right, a curved surface is shown; the curvature may create
shadowed areas that could lead the network to erroneous conclusions [141].

To address this problem, it’s crucial for the network to concentrate on specific
areas of the image, prioritizing the defects within the ROI over those outside it.
Although this issue resembles a segmentation task, the field of industrial anomaly
detection presents a challenge: defects are not predefined, so there is no labeled data
available to train a segmentation network. Therefore, we have opted for a binary
CNN that determines the presence or absence of faults.
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Fig. IV.10 Examples of possible problems with industrial data settings.

16.2 Related work

In ML, anomaly detection has long been a topic of significant interest, particularly
within Industry 4.0, where defect identification is one of the primary tasks. Nu-
merous surveys on anomaly detection exist in the literature [142, 143]. Our work
primarily focuses on the use of CNNs to identify structural defects in production
lines. However, most existing studies in the literature focus on detecting anomalies
across the entire image. Weimer et al. [144] discuss the challenges of manually
defining specific feature representations for each new industrial problem addressed
by CNNs. In [145], the authors employ Triplet loss [146] with CNNs to identify
defects in an industrial context.

Other studies [147–149] use generative methods, such as GANs [41] and VAEs [150].
These approaches learn the distribution of a particular class and use the difference
between the reconstructed image and the original to identify anomalies. These
methods have proven effective in reconstructing simple anomalies.

In [151], the authors demonstrate the importance of using CAMs to verify
whether the network focuses on the regions of interest. In [152], the authors introduce
the use of Grad-CAM to build a self-supervised system aimed at removing noise
from images and creating a more robust anomaly detection system. Venkataramanan
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(a) Image (b) Image (c) Image (d) Image (e) Image

(f) Mask (g) Mask (h) Mask (i) Mask (j) Mask

Fig. IV.11 Example of the augmented zip dataset.

et al. [153] use activation maps to guide the training of autoencoders, forcing the
network to focus only on normal areas while ignoring abnormal ones, thereby
improving anomaly detection. Song et al. [154] propose an Anomaly Segmentation
Network (AnoSeg) that generates an anomaly map by segmenting abnormal regions.

16.3 Dataset

The experiments were conducted on two distinct datasets. The first dataset is a subset
of MVTec AD [155, 156], specifically focusing on the zipper images. Images in this
sub-dataset were augmented to change their shape and proportions. Figure IV.11
provides examples of images from this dataset. Each image is accompanied by
a corresponding binary mask. The dataset comprises a total of 400 images, with
216 being non-defective and 184 defective. The dataset was divided into training,
validation, and testing sets with proportions 70%, 20%, and 10% respectively. This
dataset was selected for its relevance to the problem at hand. To ensure alignment
with the specific problem under investigation, only images displaying defects on the
zipper were considered. Consequently, all images exhibiting defects solely on the
surrounding fabric were reclassified as non-defective.

The second dataset used in these experiments was provided by an Italian company.
Due to a Non-Disclosure Agreement (NDA) associated with the project, detailed
information about this dataset cannot be disclosed. However, it is important to note
that this dataset represents a real-world industrial application. The dataset comprises
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5064 images, with 2818 non-defective and 2246 defective images. The training and
validation sets were allocated 80% and 20% of the data, respectively. The test set
consists of 893 images, of which 467 are non-defective and 426 are defective. The
images depict the surface of a product developed by the company, characterized by
its round shape and smooth, reflective surface. A light pattern was applied to these
products using a specialized illuminator to accentuate surface defects. However, due
to the reflective nature of the surface, the application of the light pattern induces
random scattering effects, visually resembling defects. These effects are infrequent
and highly variable.

In the field of anomaly detection, data augmentation is commonly employed to
address class imbalances. However, this approach can introduce challenges, such
as overfitting, and necessitates increasingly sophisticated augmentation strategies, a
topic of significant interest in the literature [157–159]. Given these considerations,
we opted not to implement data augmentation. As detailed in the following section,
this decision did not hinder the achievement of state-of-the-art results.

16.4 Experiments

We now detail the datasets, the general experimental setup, and the results ob-
tained. All experiments were conducted on the Marconi100 cluster provided by
Cineca, where each node is equipped with 2 IBM POWER9 AC922 CPUs and 4
NVIDIA Volta V100 GPUs with 16GB of RAM, interconnected via NVLink 2.0.
We experimented with two different CNNs: EfficientNet-B0 [160], pre-trained on
ImageNet [161], and a custom CNN comprising 8 convolutional blocks (each convo-
lutional block consists of a convolutional layer followed by a batch normalization
layer) with a max-pooling layer after every two blocks. The custom network contains
294,994 trainable parameters, requires 1.33 GFLOPS, and has an inference time of
10.8 milliseconds per image. The custom CNN was trained from scratch.

Using the MVTec AD dataset, we trained both networks with and without
the CEOD contribution. We then compared the performance of the new CEOD
loss function against the standard classification loss, evaluating the results through
confusion matrices, accuracy, ROC AUC, and loss.

In each experiment, as previously mentioned, EfficientNet-B0 was pre-trained
on ImageNet. We evaluated both Transfer Learning (TL) and Fine-Tuning (FT)



104 Application of Neuro-Symbolic Integration

approaches. The results indicate that FT yields significantly better outcomes than
TL. This can be attributed to the fact that the network was originally trained on
ImageNet using a standard loss function (categorical CE). Consequently, retraining
only the final dense layer may not sufficiently enhance the contribution of the new
loss function. In our experiments, FT was conducted by unfreezing the last 20
convolutional layers. Various other network configurations will be explored in future
work to further assess the impact of architectural choices on performance. The
custom CNN, on the other hand, was trained from scratch using the newly proposed
loss function. All experiments were performed with ω set to 0.001, a batch size of
32, and the Adamax optimizer with a learning rate of 0.002.

16.5 Results

Table IV.6 presents the results obtained from training EfficientNet-B0 and the custom
CNN on the MVTec AD dataset. Both networks were trained using the standard
categorical CE loss as well as the proposed CEOD loss. The results show that
the application of the new OD method enables the networks to achieve improved
metrics during the validation phases. Figure IV.12 displays the confusion matrix of
EfficientNet-B0 on the test set. The figure reveals that the application of OD to the
loss function (i.e., using the CEOD loss) enhances the network’s ability to identify
defects, albeit with a slight worsening of the identification of non-defective samples.
The network trained with CEOD achieved an accuracy of 95.5% and an AUC-ROC
of 0.95. In contrast, EfficientNet-B0 trained with traditional CE attained an accuracy
of 93.3% and an AUC-ROC of 0.925.

Figure IV.13 displays the confusion matrix of the custom CNN on the test set.
The custom CNN trained with CEOD achieved an accuracy of 73.3% and an AUC-
ROC of 0.74 on the same test set, whereas the custom CNN trained with standard
CE reached an accuracy of 48.8% and an AUC-ROC of 0.53. Figure IV.14 provides
examples of heatmaps generated by a network trained using the standard approach
compared to one trained with CEOD. The time required to perform 1,000 training
epochs with EfficientNet-B0 using standard CE was 2 hours, 28 minutes, and 24
seconds. In contrast, training EfficientNet-B0 with CEOD took 2 hours, 36 minutes,
and 29 seconds for the same number of epochs. The custom CNN required 4 minutes
and 30 seconds to complete 100 training epochs with standard loss, compared to 4
minutes and 28 seconds when trained with CEOD.
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CNN Exp.
Training Validation

Accuracy Loss OD Accuracy Loss OD

EfficientNet-B0 CE 1.000 0.005 - 0.992 0.022 -
CEOD 0.990 0.005 0.0005 1.000 0.010 0.00032

CustomNet CE 0.999 0.008 - 0.910 0.350 -
CEOD 0.998 0.010 0.0002 0.960 0.090 0.00030

Table IV.6 MVTec AD Dataset: The acronyms CE and Exp. stand for Cross-Entropy (CE)
loss and experiment, respectively. Bold values highlight the best results, showing the highest
accuracy and the lowest loss for the dataset.

(a) CE (b) CEOD

Fig. IV.12 Confusion matrices generated using EfficientNet-B0 on the MVTec AD dataset.
The labels 0_ND and 1_D correspond to the classes without defects and with defects,
respectively.

(a) CE (b) CEOD

Fig. IV.13 Confusion matrices generated using custom CNN on the MVTec AD dataset. The
labels 0_ND and 1_D correspond to the classes without defects and with defects, respectively.
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(a) CE (b) CEOD

Fig. IV.14 (a): A heatmap generated using standard Cross-Entropy (CE) loss, where the
defect on the zipper is not highlighted, in contrast to the external defect in the upper right
corner. (b): A heatmap produced by the network trained with Cross-Entropy with Outlier
Detection (CEOD). Here, the defect on the zipper is clearly highlighted, while external
defects are ignored by the network.

In Table IV.7 shows the results of EfficientNet-B0 and the custom CNN on the
industrial real-case dataset. The results show that the network trained with CEOD
exhibits superior accuracy during the validation phase. Additionally, there is a
noticeable improvement in the performance of the network trained with FT compared
to that trained using only TL. The slight increase in loss observed with CEOD can
likely be attributed to the higher complexity of the industrial problem compared to
the MVTec AD benchmark. The industrial dataset poses more significant challenges
as it is a real-world use case, where the addition of the OD component to the CE
loss may result in a small incrase of the loss. This phenomenon does not occur
with the MVTec AD dataset because its simpler nature allows the network trained
with CEOD to outperform the one trained with standard loss, negating any negative
impact of the added OD component.

Despite the strong results achieved by the network trained with standard clas-
sification loss, the CEOD approach further improves performance. Figures IV.15
and IV.16 show the confusion matrices of EfficientNet-B0 and the custom CNN
respectively on the test set of the industrial dataset. These figures demonstrate that
networks trained with CEOD achieve better results in defect identification, albeit
with a slight deterioration in the identification of non-defective samples. Specifically,
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CNN Exp.
Training validation

Accuracy Loss OD Accuracy Loss OD

EfficientNet-B0 - TL CE 0.956 0.11000 - 0.976 0.102 -
CEOD 0.957 0.10000 0.000550 0.977 0.110 0.00036

EfficientNet-B0 - FT CE 0.990 0.00020 - 0.995 0.017 -
CEOD 1.000 0.00070 0.000380 0.998 0.045 0.00032

CustomNet - FT CE 1.000 0.00001 - 0.9800 0.053 -
CEOD 1.000 0.00002 0.000017 0.9965 0.013 0.00002

Table IV.7 Industrial Dataset: Results for EfficientNet-B0 are shown for Transfer Learning
(TL) and fine-tuning (FT). Bold values indicate the best performance, representing the highest
accuracy and lowest loss for the dataset.

(a) CE (b) CEOD

Fig. IV.15 Confusion matrices on the test set of the industrial dataset obtained using
EfficientNet-B0. The labels 0_ND and 1_D correspond to the classes without defects
and with defects, respectively.

EfficientNet-B0 trained with CEOD achieves 98.9% accuracy and an AUCROC of
0.99, compared to 98.8% accuracy and 0.98 AUCROC when trained with standard
CE on the test set. Similarly, the custom CNN trained with CEOD attains 95.4%
accuracy and 0.95 AUCROC, outperforming the same network trained with standard
loss, which achieves 93.3% accuracy and 0.93 AUCROC on the test set.

Regarding the computational cost, the time required to complete 360 training
epochs with EfficientNet-B0 using standard CE was 9 hours, 25 minutes, and 31
seconds, whereas the same number of training epochs with CEOD took 8 hours, 12
minutes, and 47 seconds. For the custom CNN, 80 training epochs with standard
loss required 1 hour, 44 minutes, and 25 seconds, compared to 1 hour, 44 minutes,
and 5 seconds with CEOD.
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(a) CE (b) CEOD

Fig. IV.16 Confusion matrices on the test set of the industrial dataset obtained using the
custom CNN. The labels 0_ND and 1_D correspond to the classes without defects and with
defects, respectively.

17 Network Intrusion Detection System

In today’s digital world, cybersecurity solutions are crucial for safeguarding critical
network assets. The rapid proliferation of IoT devices has significantly increased
the impact of cyber threats, rendering traditional network security measures often
inadequate. As a result, NIDS have become essential tools in defending against
these evolving threats. NIDS, whether based on predefined signatures or anomaly
detection, play a vital role in protecting the digital infrastructure [162].

The integration of AI into NIDS has led to the development of more advanced
techniques for detecting cyber threats [163]. AI driven NIDS are capable of adapting
to evolving threats, processing large volumes of data, and identifying complex
patterns. However, these systems also present challenges. AI models often lack
transparency, require vast amounts of training data, and are prone to overfitting [164].

As cyber threats continue to grow in sophistication, NIDS face unprecedented
challenges. These systems are typically trained and tested on known attack types,
limiting their effectiveness against new, previously unseen attacks. With the in-
creasing number of IoT devices and the emergence of more sophisticated threats,
detecting unknown attacks, or zero-day attacks, has become one of the most pressing
challenges for NIDS.

NeSy AI is at the forefront of a new wave of AI research, offering promising ad-
vancements in cybersecurity. By combining neural pattern recognition with symbolic
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reasoning, NeSy AI offers dynamic, robust, and transparent systems for combating
cyber threats.

In the realm of cybersecurity, robustness refers to the ability of NIDS to maintain
effective performance in the face of various challenges, including evolving and
sophisticated cyber threats. A robust NIDS can accurately detect both known and
unknown attacks, adapting to changes in attack patterns without being easily evaded
or overwhelmed by adversarial tactics. This includes resilience against attempts
to bypass detection mechanisms, such as evasion techniques [165] or adversarial
attacks [166], and the ability to function effectively even when dealing with high
traffic volumes and diverse network environments. As technology advances, NIDS
must be equipped to counter increasingly sophisticated and novel threats.

17.1 Dataset

In the domain of NIDS, the selection of the right data is critical for enhancing
detection. This discussion explores two key aspects of data usage in AI driven
NIDS: the effectiveness of network flow data versus packet-level data, and the
comparison between real-world data and synthetic data. Each of these data types
offers distinct advantages and presents unique challenges that can significantly
impact the effectiveness and performance of NIDS.

In AI-enhanced NIDS, the use of two data types, network flow information and
packet-level data, is essential. Network flow data aggregates network traffic into
flows, offering a broad overview of communication patterns, which is particularly
useful for detecting potential intrusions, such as unusual traffic patterns or spikes.
This type of data is especially effective for monitoring large networks due to its
lower resource demands [167]. Network flow information usually comes in the
form of tabular data. Conversely, packet-level data enables detailed inspection
of individual packets, including their headers and payloads. This allows for the
identification of specific attack vectors, protocol anomalies, and complex threats that
involve payload manipulation or encryption, providing a more nuanced and thorough
analysis of network traffic [168]. Both data types are critical for comprehensive
intrusion detection, each offering unique insights into network security.

A recent study [169] highlights the limitations of traditional ML and DL ap-
proaches in capturing context-driven similarities between network flow data and
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packet-level data within NIDS. These conventional models typically focus on an-
alyzing either network flow or packet-level data separately. The research suggests
that using Graph Representation Learning (GRL) can significantly enhance NIDS
performance by integrating these two types of data. GRL techniques encode the
relationships between network flow and packet-level data into a graph structure,
better capturing the complex and dynamic nature of network traffic and associated
threats. The study proposes that graph-based data generated through GRL could be
incorporated into the symbolic reasoning frameworks of NeSy AI, enriching them
with deep domain knowledge. This integration is expected to improve the predictive
accuracy of NeSy AI and provide detailed, granular interpretability by leveraging
packet-level data insights.

In this context, we argue that graph-based data produced through GRL methods
could be effectively integrated into NeSy AI’s symbolic reasoning systems, thereby
enhancing its domain knowledge. Additionally, a NeSy AI-powered NIDS could
use both packet-level data and network flow insights, enabling the detection of
real-time threats through the analysis of both payload and encrypted traffic. This
fusion of packet-level and network flow data within a NeSy AI-powered NIDS could
significantly improve the system’s effectiveness, resilience, and interpretability.

In the field of NIDS, the use of both real-world and synthetic data is vital,
with each offering distinct benefits and facing specific challenges. Real-world
datasets, such as KDDCUP’99 [170], NSL-KDD [171], CICIDS-2017 [172], UNSW-
NB15 [173], and ACI-IOT-2023 [174], are often generated from simulated real-world
environments. These datasets are intended for the evaluation and benchmarking
of NIDS, providing labeled network traffic that includes a variety of attack types,
thereby enabling comprehensive testing across multiple scenarios. However, the
use of real-world data is often constrained by privacy concerns, data sensitivity, and
other issues, which has led to a growing reliance on synthetic data.

Synthetic data, created using methods such as GAN, Markov models, and
Bayesian networks, effectively mimics real-world traffic patterns and attack be-
haviors. This type of data is particularly valuable for simulating rare or complex
attack scenarios, which strengthens the robustness of NIDS [175]. Furthermore,
tools like Deep PackGen [176] allow for the creation of adversarial network packets,
providing a rigorous test of NIDS capabilities under realistic conditions. While
synthetic data offers significant advantages, including the absence of privacy issues
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and the ability to be widely shared, thus fostering collaboration and improving repro-
ducibility, it may not always capture the variability and authenticity of real-world
data. This disparity can impact the performance of NIDS in actual network envi-
ronments. Additionally, generating high-quality synthetic data demands substantial
computational resources and specialized expertise, which can be a significant barrier
for researchers with limited access to such resources [175]. Consequently, both real-
world and synthetic data are essential, each playing a crucial role in the development
and accuracy of NIDS algorithms within cybersecurity.

17.2 A Neuro-Symbolic AI Network Intrusion Detection System

In this section, we demonstrate how the method outlined in Section 11.3 enhances the
detection capabilities of a NIDS using NeSy AI both for known and unknown attacks.
DNNs are employed to learn complex patterns within network data, providing a
comprehensive understanding of cyberattack characteristics. By integrating symbolic
logic into DNNs, we can guide the model’s training process, applying penalties
when the DNN fails to accurately differentiate between malicious and benign traffic.
This approach enhances the model’s adaptability to new attacks, addressing the
limitations of traditional signature-based NIDS. Our experiments with a large-scale
dataset, including novel attack scenarios, demonstrate that our NeSyAI-enhanced
NIDS achieves superior attack detection accuracy compared to conventional DNN
methods. Not only our system achieve high accuracy in detecting known attacks,
but it also excels in identifying unknown threats, surpassing traditional NIDS in this
regard. This research contributes to cybersecurity by introducing a novel approach
to detecting both known and unknown network intrusions through the combination
of DNNs and symbolic logic.

17.2.1 Problem Description

The problem at hand involves OSR in NIDS within the context of a multi-class
network tasked with distinguishing between different types of attacks, while also
performing binary classification to differentiate between benign and malicious activi-
ties. The challenge lies in enhancing the network’s ability to identify and accurately
classify not only known attack types but also to effectively discern benign activities
from any form of attack, including previously unseen (zero-day) attacks. To address
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this, we propose the introduction of a regularization constraint that compels the net-
work to simultaneously learn to classify specific attack types and to robustly separate
benign activities from malicious ones. This dual focus is expected to improve the
network’s overall detection capability, particularly in identifying zero-day attacks,
which are typically more challenging due to their novel nature.

17.2.2 Methodology

Our approach is a NeSy AI framework, specifically the Hybrid Logic Tensor Network
(Hybrid-LTN) illustrated in Sec. 11.3.

The Hybrid-LTN is designed to leverage the strengths of both neural networks
and symbolic logic. While DNNs are highly effective at learning complex patterns
from network data, they often lack interpretability and struggle with generalizing
to novel attack types. On the other hand, symbolic logic provides a structured and
interpretable way to encode knowledge but may not be flexible enough to handle
the nuances of real-world network traffic. By integrating these two paradigms,
Hybrid-LTN aims to improve the detection of both known and unknown attacks.

In this methodology, we incorporate symbolic logic into the training process of a
DNN. This is achieved by applying penalties when the model fails to differentiate
between malicious and benign network traffic, guiding the DNN towards better
adaptability to new attacks. The Hybrid-LTN utilizes a Logic Tensor Network (LTN)
with a hybrid loss function, which integrates the real logic of the LTN with the
standard cross-entropy loss. This approach enables the model to maintain high
accuracy in recognizing known attacks while also enhancing its capability to identify
novel attack scenarios.

Through this neuro-symbolic integration, Hybrid-LTN creates a more robust and
transparent intrusion detection system. The methodology section further details the
dataset used, the mathematical formulations of our approach, and the experiments
conducted to validate the effectiveness of Hybrid-LTN in cybersecurity contexts.

Below, we detail our approach by defining the domains, variables, constants, and
predicates utilized in the system, as well as the axioms and loss function that govern
the learning process. Additionally, we introduce the functions D and Din, which are
used to define the domains of variables or constants and the domains of function or
predicate arguments, respectively.
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Domains:

items denote the examples from the dataset. These examples are composed of
elements comprising 1,500 features, which represent the payload of a packet.

labels denote the class labels.

Variables:

xb, xa indicate positive examples of benign and attack class.

x is used to denote all the examples.

D(xb) = D(xa) = D(x)

Constants:

lb, la, where lb = 0, la ̸= 0 and 0 is the benign class.

D(lb) = D(la) = labels.

Predicates:

P(x, l) denotes the fact that item x is labelled as l

Din(P) = (items, labels).

Axioms: We use axioms which are applicable only to the categories of benign and
non-benign (attack), rather than being universally relevant across all categories:

∀xbP(xb, lb)∧∀xa¬P(xa, lb) (IV.6)

This axiom expresses two conditions. The first part, ∀xbP(xb, lb), states that for every
instance xb classified as benign, the predicate P(xb, lb) holds true, meaning that all
benign examples are correctly recognized as benign. The second part, ∀xa¬P(xa, lb),
indicates that for every instance xa not classified as benign (i.e., an attack), the
predicate P(xa, lb) does not hold, ensuring that no attack examples are incorrectly
classified as benign. Together, this axiom ensures that benign instances are identified
as benign, and attack instances are not mistakenly identified as benign.
Grounding:



114 Application of Neuro-Symbolic Integration

G (items) = R1500; the examples from the data set are describe using 1500
features, one for each payload byte.

G (labels) = {0,1}15; we use one-hot encoding to represent classes, benign or
14 different types of attacks.

G (xn) ∈ Rmn×1500, is a sequence of mn examples of class n.

G (P|θ) : x, l 7→ l⊤ · softmax(MLPθ (x))

Learning: The logical operators and connectives are approximated using the product
fuzzy logic as in [50] with p = 2.

Our contribution lies in integrating CE loss [87] with the SAT loss to improve
the network’s ability to differentiate not only between benign and attack scenarios
but also among specific attack categories. By prioritizing the distinction between
benign and non-benign events during training, the network gains the capacity to
detect previously unknown attacks.

17.2.3 Experiments

For each experiment, we trained a benchmark DNN using the same architecture and
train-validation-test dataset as the Hybrid-LTN model. Specifically, we constructed
a One-Dimensional Convolutional Neural Network (1D CNN) as illustrated in Fig-
ure IV.17. Each convolutional layer employs a ReLU activation function. The first
dense layer also uses a ReLU activation function, while the output layer employs a
softmax activation function. To contextualize the results, it is essential to distinguish
between the training and testing phases.

In these experiments, we utilized the CIC-IDS2017 dataset, developed by the
Canadian Institute for Cybersecurity in 2017 [177]. This dataset is divided into
two parts: packet-based data in Packet Capture (PCAP) format and flow-based data
in CSV format, the latter of which was derived by extracting 80 features from the
PCAP files using CICFlowMeter.

CICFlowMeter is a tool designed for the generation and analysis of network
traffic flows. It calculates over 80 statistical characteristics of network traffic, such as
duration, packet count, byte count, and packet length. The tool supports bidirectional
flows, where the first packet determines the forward and reverse directions. It allows
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Fig. IV.17 1D CNN Model Architecture, where N represents the number of classes.

for the calculation of characteristics separately for each direction. CICFlowMeter
provides the ability to select features from a predefined list, add new features, and
control the flow timeout duration. The output is a CSV file that includes a row for
each flow and six labeled columns: flow ID, source and destination IP addresses,
source and destination ports, and protocol [178].

Both packet-based and bidirectional flow-based data were captured during simu-
lated network traffic, encompassing both the latest attack types and benign traffic.
For the purposes of our study, we utilized only the packet-based data. The dataset
was collected over a five-day period of simulated traffic acquisition.

The packet-based data in CIC-IDS2017 is unlabeled, necessitating the use of the
Payload-Byte tool [168] to extract and label network traffic PCAP files using the
metadata provided within the dataset. This tool matches packets with flow-based
labeled data instances by leveraging the features described in the PCAPs. Given
the variability in packet size, Payload-Byte utilizes a maximum payload length of
1,500 bytes, with each byte converted into an integer feature ranging from 0 to 255.
Following data labeling, any duplicate instances and those lacking payload data were
removed.

To achieve a more balanced dataset, we under-sampled the benign samples. We
excluded the examples for five attack classes from the training set, which collectively
represented less than 1% of the total samples, reserving them exclusively for the test
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phase as zero-day attacks (i.e., OOD inputs). Then, we ensured an equal number
of examples for each remaining attack class by selecting a number of instances
equivalent to the least represented class, FTP-Patator, resulting in 31,843 examples
per class. Furthermore, by using sampling we have arbitrarily reduced the total
number of benign examples from 362,108 to 200,000 to decrease complexity.

The final dataset consists of 454,744 examples, comprising 200,000 benign
samples and 254,744 attack samples. Table IV.8 provides a summary of the statistics
for the under-sampled dataset.

Classes Resampled DS
BENIGN 200,000
ATTACKS 254,744
DoS Hulk 31,843
DDoS 31,843
DoS GoldenEye 31,843
DoS slowloris 31,843
Infiltration 31,843
DoS Slowhttptest 31,843
SSH-Patator 31,843
FTP-Patator 31,843
Zero-day attacks 31,966
Heartbleed 13,486
Brute Force (Web Attack) 11,754
XSS (Web Attack) 3,341
Bot 2,543
PortScan 830
Sql Injection (Web Attack) 12

Table IV.8 Number of samples for each class after under-sampling.

We divided the new dataset into 80%, 10%, 10% parts for training, validation
and testing in a stratified manner. Zero-day attacks are used only in the test phase in
order to measure the robustness of our approach.

17.2.4 Results

In this section, we compare the results of the benchmark models and the Hybrid-LTN
models after 30 or 50 training epochs.

In our evaluation, we compared the performance of the proposed Hybrid-LTN
model against two baseline LTNs. Both baseline LTNs utilize the same 1D CNN
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architecture but differ in the types of classification constraints applied. The first
baseline model applies a multi-class classification constraint using satisfaction loss,
which aims to classify network traffic into multiple categories, including different
types of attacks and benign traffic. The second baseline LTN model uses a binary
classification constraint with satisfaction loss, focusing on distinguishing between
attack and benign traffic only.

Additionally, we trained a standalone 1D CNN using only cross-entropy loss
as a benchmark to evaluate the improvements gained by incorporating symbolic
reasoning into the LTN models. By comparing these baselines with the Hybrid-LTN,
which integrates both neural learning and symbolic reasoning with a hybrid loss
function, we aim to highlight the advancements in detection capabilities, particu-
larly in identifying known and zero-day attacks within network intrusion detection
systems.

It is important to highlight that our comparative analysis was based on a straight-
forward approach, utilizing a simple 1D CNN as the underlying network architecture.
This intentional simplification aligns with the primary objective of our study, which
is not to achieve peak accuracy but to illustrate the potential for enhanced robustness
and improved detection of novel attacks through the integration of logic.

By employing a methodologically simple approach, we ensure that any observed
improvements can be directly attributed to the incorporation of logic, thereby pro-
viding a clear demonstration of our innovative contributions to enhancing system
resilience against evolving cyber threats.

Table IV.9 presents the results. For each experiment, we evaluated the accuracy
of both the Hybrid-LTN and benchmark models in the following ways:

• Multi-class accuracy on the test set, which includes only the 9 known classes
(benign and 8 attack classes).

• Binary accuracy on the test set, focused on the 9 known classes (benign vs.
attacks).

• Multi-class accuracy on a test set that includes all 15 classes, both known and
unknown (benign and 14 attack classes).

• Binary accuracy on the test set comprising all 15 classes, including both known
and unknown (benign vs. attacks).
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• Binary accuracy on the test set containing only the 6 unknown attacks (benign
vs. attacks).

The F1-score was calculated only for binary classification tasks.

The bold values in Table IV.9 highlight the performance of each model specifi-
cally on the "Binary 6 unknown classes" task. This represents the detection of previ-
ously unseen or zero-day attacks, which is particularly challenging. Figure IV.18

Accuracy
30 epochs

Test Set Hybrid-LTN 1D CNN LTN multi-class LTN binary
Multi-class 9 known classes 81.04% 80.88% 80.13% -
Binary 9 known classes 99.53% 99.44% 99.06% 99.45%
Multi-class 15 classes 67.48% 67.35% 66.73% -
Binary 15 classes 92.20% 90.68% 91.69% 90.44%
Binary 6 unknown classes 55.70% 47.13% 54.98% 45.56%

50 epochs
Test Set Hybrid-LTN 1D CNN LTN multi-class LTN binary
Multi-class 9 known classes 81.08% 80.99% 80.41% -
Binary 9 known classes 99.57% 99.42% 99.46% 99.42%
Multi-class 15 classes 67.52% 67.45% 66.96% -
Binary 15 classes 93.03% 90.88% 92.19% 89.40%
Binary 6 unknown classes 60.47% 48.34% 56.06% 39.40%

F1-Score
30 epochs

Test Set Hybrid-LTN 1D CNN LTN multi-class LTN binary
Binary 9 known classes 99.58% 99.50% 99.16% 99.51%
Binary 15 classes 93.47% 92.12% 93.00% 91.88%
Binary 6 unknown classes 71.55% 64.07% 70.95% 62.60%

50 epochs
Test Set Hybrid-LTN 1D CNN LTN multi-class LTN binary
Binary 9 known classes 99.62% 99.49% 99.52% 99.49%
Binary 15 classes 94.20% 90.88% 93.47% 90.93%
Binary 6 unknown classes 75.37% 65.18% 71.80% 56.61%

Table IV.9 Accuracy and F1-Score from 30 and 50 epochs of training with the Adamax
optimizer for both the Hybrid-LTN and benchmark models. Bold values indicate the results
for the detection of unknown attacks, where a higher score denotes a better performance in
distinguishing these novel threats from benign traffic.

presents the confusion matrices for both the benchmark models and our NeSy AI-
based NIDS. The matrices depict performance across the 9 known classes (8 attack
classes and 1 benign class) and the unknown attacks for each system tested: the
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vanilla 1D CNN, basic multiclass LTN (M-LTN), basic binary LTN (B-LTN), and
our Hybrid-LTN model.

Figure IV.19 shows the training and validation loss curves over the epochs for
both our system and the baseline models. Given the unbalanced nature of the dataset,
even after resampling efforts, we chose to display both accuracy and F1-score, as the
latter provides a more nuanced evaluation of system performance, especially when
dealing with imbalanced classes.

Notably, while there is a slight difference in multi-class accuracy between the two
networks on the known classes, our method demonstrates a significant improvement
in binary accuracy for unknown attacks, outperforming the reference network by
several percentage points.

When comparing Hybrid-LTN with the baseline models, it is evident that the
Hybrid-LTN model excels in detecting unknown attacks. This advantage can be
attributed to the integration of logic during the training phase, which significantly
enhances the model’s capacity to generalize. The detection of unknown threats is
crucial, and the model’s ability to discern logical patterns and relationships among
different classes contributes to its superior performance.

The higher binary accuracy for unknown attacks highlights the Hybrid-LTN
model’s effectiveness in distinguishing between benign traffic and previously unseen
threats. This outcome is likely due to the model’s capability to learn complex logic
patterns indicative of anomalous activity. The increased robustness observed in the
Hybrid-LTN model is particularly relevant in real-world scenarios, where identifying
previously unknown threats is critical for maintaining system security.

Our Hybrid-LTN approach demonstrates clear advantages over a Binary LTN-
based system, underscoring its relevance and innovation in tackling the complexity of
cyber threats. Unlike the straightforward application of Binary LTN, the integration
of logic as a regularization factor within Hybrid-LTN leads to superior robustness.
While logic alone enhances resilience compared to a traditional 1D CNN, the fusion
of logic with NNs results in even greater improvements. This nuanced integration is
key to strengthening intrusion detection systems against evolving threats.

These results underscore the tangible benefits that NeSy AI-based NIDS can bring
to cybersecurity. The detection of previously unseen threats remains one of the most
pressing challenges in the field, and our system demonstrates how incorporating
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logic during the training phase can enhance robustness. Indeed, while both the
Hybrid-LTN and 1D CNN models perform similarly in detecting known attacks,
our NeSy AI-based NIDS significantly outperforms the purely NN in detecting
unknown attacks. When evaluating only unseen attacks, Hybrid-LTN achieves an
accuracy improvement of 8-12% and an F1-score improvement of 7-1% compared
to traditional DL techniques.

CMs serve as a valuable tool for analyzing the performance of intrusion detection
models. As shown in Figure IV.18, logic-based approaches, such as LTNs, exhibit
fewer false negatives than traditional NNs like the 1D CNN. Among the LTN
approaches, Hybrid-LTN maintains a significantly lower number of false negatives,
which is crucial in cybersecurity, where accurately identifying attacks is vital to
avoid serious consequences. Moreover, Hybrid-LTN demonstrates a lower number
of false positives compared to other LTN models, indicating its ability to minimize
the misclassification of benign traffic as attacks, thereby achieving higher overall
accuracy. The Hybrid-LTN model’s exceptional performance in minimizing false
negatives for unknown attacks further confirms its superior capability in detecting
even previously unseen threats.

Analyzing the confusion matrices provides a detailed understanding of each
model’s performance, with logic-based approaches, particularly Hybrid-LTN, emerg-
ing as the most effective in reducing false negatives and accurately handling false
positives. These results suggest enhanced reliability and accuracy in identifying
attacks, including unknown threats.

Monitoring the difference between training and validation accuracy during the
learning process can reveal critical insights into the robustness of the Hybrid-LTN
model. A smaller gap between these two metrics suggests reduced overfitting, which
translates into significant benefits for cybersecurity.

Figure IV.19 illustrates that, for LTN models, the difference between training and
validation accuracy is smaller compared to the purely neural approach. This is a key
indicator, as a large discrepancy could suggest that the model is overly focused on
specific data, leading to poor generalization.

A smaller difference between training and validation performance implies lower
overfitting, which is essential to ensure the model’s ability to generalize to new
scenarios, thereby enhancing its robustness.
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The hybrid nature of the model, which combines logic with DL techniques,
contributes to reducing overfitting. The inclusion of logic introduces a semantic un-
derstanding component that helps the model more accurately capture the underlying
patterns in the training data without succumbing to overspecialization.

These findings pave the way for the development of NeSy AI-based systems that
can improve interpretability and robustness in cybersecurity contexts. By mitigating
overfitting, these models become more reliable and better equipped to adapt to
evolving threats without compromising accuracy.

17.3 Open Set Recogniction in Network Intrusion Detection Sys-
tem

OSR poses a significant challenge in distinguishing between known and unknown
categories, especially when labeling is costly or incomplete. This problem is partic-
ularly critical in applications like NIDS, where OSR is crucial for detecting novel,
previously unseen attacks.

In OSR, one of the key challenges is effectively distinguishing between known
and unknown classes of network intrusions. A crucial component of our methodology
is the use of Deep Embedding for Clustering, which incorporates an autoencoder
within its architecture. The autoencoder in DEC is employed to learn a compact
latent representation of the input data. By doing so, it helps to enhance the clustering
process, allowing the model to better separate known classes from novel, previously
unseen attacks. This latent space representation, learned through the autoencoder,
is instrumental in the subsequent steps of clustering and classification, aiding in
the identification of zero-day attacks and improving the overall robustness of the
Network Intrusion Detection System. The detailed functioning of the autoencoder
within DEC is explained more in details in the background section.

In the following sections, we demonstrate the application of TEX-DEC, described
in Section 12, within this domain.

17.3.1 Problem Description

In the context of NIDS, OSR presents a significant challenge. The goal of an OSR-
based NIDS is to accurately classify network traffic into known and previously
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encountered attack types while also identifying and flagging novel, unseen threats
(often referred to as zero-day attacks). Unlike traditional classification tasks, where
the objective is to assign each instance to a predefined class, OSR requires the
system to handle cases where an input does not belong to any of the known classes.
This necessitates the ability to distinguish between known categories of network
behavior (both benign and malicious) and to detect new, previously unclassified
attack patterns.

17.3.2 Experiments

The system is applied to the task of OSR in network intrusion detection using the
CIC-IDS2017 dataset [177]. As the field of NIDS is continually evolving, with the
detection of new types of attacks being crucial, as mentioned above, we segmented
the dataset into three categories: Known, Novelty 1, and Novelty 2.

The dataset contains 14 different types of attack and 1 benign class. The dataset
was split as shown in Table IV.10. Three attacks were chosen as novel as in [179],
where the authors considered each type of attack in turn as previously unknown,
and identified these three attacks as those that showed the greatest performance
degradation in terms of detection. Therefore, we also chose to use the same attacks
as novelties.

We use also the UNSW-NB15 dataset [173] as a test set. This is a NIDS dataset
developed to identify normal and attack network traffic. The raw network packets
were generated by the Australian Centre for Information Security (ACCS). This
dataset was preprocessed in the same manner as the previous one. The Payload-Byte
tool [168] was applied to it. This dataset is used as a covariate to test the robustness
of our approach, even with datasets from different network configurations. The
UNSW dataset is used only during the testing phase and is labeled as Novelty 2.

17.3.3 Results

We evaluated our approach on various datasets. The DEC model was trained with dif-
ferent loss configurations, as detailed in Section 17.3.4. Additionally, we performed
a grid search on XGBoost hyperparameters, including the number of components
and maximum depth.
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Class # sample Subset
Benign 3.328.591 Known
DoS Hulk 2.219.061 Known
DoS Slowhttptest 9.778 Known
Heartbleed 41.283 Known
Brute Force (Web Attack) 28.920 Known
Sql Injection (Web Attack) 45 Known
XSS (Web Attack) 6.767 Known
Bot 5.143 Known
PortScan 946 Known
DoS GoldenEye 34.293 Novelty 1
DoS slowloris 20.877 Novelty 1
DDoS 618.544 Novelty 1
SSH-Patator 181.147 Novelty 1 or 2
FTP-Patator 110.636 Novelty 1 or 2
Infiltration 41.725 Novelty 1 or 2

Table IV.10 The dataset split into Known, Novelty 1 & 2

For the CIC-IDS2017 dataset, we compared our results with those reported
by [179] and [180], focusing on the AUROC for the Novelty 2 classes. Additionally,
we compared the AUROC scores for the UNSW-NB15 dataset with [179]. In
this comparison, we encountered a covariate shift rather than a semantic shift, as
the classes were consistent across datasets but exhibited different distributions.
The results, presented in Table IV.11, demonstrate a significant improvement of
performance relative to previous approaches. For instance, our method achieved
an AUROC of 0.9843 for detecting the previously unknown Infiltration attack,
surpassing the performance of existing methods. Similarly, our approach yielded an
AUROC score of 0.9939 for the previously unknown SSH-Patator attack, slightly
outperforming [179] (0.9921) and significantly exceeding [180] (0.6787). Although
our AUROC of 0.9950 for the previously unknown FTP-Patator attack is slightly
lower than [179] (0.9957), it largely outperforms [180] (0.7955). Furthermore, when
evaluating the UNSW-NB15 dataset, which is derived from a different distribution
with respect to CIC-IDS2017, our AUROC of 0.9939 surpassed the result reported
by [179] (0.9583). This result highlights the robustness and generalizability of
our methodology in detecting novel attacks across different datasets. While the
initial three attacks were novel within the same dataset, our method demonstrates
considerable adaptability and detection capability even with the entirely different



124 Application of Neuro-Symbolic Integration

UNSW-NB15 dataset. This ability to generalize instills confidence in the efficacy
and utility of our approach across a range of real-world scenarios.

AUROC
Novelty Type Matejek et al. [179] Zavrak et al. [180] TEX-DEC
FTP-Patator 0.9957 0.7955 0.9950
Infiltration 0.9742 0.8965 0.9843

SSH-Patator 0.9921 0.6787 0.9939
UNSW-NB15 0.9583 - 0.9939

Table IV.11 The AUROC results of the methods for specified previously unknown attacks

17.3.4 Ablation Study

Our approach uses a loss function composed of three components: KL divergence
(Lkld), contrastive loss (Lcontrastive), and classification loss (LCE). In this section, we
explore different configurations of this loss function to identify the most effective
combination. For this analysis, we consistently partitioned the dataset and trained a
single autoencoder across all configurations to ensure a fair comparison, providing a
shared starting point. The loss function is defined in Equation III.14 that we repeat
here for readability.

L = α ·Lkld +β ·Lcontrastive +ω ·LCE

The weights α , β , and ω were adjusted by evaluating all possible combinations of 0
and 1, effectively disabling specific components of the loss function.

The results are summarized in Table IV.12, where each cell contains the AUROC
score for a given configuration, along with the deviation from the optimal setup
(highlighted in bold). These experiments were conducted using the CICIDS2017
dataset, focusing on different attack types such as SSH-Patator, Infiltration, FTP-
Patator, and UNSW-NB15 to evaluate the system’s capability in novelty detection.

The results reveal clear trends across the various configurations. Notably, config-
urations where all loss components are active (α = β = ω = 1) consistently achieve
AUROC values near optimal, highlighting the synergistic effect of each component
in enhancing overall model performance.
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α β ω SSH-Patator Infiltration FTP-Patator UNSW-NB15 Average
1 1 1 99.50 98.43 99.39 99.39 99.28
1 0 0 99.66 84.54 99.03 98.88 95.53
0 1 0 99.41 98.29 99.52 99.28 99.13
0 0 1 99.57 98.61 99.56 99.35 99.27
1 1 0 99.69 84.52 99.03 98.85 95.52
1 0 1 99.68 84.40 99.05 98.88 95.51
0 1 1 99.51 98.38 99.36 99.39 99.16

Table IV.12 The table displays the AUROC for the different test Novelty 2: SSH-Patator,
Infiltration, FTP-Patator, and UNSW-NB15.

In contrast, configurations where only the KL divergence component is active
while one or more components are set to zero (α = 1 and β or ω = 0) exhibit lower
performance, particularly in the case of Infiltration. This underscores the critical
importance of each component in enabling effective novelty detection.

Intermediate configurations, where specific loss components are selectively en-
abled, provide insights into their individual contributions. They demonstrate how
the inclusion of classification and contrastive loss leads to improvements in novelty
detection. A systematic examination of these configurations offers valuable under-
standing of the interaction between the components and their combined influence on
performance. These findings are crucial for guiding the refinement and optimization
of novelty detection systems, contributing to advancements in the field.

17.4 Related Work

Recent results in ML have significantly advanced the field of OSR. OSR methods
are crucial in scenarios where the set of possible classes is open-ended or evolving,
and these methods are typically categorized into discriminative and generative ap-
proaches [181]. Discriminative models, as discussed by Scheirer et al. [182], Hassen
and Chan [183], and Bendale et al. [184], use probability-based or learning-based
techniques to differentiate between known and unknown classes. In contrast, genera-
tive models, such as those developed by Neal et al. [185] and Ge et al. [186], employ
generative techniques to identify OSR samples.

Scheirer et al. [182] proposed the Compact Abating Probability (CAP) model,
which adjusts the probability of class membership as samples deviate from the
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training data and approach open space, demonstrating effectiveness in OSR contexts.
Building on this, Bendale et al. [184] introduced OpenMax, which integrates Extreme
Value Theory (EVT) to construct a CAP model for each class, improving robustness
by rejecting unknown inputs through thresholding. Although OpenMax is not
primarily designed to handle adversarial inputs, it shows greater resilience compared
to conventional softmax models.

Hassen and Chan [183] investigated intermediate representations to create spatial
distinctions where samples from the same class cluster together, while samples from
different classes are distinctly separated. This method allows for the identification
of unknown examples based on Euclidean distance and predefined thresholds. Neal
et al. [185] employed GAN to produce synthetic examples that mimic the training
set but do not belong to any known category, using these samples to train OSR
models. Ge et al. [186] developed Generative OpenMax (G-OpenMax), extending
the capabilities of OpenMax to enhance the detection of unknown samples.

In the domain of NIDS, which primarily utilize known datasets for attack classi-
fication [187–189], there are significant challenges in detecting previously unknown
attacks. Traditional anomaly-based methods, which rely on deviations from nor-
mative behavior and typically require network flow data, often need additional
information [190–192, 180].

Technological advancements are increasingly undermining the effectiveness of
traditional network security measures, particularly those that rely on signature detec-
tion. While these systems perform well in identifying known threats, they struggle
significantly with novel, unknown attacks. AI is being explored as a potential solution
to these limitations, as it can process large volumes of data in real-time, facilitating
rapid threat detection and response. However, AI also introduces challenges, such as
the need for extensive annotated datasets for training and the opacity of certain DL
models. Additionally, AI-based systems are vulnerable to adversarial attacks [162].

In the realm of cybersecurity, NeSy AI is emerging as a promising approach. Sev-
eral NeSy AI-based NIDS have been developed, combining symbolic reasoning with
NN techniques [193–195]. These models leverage feedback from system operators
to automatically fine-tune and enhance their accuracy. For instance, in [195], a hybrid
system that integrates k-means clustering and RF with Graph Neural Network (GNN)
and Long Short-Term Memory (LSTM) networks demonstrated an improved true
positive rate in detecting anomalies within network traffic. The authors used a GNN
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to learn typical network behavior and identify deviations. This system was further
combined with GNNExplainer [196] and an ontology to reduce false positives and
improve explainability.
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(a) 1D CNN - 9 known classes (b) M-LTN - 9 known classes (c) B-LTN - 9 known classes

(d) Hybrid-LTN - 9 known
classes (e) 1D CNN - all 15 classes (f) M-LTN - all 15 classes

(g) B-LTN - all 15 classes (h) Hybrid-LTN - all 15 classes (i) 1D CNN - 6 unknown classes

(j) M-LTN - 6 unknown classes (k) B-LTN - 6 unknown classes (l) Hybrid-LTN - 6 unknown

Fig. IV.18 Confusion matrix of the experiment with 50 epochs.



17 Network Intrusion Detection System 129

(a) 1D CNN accuracy (b) Hybrid-LTN accuracy

(c) M-LTN accuracy (d) B-LTN accuracy

Fig. IV.19 Validation and training accuracy of the experiment with 50 epochs.



Chapter V

Conclusions and Future Work

18 Conclusions

This thesis has explored the integration of neuro-symbolic systems as an innovative
approach to improving transparency, interpretability, and effectiveness in artificial
intelligence systems. The primary goal was to develop and apply neuro-symbolic
models in real-world contexts, particularly in critical domains such as healthcare and
cybersecurity, where the ability to justify decisions is essential.

The results obtained demonstrate that the integration of symbolic techniques
with deep learning can lead to AI systems that not only achieve high performance
in terms of accuracy but also provide interpretable insights into the decisions made.
This was particularly effective in the medical diagnosis cases, where the combination
of probabilistic logic and neural networks improved the model’s ability to deliver
understandable predictions. For instance, the use of probabilistic logic programming
enabled more reliable forecasts in contexts such as COVID-19 patient condition
prediction, offering easily comprehensible explanations for medical experts.

Another significant achievement was in the field of network intrusion detection.
In this context, neuro-symbolic models not only identified known attacks but also
detected previously unknown ones, thanks to their ability to recognize anomalies
relative to expected behavior. The integration of deep learning techniques with
symbolic reasoning provided a solid foundation for detecting emerging threats,
enhancing overall network security.
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However, it is important to acknowledge certain limitations and weaknesses that
emerged during the research. First, the computational complexity of neuro-symbolic
models can be high, especially when dealing with large datasets or particularly com-
plex scenarios. While the systems developed showed good scalability in controlled
contexts, applying such models in production environments would require further
optimizations to reduce computational time and resource requirements. Additionally,
the integration of deep learning and symbolic techniques is not always straightfor-
ward, particularly when balancing learning capacity with interpretability, which can
complicate the design of models that are both powerful and explainable.

Another challenge concerns the applicability of neuro-symbolic models to do-
mains beyond those explored in this thesis. While the results are promising for
medical diagnosis and anomaly detection in cybersecurity, the effectiveness of these
systems in other fields, such as robotics or autonomous control, remains to be demon-
strated. The adaptability of the models to new or unexpected scenarios may require
more flexibility in the learning and reasoning methods employed.

Finally, the importance of standardization in the neuro-symbolic field cannot
be overstated. One of the contributions of this thesis was the development of
benchmarks for evaluating the performance of neuro-symbolic systems, but the
field still suffers from a lack of shared standards for objective comparison between
different approaches. The introduction of these benchmarks represents a step forward,
but further work is needed to develop more comprehensive datasets and evaluation
metrics that will support the uniform progress of research in this domain.

Despite these limitations, this thesis has demonstrated that neuro-symbolic in-
tegration offers a promising path to address many of the current challenges in AI.
The models developed have shown clear improvements in interpretability compared
to purely neural methods, making them more suitable for contexts where human
understanding of decisions is crucial. Moreover, the ability to combine existing sym-
bolic knowledge with data-driven learning has enhanced the models’ effectiveness in
contexts where data is scarce or highly structured.

This thesis represents a significant contribution towards the development of more
transparent and reliable AI systems, laying the groundwork for future developments
that could revolutionize how AI is employed in critical sectors.
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18.1 Future Work

The research presented in this thesis opens up many directions for future development,
both in terms of advancing the theoretical foundations of neuro-symbolic systems and
expanding their practical applications. Despite the promising results obtained, several
areas require further investigation to fully realize the potential of neuro-symbolic
integration in artificial intelligence.

A key area for future work is the reduction of the computational cost in neuro-
symbolic models. While the integration of symbolic reasoning with deep learning has
proven to enhance interpretability, it also introduces complexity, particularly in terms
of computational cost. As the scale of datasets and the complexity of tasks increase, it
becomes essential to design more efficient algorithms capable of handling large-scale
applications without compromising the benefits of transparency and explainability.
This includes improving the scalability of the models to process larger datasets
and more complex scenarios while maintaining manageable resource requirements.
Future research could explore methods to streamline the learning process, such as the
development of more efficient optimization algorithms or the application of hardware
acceleration techniques like parallel computing and specialized architectures (e.g.,
GPUs and TPUs) tailored to the specific needs of neuro-symbolic AI.

Another promising avenue for future research is the exploration of neuro-symbolic
models in domains beyond those examined in this thesis. While the models devel-
oped here have demonstrated success in areas like medical diagnosis and network
intrusion detection, the applicability of these systems to other domains remains
largely unexplored. Fields such as robotics, autonomous systems, and AI-driven
decision-making in social contexts could benefit from the integration of symbolic rea-
soning with deep learning. These domains often involve complex decision-making
processes where interpretability is crucial, yet the learning systems must also be
adaptable to dynamic, real-time environments. Testing the adaptability of neuro-
symbolic models in these new contexts will be essential for assessing their flexibility
and effectiveness in real-world applications. In particular, the ability of these models
to generalize across tasks, to handle unexpected situations, and to leverage symbolic
knowledge to enhance decision-making in uncertain environments are areas ripe for
further exploration.
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Furthermore, future work should continue to focus on improving the benchmarks
used to evaluate neuro-symbolic systems. One of the challenges encountered during
this research was the lack of standardized benchmarks for comparing the performance
of different neuro-symbolic models. The development of new datasets and evaluation
metrics is crucial for ensuring that future research in this field progresses in a
consistent and comparable manner. These benchmarks should not only measure
the accuracy and efficiency of the models but also assess their explainability, which
is a core advantage of neuro-symbolic integration. By refining the criteria for
interpretability and creating more comprehensive datasets, future research can better
capture the nuances of how these models function in practice, ensuring that they are
evaluated in a way that reflects both their computational power and their capacity to
provide clear, understandable outputs.

There is significant potential in enhancing the integration between symbolic
reasoning and learning within neuro-symbolic frameworks. As current models tend
to treat the symbolic and neural components as somewhat separate entities, future
research could explore more tightly coupled architectures that allow for a more
fluid exchange of information between these two components. This could involve
developing models where symbolic rules dynamically influence neural network
learning, allowing the system to adjust its decision-making process in response to
symbolic constraints or new knowledge. Similarly, research could investigate how
neural networks can be used to refine and improve symbolic reasoning, potentially
allowing for symbolic rules to be learned or adjusted based on the data-driven insights
gained through deep learning.

In conclusion, while this thesis represents a step forward in the development of
neuro-symbolic AI, it also highlights several areas where further research is necessary.
Optimizing computational efficiency, expanding the applicability of these models to
new domains, refining benchmarks, and enhancing the interaction between symbolic
and neural components are all critical directions for future work. By addressing these
challenges, future research can help push the boundaries of what neuro-symbolic
systems can achieve, paving the way for more interpretable, efficient, and adaptable
AI solutions across a wide range of applications.
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