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Abstract

The rapid evolution of next-generation networks demands high performance, scal-

ability, and security. However, conventional CPU-based systems face fundamental

bottlenecks in terms of throughput, latency, and energy efficiency, which limit their

ability to support 5G networking, HPC, and cybersecurity workloads. This the-

sis aims to evaluate the role of programmable Data Processing Units (DPUs) as

a unifying hardware platform for accelerating workloads across 5G data networks,

high-performance computing (HPC), and network security.

The research investigates three complementary directions. For 5G, user-plane

functions such as GTP encapsulation, QoS enforcement, and DDoS mitigation are

offloaded to NVIDIA BlueField DPUs using the DOCA framework. For HPC, a

comparative study of BlueField-2 and BlueField-3 is conducted using RDMA micro-

benchmarks to assess bandwidth, latency, and message-rate performance. For secu-

rity, the thesis introduces IDS-NGNN, a nested graph neural network for intrusion

detection, and proposes Physical Unclonable Function (PUF) based authentication

schemes for autonomous swarm systems.

The findings show that DPUs can sustain line-rate packet processing at 400 Gbps

in 5G scenarios while reducing latency and improving scalability compared with

software-only UPFs. In HPC contexts, comparative benchmarking highlights clear

trade-offs between BlueField-2 and BlueField-3 in terms of throughput and latency,

underscoring the suitability of DPUs as data movement accelerators. In security,

the combination of IDS-NGNN and PUF-based mechanisms demonstrates that AI

and hardware primitives can provide robust, low-latency protection against evolving

cyber threats. This thesis concludes that DPUs are a cornerstone technology for the

6G era and beyond, enabling infrastructures that are not only faster and more

efficient but also inherently more secure and resilient. By bridging advances in 5G

networking, HPC, and cybersecurity, the work establishes DPUs as critical enablers

of future high-performance, secure digital ecosystems.



Chapter 1

Introduction

The accelerating digital transformation is creating unprecedented demand for net-

work infrastructure that combines high performance, low latency, and robust security.

Emerging technologies such as 5G mobile networks, large-scale High-Performance

Computing (HPC) platforms, and cyber-physical systems operating at the network

edge are pushing traditional computing and networking architectures to their limits.

Conventional CPU-centric designs, though versatile, increasingly struggle to sustain

line-rate packet processing at hundreds of gigabits per second, to deliver consistent

performance for HPC workloads, and to defend against increasingly sophisticated

cyber threats. These limitations have motivated the adoption of programmable

hardware accelerators, particularly Data Processing Units (DPU)s, to rethink how

communication, computation, and security functions are executed in next-generation

infrastructures.

DPU represents a new class of SmartNIC that integrates programmable cores,

dedicated hardware accelerators, and advanced I/O subsystems within a single de-

vice. By offloading intensive packet processing, data movement, and security op-

erations from general-purpose CPUs, DPU can achieve higher throughput, lower

latency, and improved scalability and energy efficiency. Their potential makes them

especially relevant in domains where performance and security must coexist, such

as 5G user-plane processing, HPC clusters, and network intrusion detection systems.

The central focus of this dissertation is to examine DPU as a unifying platform

across these domains, providing empirical evaluations and methodological contribu-
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tions that highlight both its capabilities and limitations.

1.1 Research Scope and Vision

This thesis investigates how programmable SmartNICs and DPUs can be used to

support security- and performance-critical functions in modern high-speed networks.

Rather than focusing on a single application or optimization, the work adopts a

system-level perspective, examining how different networking and security tasks

can be distributed across heterogeneous computing resources, including host CPUs,

SmartNICs/DPUs, and, where relevant, GPUs.

The unifying theme of the thesis is the placement of functionality under strict

operational constraints. Modern networks must sustain very high throughput while

maintaining low latency and strong security guarantees. At the same time, they

must remain deployable in real infrastructures, where compute, memory, and power

resources are finite. Within this context, the thesis explores how SmartNICs can

act as an intermediate execution layer, absorbing infrastructure overhead that would

otherwise burden the host CPU, while remaining flexible enough to support evolving

workloads. Across the thesis, this pipeline can be summarized as an observe decide

enforce loop: traffic is first observed and summarized, decisions are derived using

lightweight learning-based methods, and enforcement is applied deterministically at

wire speed using SmartNIC resources.

The thesis contributions span three closely related domains. First, it studies

hardware-accelerated network security, with particular attention to DDoS mitigation

and intrusion prevention executed at line rate on programmable DPUs. Second, it

investigates learning-based DDoS detection using graph neural networks, focusing

on how traffic structure and inter-flow relationships can be leveraged to improve

robustness over single-flow approaches. Third, it evaluates SmartNIC offloading for

high-performance networking workloads, such as RDMA and user-plane processing,

to understand architectural limits and trade-offs that directly affect security and

service deployment.

These components are not treated as isolated research problems. Instead, they
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are considered parts of a common pipeline, where traffic is observed, analyzed, and

acted upon under tight timing constraints. In this pipeline, complex detection logic

may require global visibility and richer models, while mitigation and enforcement

must operate deterministically and at wire speed. The thesis therefore emphasizes

the interaction between detection accuracy, enforcement feasibility, and hardware

resource constraints, which together determine whether a given approach can be

adopted in practice.

The widespread adoption of digital technologies has also led to a sharp increase

in cyber-attacks, causing operational disruption and significant economic damage.

Reports from the Federal Bureau of Investigation (FBI) Internet Crime Complaint

Center (IC3) indicate a sustained growth in cybercrime incidents and financial losses

over recent years [1]. Among these threats, Distributed Denial-of-Service (DDoS)

attacks are particularly disruptive, as they overwhelm network and service resources

by coordinating large numbers of compromised devices, denying access to legitimate

users. High-profile and politically motivated campaigns further highlight the need

for scalable and deterministic defense mechanisms [2].

1.2 Problem Statement

Despite rapid advances in network hardware, CPU-centric architectures remain a

fundamental bottleneck for enforcing security and performance guarantees at link

speeds of 100–400 Gbps. While modern detection techniques, including machine

learning models, can achieve high accuracy, they often require global context, state-

ful analysis, and non-trivial processing latency. In contrast, network enforcement

mechanisms must operate deterministically and at wire speed. Existing research

typically addresses these challenges in isolation, either focusing on detection accu-

racy without considering enforcement feasibility and evaluating hardware offload

for a single function in isolation. As a result, there is a lack of integrated system-

level studies that jointly analyze detection, enforcement, and hardware resource

constraints in realistic high-speed deployments.
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1.3 Research Questions

The thesis is organized around the following research questions:

RQ1 Which security and networking functions benefit most from SmartNIC/DPU

offload, and what performance bottlenecks emerge when moving them from

host CPU to the SmartNIC? (Chapter 3, Chapter 4, Chapter 6)

RQ2 When does graph-based DDoS detection (FTG/FTG-Net-E and related mod-

els) provide a measurable advantage over single-flow or time-series detectors,

and what are the limiting cases? (Chapter 3)

RQ3 Can a programmable DPU perform DDoS mitigation at wire speed using state-

ful tracking and DPI, while preserving low latency under high attack rates?

(Chapter 4)

RQ4 How can SmartNICs be used to accelerate security protocols (e.g., authenti-

cation in swarm/edge systems) without compromising deployability, resource

isolation, and system maintainability? (Chapter 5)

RQ5 What is the real impact of BlueField-3 architectural changes (e.g., PCIe Gen5,

DDR5, DPA) on RDMA latency, bandwidth, and message rate, and how well

do theoretical models match measurements? (Chapter 6)

RQ6 How can GTP encapsulation and decapsulation be offloaded using BlueField-

3, and what is the resulting impact on latency and throughput in 5G/6G

user-plane scenarios? (Chapter 7)

1.4 Contributions and Novelty

The main contributions of this thesis are:

• A hardware-accelerated DDoS mitigation framework on BlueField that com-

bines stateful connection tracking, queue-based DPI, and DOCA QoS integra-

tion to sustain high-rate traffic while reducing host load (Chapter 3).
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• A SmartNIC-assisted authentication protocol (DPUAUT) for intelligent swarm

systems, with security analysis and an explicit discussion of where SmartNIC

acceleration affects latency and trust assumptions (Chapter 4).

• A graph-based DDoS detection approach based on hierarchical traffic repre-

sentations (FTG) and ensemble/lightweight Graph Neural Networkss (GNNs),

including empirical evaluation and analysis of inference cost (Chapter 5).

• A SmartNIC-based UPF implementation and evaluation that clarifies practical

resource and latency trade-offs for 6G user-plane offload (Chapter 6).

• A performance study and theoretical model of RDMA offload on SmartNICs,

including BF2/BF3 comparison, validation methodology, and service-level rec-

ommendations for SmartNIC-aware deployment (Chapter 7).

A key novelty of the thesis is the cross-layer view: detection methods are evalu-

ated together with enforcement feasibility and SmartNIC resource constraints, rather

than treating ML detection and data-plane offload as separate problems.

The following chapters build upon several technical foundations, including pro-

grammable SmartNIC architectures, learning-based DDoS detection, and hardware

offload mechanisms for high-speed networking. These concepts are reviewed in Chap-

ter 2 to provide the necessary background for the proposed methods and evaluations.

Taken together, these contributions provide a unified view of SmartNICs as a practi-

cal execution layer that bridges learning-based analysis and deterministic, wire-speed

enforcement in modern high-performance networks.
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1.5 Thesis organization

Chapter 2 provides background and reviews on related work on network security,

DDoS detection (including graph learning), SmartNIC-based authentication, UPF

offload, and RDMA offload. Chapter 3 describes the design and experimental evalu-

ation of a DPU-based DDoS mitigation framework. Chapter 4 introduces DPUAUT

and its security and performance analysis. Chapter 5 presents graph-based DDoS

detection models (FTG-Net-E) and the IDS-NGNN extension, together with exper-

imental results. Chapter 6 describes SmartNIC-based UPF design and evaluation.

Chapter 7 evaluates RDMA offload on BF2/BF3, validates a theoretical model, and

derives deployment recommendations. Chapter 8 concludes the thesis and revisits

the research questions in light of the obtained results.
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Chapter 2

Background and Related Work

This chapter reviews the background and related work required to position the

contributions of this thesis. It begins with the evolution of network interface cards,

tracing the transition from traditional NICs to programmable SmartNICs and DPUs,

and discussing their architectural differences with emerging SuperNIC designs. The

review then examines how these devices are used to offload network security func-

tions, with a focus on DDoS detection, wire-speed mitigation, and hardware-assisted

authentication.

The discussion subsequently moves to SmartNIC-based acceleration for cloud and

HPC workloads, covering NVMe offload, RDMA offload on BlueField platforms, and

GPU packet processing pipelines. Building on this systems perspective, the chapter

introduces graph neural networks and ensemble learning techniques as a foundation

for learning-based network attack detection. Finally, the review surveys prior work

on SmartNIC-based authentication, user-plane function offload in mobile networks,

and RDMA performance evaluation.

By organizing the literature along architectural, security, and performance dimen-

sions, this chapter highlights existing limitations and open challenges, motivating

the investigation of DPUs as a potential common execution layer for networking,

computing, and security in next-generation systems.

Rather than exhaustively covering existing approaches, the focus is on identifying

architectural trends, performance bottlenecks, and open challenges in SmartNICs,

DPUs, and learning-based network security. These insights directly motivate the
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system designs and experimental studies developed in Chapters 3 through 7.

2.1 Network Interface Cards (NICs)

Traditional Network Interface Cards (NICs) are hardware components designed

to enable network connectivity by managing basic packet transmission and recep-

tion. Early NICs primarily served as simple network adapters, forwarding packets

between the network and the host system. Over time, modern NICs have evolved

to include limited forms of hardware acceleration, such as checksum computation,

packet segmentation, and basic offloading capabilities. Despite these improvements,

conventional NICs remain constrained in terms of programmability and adaptability.

They are typically unable to accommodate the growing complexity and dynamic

requirements of contemporary high-speed networks, where flexible and intelligent

packet processing is increasingly necessary.

2.2 SmartNICs

The emergence of Smart Network Interface Cards (SmartNICs) addresses

many of the limitations inherent in traditional NICs. SmartNICs incorporate pro-

grammable processing capabilities, often leveraging Field Programmable Gate Ar-

ray (FPGA), Application Specific Integrated Circuit (ASIC), or Arm-based System

on Chip (SoC) architectures, to offload network, storage, and security functions

from the host processor. A SmartNIC represents a significant evolutionary step in

networking technology, combining heterogeneous domain-specific accelerators with

general-purpose cores to efficiently handle infrastructure tasks [3].

Based on their underlying hardware architecture, SmartNICs are typically cat-

egorized as ASIC-, FPGA-, or SoC-based [4]. Generally, performance and cost

decrease as we move from ASIC- to SoC-based designs, while programmability and

ease of development increase. Among these categories, SoC-based SmartNICs strike

the best balance between price, performance, and programmability. Therefore, in

this work, we focus exclusively on SoC-based SmartNICs, which we refer to simply
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as SmartNICs for brevity.

From Traditional NICs to SmartNICs

As illustrated in Fig. 2.1(a), conventional NICs primarily handle packet transmission

and reception using Direct Memory Access (DMA) to move packets between the

network and host memory, where the host Central Processing Unit (CPU) performs

higher-level processing. In addition, they may offload certain repetitive operations,

such as checksum computation or error detection, to hardware.

More advanced NICs, including Mellanox ConnectX-4 and ConnectX-5 adapters,

extend these capabilities by supporting frameworks like eXpress Data Path (XDP),

eBPF, and Data Plane Development Kit (DPDK), which improve packet-processing

efficiency in both kernel and user space.

By contrast, a SmartNIC, shown in Fig. 2.1(c), integrates a programmable multi-

core SoC running a full-fledged Operating System (OS). This architecture enables

flexible programmability and allows infrastructure functions to execute directly on

the SmartNIC without involving the host CPU. The intelligence of these devices lies

in their ability to operate autonomously, implementing a wide range of tasks from

packet filtering and encryption to flow management while remaining adaptable to

evolving network demands.

Figure 2.1: Main functional blocks of traditional NICs (a), Offloaded NIC (b), and
SmartNIC (c) [3].

In addition to general-purpose processing units, SmartNICs incorporate special-

ized hardware accelerators that vendors provide to enhance specific tasks, such as

packet filtering, encryption, and regular expression matching. These domain-specific
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processors achieve high performance for targeted functions and exhibit significantly

greater energy efficiency than general-purpose CPU. These hardware accelerators

can process network traffic directly, reducing reliance on the SmartNIC CPU, which

primarily orchestrates execution rather than performing intensive processing.

Compared with traditional NICs, SmartNICs do more than provide high-speed

network connectivity. They also offload infrastructure tasks that were previously

handled by the host server. This capability enables applications such as zero-trust

security, telemetry, and advanced networking to run within the SmartNIC, thereby

conserving valuable compute resources on the host. SmartNICs improve network

efficiency, lower operational costs, and enhance security by reducing CPU overhead.

2.3 SuperNICs: The Next Evolution

The advent of artificial intelligence (AI) and hyperscale cloud computing has driven

further advances in network acceleration. SuperNICs represent a new class of

network accelerators designed explicitly for AI workloads, enabling high-performance

GPU-to-GPU communication in Ethernet-based cloud infrastructures.

The key attributes of SuperNICs include:

• Ultra-fast network speeds: Achieves up to 400 Gbps using Remote Direct

Memory Access (RDMA) over Converged Ethernet (RoCE) technology.

• Packet reordering: Ensures sequential integrity of data packets when inte-

grated with high-performance network switches.

• Advanced congestion control: Utilizes real-time telemetry and network-

aware algorithms to mitigate congestion in AI networks.

• Programmable compute: Supports customization through I/O path pro-

grammability, enabling optimized AI cloud infrastructure.

• Power efficiency: Designed to operate within constrained power budgets,

making it ideal for large-scale AI workloads.
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2.4 SuperNIC vs. SmartNIC

While SmartNICs share some functional similarities with SuperNICs, they serve

distinct roles. SmartNICs offload general network, security, and storage workloads

from the CPU, whereas SuperNICs are explicitly optimized for AI-driven network-

ing. While NVIDIA BlueField devices share some characteristics with SuperNICs,

they are positioned as general-purpose DPUs rather than AI-specialized network

adapters.

The key differences include:

• Purpose: SmartNIC focuses on general network acceleration, while Super-

NICs specialize in AI networking.

• Performance: SuperNICs deliver high-throughput, low-latency communica-

tion for AI workloads, scaling efficiently at 400 Gbps per GPU.

• Efficiency: Unlike SmartNIC, which consumes substantial computational re-

sources, SuperNICs achieve AI networking acceleration with lower power con-

sumption.

In this thesis, SuperNICs are considered primarily as a reference point for AI-

centric networking, while the focus remains on DPUs and SmartNICs as general-

purpose offload platforms for security and data-plane processing.

2.5 Graph Neural Networks

Several kinds of objects are defined in terms of connections to other things and are

thus naturally expressed in a graph form. Molecules, social networks, and citations

are just some examples of structures that are naturally described as graphs. While

there is an obvious interest in exploiting machine learning on this kind of data,

standard neural networks cannot be used to learn on graphs, as they are made

to work on arrayed-structured data. For this reason, in 2008 Scarselli et al. [5]

introduced graph neural networks, a class of deep learning models developed to
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operate on graph-structured data. Graph Neural Networks (GNNs) have gained

a rapid interest, and are now successfully applied in several areas such as physics

simulations, recommendation systems, antibacterial discovery, and networking [6].

The field of GNNs is vast, and graph networks can differ considerably. As a

general consideration, we can define a GNN as a permutation invariant optimizable

transformation on graph attributes (nodes, edges, and global parameters) [7]. The

permutation invariant attribute refers to the fact that GNNs preserve symmetries.

The prediction problems tackled by these networks can be divided in three categories:

(i) graph level tasks where predictions try to discover a property of the entire graph

(e.g., molecule toxicity), (ii) edge level tasks where predictions concerns the rela-

tions between nodes (e.g., reccomendation systems), and (iii) node level tasks where

predictions try to find the identity or role of each node of the graph.

2.5.1 Message Passing Neural Networks

The first kind of GNN is the Message Passing Neural Network (MPNN). Let G =

(V, E, U) be a graph, where V is the set of vertices (nodes), E is the set of edges,

and U is the global features. Consider now a simple problem of node representa-

tion learning, where each vertex v ∈ V has a set of features xv, represented by a

vector of dimension n, namely the hidden state h0
v. In each iteration t of the pro-

cess, a message-passing operation occurs, where the hidden states of the nodes are

combined with the hidden state of their neighbors (e.g., through addition). This

message-passing operation involves two functions: an aggregation function a(·) that

consolidates the received hidden states (e.g., through addition), and an update func-

tion u(·) that merges the current hidden state of the node with the result of the

aggregation (usually employing a differentiable model such as a multilayer percep-

tron).

At iteration t, the message-passing operation is defined formally as follows:

mv,w = m(ht
v, ht

w, ev,w) (2.1)

M t+1
v = a({mv,w|w ∈ N(v)}) (2.2)
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ht+1
v = u(ht

v, M t+1
v ) (2.3)

here hidden state of node v at iteration t is denoted by ht
v. ev,w is the edge which

connects nodes v and w. The message sent from w to v is represented by mv,w,

whereas the aggregated message received by v is denoted by M t
v. The neighborhood

of v (which comprises all vertices adjacent to v) is represented by N(v).

It is feasible to depict the complete graph as a single vector following the execu-

tion of T iterations. This can be accomplished by utilizing a permutation invariant

function that operates on all the concealed states of the nodes during a readout

phase.

y = r(hT
v |v ∈ V ) (2.4)

where y is the final representation vector; r is the permutation invariant function.

Finally, y is used to make the final prediction.

2.5.2 Graph Convolutional Networks

First proposed in 2017 by Kipf and Welling [8], Graph Convolutional Networks

(GCN) models are graph networks that rely on graph convolutions to support scala-

bility and fast semi-supervised classification of nodes. GCNs propagate information

across the graph through a message-passing mechanism and update the node fea-

tures based on the information in its neighborhood only. This process is repeated

for several layers, allowing the network to capture increasingly complex relation-

ships between nodes. The message-passing mechanism in GCNs closely resembles

the convolution operation in CNNs, and hence the name. In CNNs, the convolution

operation updates an element according to the patterns from its neighbours in an

arrayed structure. Similarly, in GCNs, the message-passing mechanism aggregates

information from a node’s neighbors, effectively capturing local patterns within the

graph structure.

The following equations describe the GCN layer update rule:

H(l+1) = σ(D̃− 1
2 ÃD̃− 1

2 H(l)W (l)) (2.5)

13



Where H(l) and H(l+1) are the input and output feature matrices of the GCN layer,

respectively; D̃ represents the degree matrix of the graph, which is a diagonal matrix

where the entries correspond to the number of neighbors for each node; Ã denotes

the normalized adjacency matrix of the graph, which is obtained by adding self-

connections to the adjacency matrix A and normalizing it using the square root of

the degree matrix D̃; W (l) is the trainable weight matrix of the GCN layer; σ is a

non-linear activation function, such as a sigmoid or Rectified Linear Unit (ReLU).

The update rule can be interpreted as a weighted average of the node and of its

neighbours.

The node-wise perspective of the GCN update rule is described by the following:

h
(l+1)
i = σ

 ∑
j∈N(i)

cijW
(l)h

(l)
j

 (2.6)

Where h
(l)
i and h

(l+1)
i are the input and output representations of node i or i + 1 at

layer l. N(i) is the set of neighbors of node i. cij is a normalization factor defined

as cij = 1√
|N(i)|
√

|N(j)|
. The node-wise update rule can be interpreted as a weighted

average of the node’s representation and the representations of its neighbours, where

the weights are determined by the normalization factor cij.

2.5.3 Graph Attention Networks

Graph Attention Network (GAT)s are a type of GNN that uses an attention mech-

anism to learn the importance of different neighbors for each node in the graph.

GATs were first proposed by Velickovic et al. in 2017 [9], and have since become

one of the most popular GNN architectures. These attention networks work by first

computing an attention weight for each pair of nodes using a learnable function

that takes the node features (and edge features if available) as input. The attention

weights are then normalized to sum to 1 for each node and used to update the node

features. As a result, the updated node features are a sum of the features of the node

neighborhood, weighted by the attention weights. The following equation describes

the GAT layer update rule:
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h(l)
i = σ

 ∑
j∈Ni

αijW(l)h(l)
j

 (2.7)

Where h(l)
i is the feature vector of node i at layer l; σ is a non-linear activation

function, such as ReLU; Ni is the set of neighbors of node i; αij is the attention

weight between nodes i and j; W(l) is the weight matrix at layer l.

2.5.4 Ensemble Learning

Ensemble learning is a machine learning technique that combines multiple models’

outputs to improve the overall prediction accuracy. It has emerged as a powerful tool

for DDoS detection, where attackers are constantly developing new and sophisticated

methods. One of the key advantages of ensemble learning is that it can leverage the

strengths of different models to capture diverse patterns in the data. This is akin to

assembling a team of experts with different backgrounds and perspectives to solve a

problem. Just as a team of experts is likely to outperform any individual expert, an

ensemble of models will likely outperform any individual model. Another advantage

of ensemble learning is that it reduces the risk of overfitting: ensembles are less prone

to over-learn the specific features of the training data and better generalize [10].

GNNs based ensemble learning combines the predictions of multiple graph net-

works to produce a more robust and accurate prediction. This is done by training

multiple GNNs on different subsets of the data, and then averaging the predictions

of the individual models.

Among the various ways to ensemble neural networks, a common approach is to

use a weighted average of the predictions of the individual models [11]. The weights

can be assigned based on the performance of the individual network on the training

data, or they can be learned using a hyperparameter tuning algorithm. Another

approach to ensemble GNNs is to use a stacking technique, where the individual

model predictions are used as input to a meta-learner. The meta-learner combines

the predictions of multiple models instead of only weighted averages. The meta-

learner is then trained to predict the final output.

The following equations describe the ensemble method for a GNN with equal
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weights:

ŷi = 1
M

M∑
m=1

gm(h(l)
i ) (2.8)

Where ŷi is the predicted output for node i; M is the number of GNNs in the

ensemble; gm is the mth GNN in the ensemble; h(l)
i is the feature vector of node i

at layer l.

2.6 Network Security Function Offloading Using

SmartNICs

Modern network security relies on ensuring the CIA triad: confidentiality, integrity,

and availability of data in transit. While encryption and authentication protect

confidentiality and integrity, ensuring availability remains challenging, particularly

against volumetric and protocol-level attacks such as Distributed Denial of Service

(DDoS).

2.6.1 DDoS Attack Detection and Mitigation Strategies

DDoS attacks are a prevalent cyber threat characterized by a malicious attempt

to overwhelm a target’s online resources, rendering them unavailable to legitimate

users. These attacks can be categorized into three primary types, each with unique

characteristics and implications.

1. Volumetric Attacks: Flooding the Network with Legitimate Traffic - Volumet-

ric DDoS attacks flood the target network with an overwhelming volume of

legitimate traffic, typically generated by a botnet, a network of infected de-

vices controlled by an attacker. This massive influx of traffic saturates the

network’s bandwidth, choking it to a standstill. As a result, legitimate users

cannot access the target website, application, or service.

2. Protocol Attacks: Exploiting Layer 3 and 4 Vulnerabilities - Protocol attacks

target network protocols operating at Layer 3 (network layer) and 4 (transport
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layer). These attacks aim to consume the target server’s resources and those of

intermediate communication equipment, such as firewalls and load balancers,

rendering them unable to handle legitimate traffic. Common protocol attacks

include SYN flood attacks, UDP flood attacks, and ICMP flood attacks.

3. Application Attacks: Exploiting Vulnerabilities at Layer 7 - Application layer

attacks target the application layer (Layer 7), the highest layer of the network

stack. These attacks exploit legitimate requests to consume computing re-

sources, such as database queries or file reads. Unlike volumetric and protocol

attacks, application-layer attacks may be more challenging to detect as they

often blend in with legitimate traffic.

A comprehensive detection system is crucial for effectively detecting and miti-

gating DDoS attacks. This system should be able to analyze both aggregated traffic

patterns and specific traffic flows to identify anomalies that may indicate an at-

tack. Analyzing aggregated traffic provides insights into overall network behavior,

while examining particular traffic flows helps identify suspicious activity between

two endpoints.

Combining these perspectives allows a flexible detection system to distinguish

between legitimate traffic and malicious attacks. The DDoS detection system must

reach a trade-off between (i) the delay due to massive receiving traffic under analysis

(to deliver an adequate overview to monitor probable malicious patterns) and (ii)

the reactivity to implement appropriate mitigation and security rules before conse-

quential damages.

Moreover, DDoS mitigation strategies should also account for the overall net-

work’s computational capacity. Overburdening the network with intensive process-

ing tasks can lead to performance bottlenecks, hindering the ability to respond to

other network traffic.

Detection of DDoS attacks using traditional Machine Learning (ML) and Deep

Learning (DL) techniques involves using traffic-level or flow-level features that are

statistical representations of the data associated with transmitted packets within a

given flow or time window. These features are significant in identifying potential
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attacks. Those approaches perform well when trained on well-known Intrusion De-

tection System (IDS) datasets. Still, these IDS are not widely adopted in real-time

systems due to their inability to generalize and adapt to diverse traffic profiles and

network conditions [12].

To tackle this issue, we can shift from statistical aggregation to a deeper anal-

ysis of traffic flow structure. This task involves examining sequences of exchanged

packets between two endpoints and considering aggregated traffic, defined as the

collection of flows established among endpoints within a specific time window.

This approach, augmented topological knowledge, enables the detection of com-

mon structural patterns in specific types of DDoS attacks. A recent breakthrough

has emerged with the application of GNN to the problem of DDoS [13]. This ap-

proach harnesses topological information to enhance both robustness and detection

accuracy. However, analyzing intra- and inter-entity flow-level connections is essen-

tial for capturing all potential attack patterns.

Recent research has explored graph-based representations of network traffic to

improve DDoS detection robustness. Hierarchical traffic graphs have been proposed

to jointly capture flow-level and aggregated traffic structures, enabling models to ex-

ploit both local and global patterns. Ensemble learning techniques further improve

robustness by combining multiple lightweight graph models trained on different traf-

fic substructures. These approaches show promise in improving generalization and

resilience to evolving attack strategies, but raise open questions regarding inference

cost and real-time deployability.

2.6.2 Wire-Speed DDoS Attack Detection

Network security has become a critical issue due to the increasing reliance on the

Internet for various aspects of daily life [14], [15]. Network attacks, such as DDoS

attacks, malware, and botnets, constantly threaten network security [16]. Intrusion

detection systems (IDSs) and intrusion prevention systems (IPSs) are essential tools

to detect and prevent these attacks [17]. Traditional software-based IDSs and IPSs

struggle to analyze network traffic in real-time due to rising speeds and volumes
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[18]. Recent studies explored hardware-accelerated solutions for real-time intrusion

detection and DDoS mitigation[17]. For example, ThunderSecure leverages stream-

based features and one-class classification networks to achieve high detection rates

and low false positives on 100 Gbps networks [19]. While many previous works have

explored the integration of FPGAs and SmartNICs with IDS/IPS processing [20]–

[26], these efforts predominantly focused on offloading specific functionalities, such

as regular expression matching, to the FPGA/SmartNIC. However, these solutions

fail to achieve 100 Gbps processing within a single server. For example, even with

optimized regular expression matching, Snort 3.0 achieves only 400 Mbps per core,

requiring 250 cores to sustain line rates. Recent DPU platforms enable the offloading

of selected IDS/IPS primitives, such as traffic filtering and DPI, to programmable

network devices, offering an alternative to FPGA-centric designs.

DPUs are programmable and scalable, and eliminate specialized hardware de-

signs like FPGAs, making them a cost-effective, high-performance alternative for

100 Gbps IDS/IPS processing.

In this context, recent work has explored hardware-accelerated frameworks for

live traffic analysis and attack mitigation using SmartNICs, integrating DPDK-based

packet processing, regular-expression matching, and open-source IDS engines such

as Suricata.

Building on this architectural foundation, the remainder of the chapter shifts

focus from capability to application. In particular, it examines how these pro-

grammable network devices are leveraged to support security-critical and performance-

sensitive workloads, where strict latency, throughput, and resource constraints apply.

This transition motivates the discussion of network security mechanisms, learning-

based attack detection, and hardware-assisted enforcement, which are addressed in

the following sections.

Network security has become a critical issue due to the increasing reliance on the

Internet for various aspects of daily life. Various types of network attacks, such as

DDoS attacks, malware, and botnets, constantly threaten network security. Intru-

sion detection systems (IDSs) and intrusion prevention systems (IPSs) are essential
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tools to detect and prevent these attacks [27].

However, with the increase in network speeds and traffic volumes, traditional

software-based IDSs and IPSs face significant challenges in real-time processing and

analyzing network traffic. Traditional intrusion detection systems (IDSs) face sev-

eral challenges, such as high false positive rates and limited scalability, which hinder

their effectiveness in detecting modern cyber threats. Scalability concerns at the

switch level have been tackled partially by introducing data plane programmability

with P4-based feature extraction [28] and in-network machine learning pipelines [29].

At the smart NIC level, the paper [30] ONLAD-IDS presents an innovative approach

that uses SmartNIC and the Online Aggregation (ONLAD) algorithm to perform

intrusion detection. However, the paper has some limitations, including limited eval-

uation of hardware utilization, lack of comparison with state-of-the-art IDSs, and

scalability. To address this challenge, hardware-based IDSs, and IPSs must be de-

veloped to offload network traffic processing from the CPU to specialized hardware

devices such as smart network interface cards (NICs). The paper [23] proposes an

FPGA-based approach for intrusion detection in cloud systems, which offloads detec-

tion tasks to FPGA-based SmartNICs for improved efficiency and reduced overhead.

This model achieves high throughput, low latency, and high detection accuracy while

providing benefits such as improved scalability and reduced power consumption. Al-

though the paper has limitations, such as limited evaluation and lack of comparison

with other FPGA-based approaches, it presents an innovative solution to the lim-

itations of software-based intrusion detection in cloud systems. Further research

and development could significantly enhance cloud systems and data center security.

Another paper [31] presents an interesting approach to intrusion detection using

extended Berkeley Packet Filter (eBPF) technology in the Linux kernel, but some

potential limitations should be considered. Firstly, the effectiveness is decreased on

larger networks with higher traffic volumes, which could limit its scalability. Sec-

ondly, false positives and negatives are not addressed. Finally, the paper does not

evaluate the potential overhead of the system on system resources, such as CPU

and memory usage. These limitations should be considered when considering the
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feasibility and applicability of the proposed system in real-world scenarios.

The paper [32] proposes a real-time network intrusion detection system that uses

a deferred decision and hybrid classifier approach to improve detection accuracy and

reduce false alarms. The authors provide a comprehensive overview of the system

architecture and implementation details, and the experimental results show promis-

ing results on a publicly available dataset. However, the paper could be improved

by providing a more detailed comparison with existing IDSs, discussing limitations

and potential future directions, and evaluating the system’s effectiveness on other

datasets and real-world scenarios. ThunderSecure [19]: deploying real-time intru-

sion detection for 100G research networks by leveraging stream-based features and

one-class classification network" by Gong et al. presents a novel intrusion detection

system (IDS) called ThunderSecure that achieves high detection rates and low false

positives on a real-world 100Gbps research network. A potential limitation is that

ThunderSecure is only evaluated on a single network and is not compared to other

IDS solutions.

Baresellotti et.al [33] an idea to highlight the potential benefits of using DPUs to

enable edge computing, which can help mitigate the impact of DDoS attacks. Edge

computing allows for data processing closer to the source, reducing the dependence

on centralized cloud servers. By distributing processing power across multiple DPUs

at the edge, organizations can better handle the impact of DDoS attacks on their

central servers. For example, if a data center and cloud system are under a DDoS

attack, the traffic can be diverted to a DPU at the edge, where it can be analyzed

and filtered for malicious traffic. This can help reduce the load on the central server

and prevent the DDoS attack from affecting legitimate traffic. While the paper does

not discuss DDoS attacks in depth, it does highlight the potential benefits of using

DPUs at the edge to enable edge computing, which can help mitigate the impact of

DDoS attacks on centralized cloud servers.
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2.6.3 Machine Learning-based DDoS Attacks

Previous work to detect DDoS attacks through ML and DL have concentrated on

balancing detection performance with introduced latency. This is because these

methods typically utilize complex models that require significant computational re-

sources to train and execute, leading to increased latency. Hence, these limitations

must be addressed to enable a real-time application of ML/DL based DDoS attack

detection. One promising approach is using GNNs, a neural network designed to

work with graph data. The graph represents relationships between entities, such

as the relationships between nodes in a network. GNNs are effective for various

graph data tasks, such as fraud detection and social network analysis [34]. In this

section, we evaluate some GNN-based DDoS attack detection techniques, including

ensemble-based GNN approaches.

2.6.4 DDoS Attack Detection

Anomaly-based detection methodologies are used to detect and identify DDoS at-

tacks by accumulating enough data [35], [36], [37]. Over the past few years, signifi-

cant research has focused on designing and implementing high-performance IDS/IPS

solutions. These systems are typically based on signature-based or anomaly-based

approaches [23].

[38] optimized Snort 3.0 IDS using DPDK to improve detection rates and address

performance issues. They introduced an alternative packet polling technique to

reduce CPU interruptions and memory operations. However, the study lacks an

evaluation of scalability, complex traffic, and multi-threaded efficiency.

[39] conducted a comparative analysis of three widely used intrusion detection

systems (IDS)Snort, Bro, and Suricata. They examined resource utilization, packet

processing capacity, and packet drop rates that limit network intrusion detection

systems (NIDSs) from handling high traffic volumes in large-scale networks. They

highlighted the limitations of default configurations, detection method optimizations,

and DAQ (Data Acquisition) configuration modifications in improving capture per-

formance. Their findings indicated that specific pattern-matching algorithms could
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mitigate traffic volumes but high CPU utilization. The Suricata CPU usage ex-

ceeded 93% when processing traffic above 10 Gbps with only 20 flows. Furthermore,

Snort and Zeek (formerly Bro) could not sustain high detection rates at traffic speeds

exceeding 5-7 Gbps due to their reliance on software-only processing.

In their follow-up research, [40] addressed the scalability challenges of open-

source IDS systems in high-speed networks. By leveraging a transparent IDS with

eXpress Data Path (XDP), they achieved a maximum data transfer rate of 60 Gbps

with Suricata. However, once the data rate reached this threshold, packet drop

rates increased as Suricata started discarding packets due to the bottleneck. This

is a limitation in software-only architectures for real-time detection and prevention

in high-speed networks.

[41] presented DPI library named Libprotoident that identifies application layer

protocols for network flows. Unlike other methods that require capturing the entire

packet payload, Libprotoident utilizes the first four bytes of the payload transmitted

in each direction, the size of the first packet containing the payload in each direction,

and the TCP or UDP port numbers relevant to the flow. However, Libprotoident

processing is performed by the CPU without hardware offloading or connection

tracking, which limits its scalability for high-speed traffic analysis.

[42] presented the nDPI library, an application-layer detection of protocols inde-

pendent of the port being used. This allows for the identification of known protocols

on non-standard ports and the detection of unknown protocols. However, iterating

over many protocol dissectors increases CPU cycles and causes branch mispredic-

tions. The nDPI maintains a per-flow state (e.g., protocol detection status, meta-

data) that often involves pointer chasing and frequent, small memory allocations.

However, dynamic per-flow state management leads to cache and TLB misses. Fi-

nally, the intensive payload scanning for pattern matching further strains the CPU.

These factors in nDPI limit throughput in high-speed networks.

[43] presented OpenDPI, which leverages behavioral and statistical analysis to

infer transmission types, but its low-level processing faces bottlenecks. Specifically,

computing detailed statistical indicators for each flow introduces significant CPU
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overhead, mainly when processing large traffic volumes. Because OpenDPIs ap-

proach depends on access to unencrypted payload data, its performance depends on

encryption, which limits the effectiveness of signature extraction [44].

[23] proposed an FPGA-based approach for intrusion detection in cloud systems,

which offloads detection tasks to FPGA-based SmartNICs for improved efficiency

and reduced overhead. This model achieves high throughput, low latency, and high

detection accuracy but limits the number of flows that can be processed.

Wang et al. [31] used extended Berkeley Packet Filter (eBPF) technology in the

Linux kernel to overcome the limitation of a number of flows. However, eBPF-based

solutions struggle in larger networks with higher traffic volumes, which could limit

their scalability.

Many DPI methods have also been proposed to classify network traffic, but these

solutions are typically resource-intensive and fail to achieve consistent performance

at high speeds, especially in scenarios requiring live traffic analysis and mitigation

of large-scale DDoS attacks.

There are numerous proposed methods and frameworks for detecting DDoS at-

tacks. This subsection emphasises the ML and DL based approaches. These tech-

niques have proven effective in identifying various DDoS attack types, such as volu-

metric attacks, protocol attacks, and application-layer attacks.

Previous work on DDoS attack detection has also explored hardware accelera-

tion techniques to improve detection performance and reduce latency. Musumeci

et al. [28] introduced a Software Defined Networking (SDN) based DDoS detection

system. In this system, the DDoS attack detection module receives stateful traffic

information based on a sliding window from the system. They utilized Barefoot

Tofino switches enabled with P4, which offload a part of the detection process to

the data plane. Moreover, the recent work of De Marinis et al. [45] demonstrated

that it is possible to onboard the logic of a DNN inside a programmable switch

pipelines made of a cascade of flow tables. The paper evaluated the mapping and

the onboarding of a P4-based DDoS detector DNN applied at the packet level [46],

achieving a F1-score above 92%. This approach, however, assumes the availability
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of specialized programmable hardware in the network operator ecosystem.

The LUCID technique, as proposed by Doriguzzi-Corin et al. [47] is employed to

detect DDoS attacks, offering lightweight execution with minimal processing over-

head and detection time. The distinctive traffic preprocessing mechanism is de-

signed to feed the CNN model with network traffic for online DDoS attack detection.

Their evaluation compared LUCID with DeepDefense 3Long Short-Term Memory

(LSTM) across multiple datasets, including ISCX2012, CIC2017, CSECIC2018, and

UNB201X, yielding comparable results. Notably, LUCID outperformed 3LSTM in

terms of detection time. Additionally, LUCID was compared with other contem-

porary methods, including DeepGFL, Multilayer Perceptron (MLP), LSTM, 1D-

Convolutional Neural Network (CNN), and 1D-CNN LSTM, with validation on the

CIC2017 dataset. The evaluation results demonstrated that LUCID achieves good

performance from existing state-of-the-art techniques. The study verified that LU-

CID effectively learns domain information by calculating kernel activations for each

feature. Remarkably, the training time of LUCID on a GPU development board was

40 times faster than the authors’ implementation of DeepDefense 3LSTM. However,

LUCID has not investigated the case of small flows (i.e., mouse flows with limited

bytes exchanged between endpoints) with padding mechanism, which may suffer

from scalability issues.

2.6.5 Graph Neural Networks based Attacks Detection

GNNs help to identify potential anomalies by analyzing the flow of each feature

in the dataset. [48]. The GNN looks promising in different cyber security fields,

such as threat intelligence, vulnerability, and malware detection [49]–[52]. However,

the detection of DDoS needs to be correctly implemented to get the full benefit of

GNN nature using hierarchical traffic filtering and tackle adversarial attacks. The

previous solutions[51], [52] for attack detection used measuring each flow or multiple

sketches for independent flows without hierarchical traffic filtering. It is essential

to detect elephant flows and aggregate mice flow to improve detection and reduce

computational cost [53]. The ensemble-based intrusion detection enhances overall
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robustness against adversarial attacks since combining GNN models present different

sensitivities to attacks [54].

Several recent studies have explored the use of self-supervised GNNs for various

tasks, including Network Intrusion Detection System (NIDS), Knowledge Tracing

(KT), and graph-based clustering. Pujol-Perich et al. [55] highlighted the impor-

tance of constructing a graph representation of network flows to unveil meaningful

structural patterns for developing robust and accurate NIDS. They articulate net-

work flows and their interconnections within the network using a graph structure.

Subsequently, a message-passing function is introduced to effectively glean insights

from host connection graphs. The model’s efficacy is assessed using the CIC-IDS2017

dataset and is benchmarked against various machine learning classifiers. The evalua-

tion involves artificially modifying flow features relevant to the attack scenarios, such

as packet size and inter-arrival times. The results demonstrate that the proposed

GNN model maintains baseline accuracy compared to other models that exhibit

degraded performance when exposed to altered traffic flows.

The study conducted by Li et al. [56] introduced the GraphDDoS model, de-

signed to detect both low-rate and high-rate DDoS attacks by considering the rela-

tionships among packets within a single flow and between different flows. In pursuit

of this goal, network packets with the same source and destination IP addresses are

grouped, forming the basis for constructing an endpoint graph as the final repre-

sentation. Message-passing operations are then executed on these graphs using a

Graph Isomorphism Network (GIN), and a readout function computes the resulting

graph embeddings. The efficacy of the model is evaluated on the CIC-IDS2017 and

CIC-DoS2017 datasets.

Song et al. [57] proposed a self-supervised GNN model for KT called Bi-CLKT.

Bi-CLKT learns node and graph embeddings using positive and negative pair graph

training. The authors showed that Bi-CLKT outperforms state-of-the-art KT mod-

els.

Guo et al. [58] introduced GLD-Net, a model adept at integrating topological

structure and traffic features. The approach involves segmenting traffic data into
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time slots and constructing a subgraph for each slot. Topology information is in-

corporated as node features in these subgraphs, while flow statistics serve as edge

features. The subgraphs undergo processing using a GAT, allowing simultaneous

analysis of both traffic and topological features. The resulting outputs are then

interpreted as a time series, inputting a LSTM) network.

Yang et al. [59] proposed another self-supervised GNN model for graph-based

clustering called Variational Co- embedding Learning Model for Attributed Network

Clustering (VCLANC). This model uses node embeddings and attributes to learn

local and global mutual affinities between graph elements. The authors showed that

VCLANC outperforms other graph-based clustering methods.

Lo et al. [60], proposed E-GraphSAGE, a GNN-based IDS for the Internet of

Things (IoT). The authors argue that GNNs are well-suited for IDS because they

can learn the complex relationships between the devices and nodes in an IoT network.

The proposed E-GraphSAGE model is based on the GraphSAGE algorithm [61], a

GNN that can learn node representations in a graph. E-GraphSAGE extends Graph-

SAGE by incorporating edge features and topological patterns into learning. This

makes E-GraphSAGE more effective at detecting malicious network flows in IoT

networks. E-GraphSAGE has been tested on four benchmark IoT NIDS datasets,

outperforming other state-of-the-art models on all four datasets. It is the first suc-

cessful, practical, and extensively evaluated approach to applying GNNs to the

problem of network intrusion detection for IoT using flow-based data. Their study

observed a significant enhancement in botnet detection performance by utilizing

their proposed model. This improvement was particularly evident when comparing

the outcomes achieved by logistic regression and the pre-existing botnet detection

tool, BotGrep [62]. Alshammari et al. [63] proposed a parameter-free graph re-

duction method for graph-based clustering. The authors showed their approach

can achieve competitive performance with parameter-based graph-based clustering

methods without dataset-specific parameter tuning.

Xiao et al. [64] proposed a traditional graph embedding approach to perform

network intrusion detection. The first step they took was to convert the network
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flows into graphs based on the source and destination IP and port pairings. After

that, they used traditional graph embedding techniques like DeepWalk (skip-gram)

for network intrusion detection. However, there is a significant drawback to this

approach: it utilizes conventional transductive graph embedding methods [65] which

are not capable of generalizing to unseen node embeddings, such as IP addresses and

port numbers that were not included during the training phase. This means that the

approach is not suitable for most practical NIDS application scenarios, as it cannot

rely on every IP address and port pair appearing in the training data. This means

that the model cannot detect new attacks that use IP addresses or port numbers that

the model has never seen before. This is a major limitation, as attackers constantly

develop novel attacks and techniques.

In contrast, Anomal-E [66] is a self-supervised GNN model that does not require

labeled data to train and can be generalized to unseen node embeddings. This

makes Anomal-E a more promising approach to network intrusion detection, as it

can detect known and unknown attacks. Anomal-E has been developed for network

intrusion and anomaly detection. It incorporates and leverages edge features to

learn the complex relationships between different devices and nodes in a network.

This allows Anomal-E to detect malicious network activity, even if it has never seen

that type of attack before. Anomal-E has outperformed baseline methods on two

benchmark NIDS datasets regarding accuracy and generalization capability. This

demonstrates the potential of Anomal-E to improve the security of networks by

more effectively detecting known and unknown attacks. In addition to its perfor-

mance, it offers several other advantages over traditional NIDS approaches. First,

it is a self-supervised model, meaning it does not require labeled data to train, a

significant advantage in network intrusion detection, where labeled data is scarce

and expensive. Second, Anomal-E can leverages edge features, providing additional

information about the relationships between different devices and nodes in a net-

work. This information is essential for detecting sophisticated attacks that exploit

vulnerabilities in the network topology. Despite these advances, many graph-based

intrusion detection systems remain computationally expensive or insufficiently inte-
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grated with hardware offload mechanisms, limiting their applicability in high-speed

production networks.

These limitations motivate hierarchical and flow-aware graph constructions that

balance detection accuracy with inference cost, which are further explored in Chap-

ter 5.

2.6.6 Ensemble GNN Learning

GNN models are a powerful tool for learning from graph-structured data. They

are used in various applications, including social network analysis, recommendation

systems, and computer vision [67]. However, deep learning models can be complex

and computationally expensive to train, and they can overfit the training data lead-

ing to poor performance on unseen data. Despite these challenges, GNNs have the

potential to improve the performance of intrusion detection systems significantly.

Hou et al. [68] proposed a novel approach to aspect-level sentiment classification

that leverages the power of GNNs and ensemble learning. Aspect-level Sentiment

Classification (ALSC) is a promising solution that uses GNNs to construct multiple

dependency trees for an input sentence, each of which captures a different aspect of

the sentence’s syntactic structure. Some graph networks are then applied to each

dependency tree to learn representations of the words and phrases in the sentence.

These representations are combined using an ensemble learning technique to predict

the aspect-level sentiment. This approach has been shown to outperform state-of-

the-art methods on several benchmark ALSC datasets. For example, in the SemEval

2014 Task 4 dataset, the graph ensemble learning approach achieved an F1-score of

88.45%, compared to 85.62% for the best baseline method.

Wei et al. [69] proposed a new GNN-Ensemble approach to address the chal-

lenges of complexity, computational expense, and overfitting in intrusion detection

systems. This approach reduces the overall complexity and computational cost of

training while also improving the robustness of the model to overfitting. It ran-

domly constructs multiple substructures from the input graph and trains a GNN

on each substructure. The predictions of the individual models are then combined
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using a weighted voting scheme. The authors evaluate GNN-Ensemble on several

benchmark datasets and show that it outperforms other GNN-based methods in

accuracy and generalization. While it is a promising new approach, it has some lim-

itations. First, implementing it is more complex, as it resorts on multiple models.

Second, ensemble GNNs may require more training data than single ones as they

need to train multiple models, each of which is trained on a different subgraph of

the network traffic data. Additionally, ensemble models can be more sensitive to the

data quality, so it is vital to ensure that it is well-labeled and representative of the

real-world data on which the model will be deployed [70]. Finally, it is still open to

research how best to design the substructures and voting scheme for different tasks.

Wang et al. [71] proposed a novel GNN-based NIDS approach called Spatio-

Temporal Graph Attention Network (N-STGAT). It leverages a graph attention

mechanism to learn representations of network traffic that incorporate the spatial

and temporal features of the data. The authors evaluate their approach on the lat-

est flow-based dataset for near-earth remote sensing systems. Their results show it

outperforms state-of-the-art GNN-based NIDS approaches by a significant margin.

The author’s work substantially contributes to the NIDS. Their approach can im-

prove computer network security by making NIDS more effective against novel and

zero-day attacks, especially in near-earth remote sensing systems.

Qi et al. [72] proposed a novel Graph Ensemble Network (GENet) for traffic

prediction. GENet is a deep learning model that learns to predict traffic flow by

leveraging the power of GNNs. A graph-based representation of the traffic network

captures the relationships between road segments and intersections. A multi-scale

GNN architecture allows GENet to learn representations of traffic at different levels

of granularity. In this work, a customized loss function is designed to improve the

performance of GENet on traffic prediction tasks.

The above papers introduce ensemble-based GNN use cases for some real-world

applications. In the following sectrion, we will address ensemble-based GNN tech-

niques for the detection of network attacks.

30



2.6.7 Ensemble-based GNN Techniques for Attacks Detec-

tion

Control Area Network (CAN)s are widely used in vehicles and other embedded

systems to communicate between components. However, CANs are vulnerable to

various attacks, including message injection, suspension, and falsification. These

attacks can have serious consequences, such as disrupting vehicle operations or caus-

ing accidents. Traditional anomaly detection mechanisms for CANs are either slow

or ineffective against some attacks. Additionally, these mechanisms often require a

lot of training data, which can take some effort to collect. Zhu et al. [73] proposed

a Federated Graph Neural Network (FGNN) for fast anomaly detection in CANs.

This novel approach leverages the power of GNNs to learn representations of CAN

traffic that can be used to detect anomalies. This technique is federated, meaning

it can be trained on a distributed network without compromising privacy. Their

approach works by constructing a graph from the CAN traffic data. The nodes of

the graph represent CAN messages, and the edges of the graph represent the rela-

tionships between different notes. They trained their model to learn representations

of the nodes and, in turn, to detect anomalies in the CAN traffic. The authors

compared their model to several state-of-the-art CAN anomaly detection methods,

including Support Vector Machine (SVMs), random forests, and other GNN-based

methods. The results showed that their approach outperformed all baseline meth-

ods regarding accuracy and speed. Specifically, they achieved an accuracy of 99.9%

on the UNSW-NB15 dataset and an accuracy of 99.8% on the Kvaser dataset. The

F1-score of their model is 99.1% with binary classification and but due to the unbal-

anced dataset, they achieved a weighted F1-score is 90.7% with multi-classification

of attacks. Additionally, FGNN detected anomalies in CAN traffic in as little as

three milliseconds. However, more research is needed to evaluate the performance

of FGNN on large-scale real-world CAN systems and to investigate how it can be

used to detect other types of anomalies.

Esmaeili et al. [74] reported a novel GNN-based adversarial malware detection

framework for IoT devices. The proposed framework is designed to be more effective
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against IoT malware than traditional malware detection methods, as it leverages

the power of GNNs to learn representations of IoT devices and their interactions.

The proposed framework works by constructing a graph where the nodes represent

IoT devices and the edges represent their interactions. The proposed framework

then uses a GNN to learn representations of the nodes and edges of the graph

and capture the complex relationships between the devices and their interactions.

These representations are then used to detect malware on IoT devices. The results

showed that the proposed framework could detect malware with an accuracy of

99.18% but they have not reported weighted F1-scores. Their detector achieved a

98.96% detection rate, 1.17% higher than the previous best method. Additionally,

their detector had a 5.95% lower False Positive Rate (FPR) than the previous best

method. Moreover, their detector achieved an F1 score as good as of 0.9658. The

proposed framework also has a fast response time of 3 milliseconds. However, this

framework has not been evaluated on a large-scale, real-world IoT system, nor how

it can detect other types of anomalies in IoT data, such as malicious node network

traffic behavior over the network, and how these malicious nodes are used to conduct

DDoS attacks.

2.6.8 SmartNIC for Secure Authentication

The rise of swarm intelligence-based autonomous systems in next-generation net-

works has brought significant advancements to transportation. These systems effec-

tively handle various tasks, from scheduling to real-time navigation and tracking.

However, the heavy computational and communication load can limit their full po-

tential [75]. To address these challenges, edge-centric systems have emerged as a

viable solution. These systems mitigate load management issues, communication

delays, and traffic overhead by deploying edge-centric servers and edge micro data

centers as private cloud servers closer to swarm devices by using a DPU at both

ends (e.g., Bluefield SmartNiC)[76]. Local data processing at the DPU improves la-

tency and optimizes bandwidth utilization. However, the proximity of private cloud

servers introduces new security concerns for swarm intelligence-based autonomous
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systems [77], [78]. Adversaries can exploit wireless mediums to intercept, eavesdrop,

tamper with, delete, or replay information, jeopardizing device security and privacy

[79]. An active attacker who gains access to an open network and location can easily

extract details about the device’s location, messages exchanged, and time spent at

the location [80]. Consequently, designing a secure and efficient authentication pro-

tocol becomes crucial to protect devices in these systems [81]. Edge-centric comput-

ing encompasses proximity, intelligence, trust, and management control by humans

or machines on the edge [82]. Edge computing extends cloud-based services to the

network’s edge and enhances various services in edge-centric Autonomous Swarm De-

vices (ASD)s systems. From this viewpoint, the incorporation of privacy-preserving

reputation updating (PPRU) into edge computing serves as an illustration and im-

proves the overall effectiveness of the network[83]. Several authors have provided a

comprehensive overview of security challenges, security attacks, security concerns,

and potential solutions in edge computing systems [84]–[93].

Physical Unclonable Function (PUF)s have been considered essential for ensuring

physical security in authentication protocols. However, recent developments, such

as the Xilinx-FPGA-based PUF proposed by [94], have aimed to address this need.

Despite this effort, vulnerabilities in hardware-based PUFs have been identified,

as highlighted by [95]. We summarized the limitations of existing state-of-the-art

authentication protocols, as shown in Table 2.1. These protocols utilize various cryp-

tographic techniques such as identity-based schemes, ECC, lattice-based encryption,

and PUF in the field of edge computing. The comparison reveals the trade-offs be-

tween computational costs, resilience to physical attacks, and the security features

offered by each protocol.

Due to the capacity to handle large and distributed tasks, the swarm devices

are on their way to becoming part and parcel of next-generation networks. How-

ever, owing to low latency and scalability issues, the cloud-based frameworks are

not suitable for swarm devices. Edge computing can resolve these issues, but edge

computing may also introduce new security threats, including vulnerability against

physical attacks, weakness against forgery attacks, and tampering of the hardware.
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Table 2.1: State-of-the-art Authentication Protocols Comparison

Protocol Year Methods Limitations Strengths
[88] 2020 Identity-based AKE

scheme, one-way hash
function

Lacks resilience to physical
attacks

Ensures mutual authentica-
tion, user anonymity

[96] 2022 ECC, one-way hash High computational cost Resilient to physical attacks
[97] 2022 Lattice-based encryption

and signature algorithms
High computational cost Provides key agreement and

location privacy
[94] 2023 PUF, XOR, hash Vulnerable to imperson-

ation and key-leakage
attacks

Mutual authentication,
FPGA-based PUF

[98] 2023 One-way hash, ECC Lacks resilience to physical
attacks at device level

Provides physical security
and privacy

[99] 2023 PUF, ECC High computation cost,
lacks anonymity

Key agreement and privacy
with physical security

[100] 2023 PUF, fuzzy extractor Vulnerable to modeling at-
tacks

Mutual authentication,
silicon-based PUF

Recently, some authentication protocols based on PUFs for edge-computing-based

swarm devices have been proposed. However, autonomous Intelligent Swarm System

(ISS) require secure and efficient authentication schemes to ensure the safety and

reliability of their operations. Existing authentication schemes for edge computing

systems are often insufficient in terms of security, efficiency, and attack resistance.

For example, they may need to verify the physical identity of swarm devices in

different environments, such as smart cities, factories, and autonomous vehicle net-

works. This emphasizes the ongoing challenge of achieving robust physical security

in authentication systems.

Various cryptographic authentication techniques have been designed for edge

computing systems. However, these schemes indicate various limitations, such as a

lack of security features and computational and communication overhead issues.

For example, Irshad et al. [101] proposed a key negotiation scheme that lacks a

user revocation mechanism reported by [102].

Xiong et al. [102] proposed an enhanced key establishment scheme, which is

vulnerable to impersonation and anonymity violation attacks. Jia et al. [85] designed

a bilinear-based protocol susceptible to security attacks.

Agilandeeswari et al. [80] proposed a scheme that uses XOR operations for key

agreement and authentication in the communication between vehicles and smart

grids in a social IoT environment. They also presented formal and informal analyses

to prove their scheme is secure from some well-known attacks.

Yang et al. [103] proposed an inefficient key agreement scheme for resource-
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constrained swarm devices based on Elliptic Curve Cryptography (ECC). The pro-

tocol in question involves assigning a set of pseudo-IDs and a corresponding family

of secret keys to each user. This is accomplished through an Access Service Network

Gateway (ASN-GW), which executes a key pre-distribution process based on elliptic

curve cryptography. Unlike other schemes, no bilinear pairing is required. However,

the ASN-GW must generate many pseudo-IDs for each registered user, and any mo-

bile user must store many pseudo-IDs and their corresponding secret keys. As a

result, it is not practical for mobile devices with limited storage capacity.

Irshad et al. [101] proposed a protocol with a key negotiation for edge computing

systems designed to be secure and efficient. The protocol uses a combination of

symmetric and public key cryptography to negotiate a shared key between two

devices. The protocol also includes a user revocation mechanism, allowing devices to

revoke their key if it is compromised. However, the protocol lacks a user revocation

mechanism. If a device’s key is compromised, the attacker could still use it to

impersonate the user and access their data.

Xiong et al. [102] reported that Irshad et al. protocol [101] is not secure. Specif-

ically, they claim the protocol cannot accommodate a secure user revocation. In

response to this challenge, they introduced an improved key establishment scheme

for swarm-based edge computing systems. They claimed that their enhanced scheme

offers efficiency and resilience against potential attacks.

Jia et al. [85] presented a protocol that utilizes bilinear pairing operations. Their

claims regarding the scheme emphasized its robustness and efficiency, with pur-

ported attributes including perfect forward secrecy and user privacy. Le et al. [104]

observed that Jia et al. protocols do not deliver the security features they initially

claimed, particularly regarding resistance against impersonation and preserving user

anonymity. They also suffer from ephemeral key disclosure attacks.

Li et al. [105] introduced a key agreement technique based on ECC for mobile

devices in edge computing systems. The scheme’s primary objectives include the

provision of user anonymity and perfect forward secrecy.

However, vulnerabilities have been identified within the protocol by Jia et al. [85],
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notably concerning susceptibility to impersonation and privacy breaches.

In another study, Castello et al. [106] proposed a novel authentication protocol

for swarm-based intelligent systems using blockchain technology. While the paper

highlights the potential benefits of blockchain in achieving secure and consensus-

driven operations, it falls short in providing a critical evaluation of the limitations

and challenges. The scalability issues of integrating blockchain into swarm robotics

are not discussed. It should also address the computational requirements and poten-

tial performance trade-offs associated with blockchain implementation. Moreover,

the paper did not explore the practical feasibility and cost-effectiveness of imple-

menting blockchain in real-world swarm robotics applications.

In another study, Ogundoyin et al. [107] presented a certificate authentication

scheme for edge computing systems. The scheme aims to provide secure communi-

cation while ensuring user anonymity and resistance against attacks. The authors

claimed their proposed scheme is more efficient than other certificate authentica-

tion schemes. The scheme they proposed for secret key generation suffers from a

flaw where the master secret key of the private key generator (PKG) can be leaked

through their key generation method.

Nandy et al. [108] proposed a secure authentication protocol for vehicular ad

hoc networks (VANETs) in edge computing systems. The protocol is based on

the combination of symmetric and asymmetric key cryptography to provide mutual

authentication, confidentiality, and integrity. The authors have compared and an-

alyzed the performance of the proposed authentication scheme with the existing

authentication protocols.

In another study, Lin et al. [109] proposed a lightweight authentication protocol

for autonomous vehicles based on blockchain technology. The protocol provides

secure authentication and efficient data exchange between autonomous vehicles and

their surrounding environment. They also provide a detailed analysis of schemes

based on blockchain-based authentication solutions.

In a different approach, Miao et al., [110] proposed an enhanced authentication

protocol for autonomous vehicles based on ECC. They claim that protocol provides
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secure and efficient authentication and key agreement between vehicles and their

surrounding environment.

According to a comprehensive study by Kumar et al., [111], there are sev-

eral types of security threats that these systems are vulnerable to, including replay

attacks, session key security attacks, physical attacks, man-in-the-middle attacks,

eavesdropping attacks, lack of forward and backward secrecy, impersonation attacks,

non-synchronous attacks, and lack of anonymity.

Alladi et al. [112] proposed an authentication scheme that focuses on achiev-

ing lightweight and efficient authentication for resource-constrained vehicles. This

is critical in vehicular networks where devices may have limited processing power

and energy constraints. The scheme aims to minimize computational overhead and

communication costs while emphasizing lightweight design, while maintaining high

security.

Chaudhry et al. also proposed two solutions, including a bilinear pairing-based

authentication protocol for devices in distributed IoT environments [113] and device-

to-device access control using Elliptic Curve Cryptography (ECC). Due to the high

computational overhead of the pairing-based solution and due to the storage of cer-

tificates on SmartNIC memory, both protocols were deemed impractical for securing

the communication among Swarm devices.

Liu et al. [114] have introduced a new method called Privacy-Preserving Rep-

utation Updating (PPRU) for cloud-assisted vehicular networks. This method en-

sures privacy by using the ECC and Paillier algorithms. However, the Cloud Service

Provider (CSP), which is honest-but-curious (HBC), can still collect and pre-process

the reputation feedback in this privacy-preserving system. Which can help signifi-

cantly minimize overheads on the TA side.

Z. Liu et al. [115] proposed a Lightweight Trustworthy Message Exchange (LTME)

scheme that offers rich functionality but faces computation limitations due to re-

source constraints on UAVs. To overcome computational issues, they also presented

a simple scheme called the sLTME scheme that provides similar functionality to

LTME but with lower communication overhead, potentially reducing the impact
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on UAV network performance. The sLTME had lower TGEN values than LTME,

indicating better performance, but lacked confidentiality when exchanging messages.

Liu et al. [116] proposed a Privacy-Preserving Trust Management (PPTM) scheme

to address the challenges associated with distributing emergency messages in Space-

Air-Ground-Integrated Vehicular Networks (SAGIVN) situations. This system is

reliable in this use case, widely applicable, and has many positive qualities. The

PPTM scheme enables robust conditional privacy preservation and accurate trust

management with minimal communication overhead. To confirm the effectiveness

of the PPTM system, the authors conducted extensive theoretical analysis and sim-

ulated tests.

In a recent study, Abdel et al. [117] proposed an efficient authentication protocol

for the swarm-based intelligent system for Unmanned Ariel Vehicle (UAV). The

paper presents a lightweight proxy signature-based authentication mechanism for

5G Drone to Drone (D2D) communication in drone swarms.

However, it lacks a detailed analysis of security vulnerabilities and does not

compare its performance with existing mechanisms. The potential computational

overhead and implications of leader transitions are not adequately addressed.

Further research is needed to evaluate the security robustness, conduct com-

parative assessments, and consider leader transition’s computational impact and

dynamics within the swarm. The proposed mechanism is implemented in an NS-3

simulation environment and tested on a Raspberry Pi 3 device; a more thorough eval-

uation against other authentication schemes would provide a better understanding

of its performance, scalability, and reliability in realistic scenarios.

The literature review shows that various authentication protocols and schemes

have been proposed for edge computing systems and ISS in recent years. These

protocols and schemes utilize cryptographic methods and tools, such as biometric

authentication, blockchain, and hardware-based authentication, to ensure secure

communication between devices in the swarm system.

However, these existing techniques need to improve both security and efficiency.

Hence, developing lightweight, secure key agreements and efficient techniques tai-
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lored for edge computing systems is paramount. However, additional research is

imperative to advance the development of lightweight, efficient, and secure authenti-

cation protocols that can effectively cater to the distinctive challenges and requisites

of autonomous ISS.

The reviewed literature highlights that existing authentication protocols for edge

and swarm systems often face trade-offs between security guarantees, computational

cost, and resistance to physical attacks. While hardware-assisted techniques such

as PUFs offer promising properties, their practical integration into programmable

network devices remains an open research challenge.

2.7 SmartNIC for Cloud and HPC Workload

Remote Direct Memory Access (RDMA) has become a cornerstone in the design of

HPC, Artificial Intelligence (AI), and modern storage architectures due to its ability

to reduce latency and offload CPU overhead. SmartNICs and Data Processing Unit

(DPU) such as Bluefield-2 (BF2) (200G) and Bluefield-3 (BF3) (200G/400G) [118]

have emerged to accelerate data-intensive tasks. DPUs are capable of accelerating

AI training [119], faster data transfer [120], enabling faster molecular dynamics

simulations (MiniMD) [121], and offloading NVMe-over-Fabrics for cloud storage

function [122], and having computation closer to the network [123]. DPUs have been

used to offload MPI collective operations [124]–[126], delivering reduced latency and

improved concurrency in distributed scientific applications [127].

With the recent release of BF3, substantial architectural advancements, such as

dual-channel Double Data Rate 5 (DDR5)-5600 memory, increased Advanced RISC

Machine (ARM) core count, and Peripheral Component Interconnect Express (PCIe)

Gen5 support, present a compelling opportunity to reassess the RDMA capabilities

previously established by BF2. While BF3 promises higher memory bandwidth,

lower latency, and improved concurrency, the real-world impact of these enhance-

ments remains underexplored in practical RDMA deployments, particularly in both

DPU (ARM-based) and host Intel x86 Architecture (x86)-based Network Interface

Card (NIC) modes. The BF3 SmartNIC introduces a major architectural leap over

39



its predecessor BF2 [119].

BF2’s Arm CortexA72 cores and DDR4 subsystem often become bottlenecks

under kernel-level packet processing, limiting sustainable link utilization to around

half of the expected rate [128].

BF3 integrates up to 16 Arm CortexA78 cores and a many-core RISCV datapath

accelerator with DDR5 memory, delivering vastly improved compute, network, and

memory throughput [129]. Kashyap et al. evaluate that BF3 ’s ARM architecture

achieves an IPC nearly twice that of BF2 and, combined with off-path datapath

acceleration, delivers up to 3.9 X higher host bandwidth in comparable RDMA use

cases [130].

2.7.1 NVMe Offload

NVIDIA’s BF3 offloads NVMe storage processing by acting as an NVMe target to

the host and an NVMe initiator to the actual storage device. Figure 2.2 presents

a BF3 NVMe offload architecture. In this architecture, a PCIe NVMe controller

interfaces with the host server internally, intercepts and processes NVMe commands

using its on-board ARM cores and hardware accelerators.

The DOCA SDK’s NVMe Emulation library (built on SPDK) is used to emulate

a complete NVMe controller on BlueField. At the same time, BlueField’s Data Path

Accelerator (DPA) hardware handles low-level tasks like doorbell monitoring, DMA

data movement, and interrupt signaling. NVMe Offload design enables the host to

view what appears to be a local NVMe drive, while all the heavy lifting of NVMe

command execution and data transfer is offloaded to the SmartNIC.

BF3 even includes dedicated NVMe-oF/NVMe-TCP offload engines for accel-

erated storage networking, meaning it’s highly optimized for NVMe tasks in both

direct-attached and networked storage scenarios.

2.7.2 DOCA RDMA Offload in BF2 and BF3

The BF2 and BF3 DPU s’ architecture is depicted in Figure 2.3 as separate blocks

to compare their internal components. The Host System interacts with the DPU
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Figure 2.2: NVMe Offload Architecture on BF3 with RDMA target path. Solid
arrows represent data flow, and dashed arrows indicate the control path.

(BF2/BF3) via PCIe (shown by solid black arrows). The Remote Endpoint receives

data over the network. Both DPUs handle RDMA reads/writes similarly (as indi-

cated by the parallel arrows for RDMA read/write paths), but BF3 has the extra

DPA stage where inline processing can occur between the ARM and NIC. In both

cases, the one-sided RDMA Write path goes from Host Memory to Remote Memory

without involving the remote CPU.

In contrast, a Send/Recv involves the remote CPU posting a receive buffer (the

diagram shows a send going to the Remote NIC, which then places data into Remote

Memory and notifies the Remote CPU). The RDMA Read path is illustrated as

originating from Remote Memory and returning to Host Memory. This side-by-side

depiction highlights that BF3 retains all the capabilities of BF2 while offering higher

performance and the DPA inline accelerator.
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Figure 2.3: RDMA Offload Architecture on BF2 and BF3 with RDMA target path
with host ConnectX-6

41



2.7.3 DOCA GPU Packet Processing Offload

Figure 2.4 presents a state-of-the-art offloading architecture in which GPU threads

directly interface with RDMA queues and initiate memory operations via BlueField-

based ConnectX-7 NIC, enabling a tightly coupled and efficient data pipeline. In this

architecture, CUDA threads within GPU kernel blocks execute networking I/O func-

tions gpu_netio_post_write(), gpu_netio_commit(), and gpu_netio_flush()

directly on GPU-resident packet buffers.

RDMA operations start using ConnectX-7’s hardware RDMA engine, and PCIe

communicates these operations to the DPU. This GPU-to-DPU pipeline reduces

reliance on host CPU intermediates, dramatically lowering latency and increasing

throughput by enabling zero-copy and one-sided RDMA communication. The use of

direct PCIe-connected GPU buffers and CUDA-aware NIC operations allows for low-

overhead, fine-grained data transfer. The RDMA queue operates asynchronously,

allowing multiple write operations to be posted and flushed in a pipelined fashion,

further enhancing parallelism.

The BF3 acts not just as a data mover but also as a programmable accelera-

tor. This enables offloading protocol processing, memory management, and trans-

port operations from the host CPU, paving the way for software-defined, hardware-

accelerated data centers optimized for AI, HPC, and edge workloads.
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Figure 2.4: DOCA GPU Packet Processing Offload on BF2 and BF3

The growing demand for low-latency, high-bandwidth communication in mod-

ern data centers has spurred extensive research into Remote Direct Memory Access

(RDMA) and SmartNIC architectures. This section highlights relevant studies that

analyze the performance of RDMA, SmartNICs, and programmable DPUs, particu-

larly NVIDIAs BlueField series.

Liu et al. [128] conducted one of the earliest evaluations of the NVIDIA BF2

platform, identifying constraints due to its limited CPU core count (Arm Cortex-

A72) and DDR4 memory. Their work highlighted that BF2 struggles to sustain

high-throughput RDMA workloads in kernel space due to CPU-bound bottlenecks

and insufficient memory bandwidth.
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Michalowicz et al. introduced DPU-Bench, a dedicated microbenchmark suite

designed to quantify offload efficiency in SmartNICs [131]. Their framework enables

detailed measurement of memory access, queue processing, and CPU utilization, pro-

viding critical insights into the effectiveness of RDMA offloading and queue handling

strategies on SmartNICs.

In a follow-up study, the same authors presented a direct comparison of BF2 and

BF3 performance under RDMA workloads [132]. Their results emphasized BF3s

superior throughput and lower latency, attributing this to architectural changes

such as the upgraded ARM cores, DDR5 memory, and PCIe Gen5 support. This

complements our findings and further validates the architectural advantages of BF3.

Wei et al. [133] analyzed the behavior of off-path SmartNICs in distributed

systems, highlighting the benefits of separating the datapath from control-plane

processing. Their characterization of off-path acceleration aligns with BF3’s use of

a RISC-V-based datapath accelerator to improve isolation and reduce jitter under

high message rates.

Tajbakhsh et al. [134] explored end-to-end network performance benchmarking

techniques across heterogeneous SmartNICs. Their work underscores the importance

of portable microbenchmarks and systematic testing methodology, which inspires

our experimental design using both Perftest and DOCA RDMA tools.

Kashyap et al. [130] contributed a detailed microarchitectural model for BF3,

reporting a 3.9Œ improvement in RDMA throughput compared to BF2. They

attribute this to higher IPC, increased ARM core count, and BF3s datapath accel-

erator.

WekaIO [129] also highlights commercial claims of BF3s capabilities, including

up to 16 ARM Cortex-A78 cores, DDR5-5600 memory, and PCIe Gen5, all of which

align with observed performance boosts in host and DPU mode.

Usman et al. [125] enable OpenMP to support SmarNIC offloading. Their solu-

tion, ODOS-MPI, is based on DOCA [124] and it is evaluated against an extension

of the OSU Microbenchmark with support for SmartNIC offloading. Results unveil

that MPI kernels offloading increases the overlap and, in turn, reduces the latency
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thanks to their proximity to the network.

These studies highlight the need for systematic benchmarking of RDMA perfor-

mance across SmartNIC generations under realistic configuration and tuning condi-

tions.

2.8 User Plane Function Offload

Mobile networks have significantly enhanced communication capabilities, enabling

higher data rates, lower latency, and support for billions of connected devices. These

developments increase the demand for highly efficient next-generation mobile net-

works, particularly for video streaming, online gaming, and the Internet of Things

(IoT). The development of smarter cities and enhanced industrial automation is

also driving the need for these networks. However, emerging use cases, such as

autonomous driving, medical robotics, and real-time operational industrial control,

demand ultra-reliable, low-latency, and deterministic communication, which are be-

yond the capabilities of current 5G infrastructures [135], [136].

To meet these evolving demands, 5G architectures have adopted technologies

such as Network Function Virtualization (NFV) and Software-Defined Networking

(SDN) [137]–[140]. NFV enables the virtualization of core network functions, in-

cluding the User Plane Function (UPF), on general-purpose hardware, allowing for

dynamic deployment and scalability [141]–[145]. SDN further decouples the con-

trol and data planes, allowing centralized traffic orchestration and flexible resource

management [146].

Despite these advances, virtualized UPF implementations often face performance

bottlenecks when deployed on commodity servers or traditional NICs. Kernel-based

packet processing, high context-switch overheads, and inefficient handling of GTP

tunnels limit their ability to meet the high-throughput and low-latency demands of

modern mobile networks [147]. Current approaches [148]–[154] have introduced in-

network acceleration using Data Plane Development Kit (DPDK) and P4 to improve

performance, yet they fall short in supporting scalable, flow-aware UPFs with hard-

ware offload. DPDK is a widely used software framework that accelerates packet pro-
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cessing on CPUs by bypassing the kernel networking stack. While it reduces kernel

overhead, DPDK remains CPU-bound, leading to scalability limitations under high

traffic loads. High-performance user-space dataplanes, such as DPDK, eliminate

kernel overheads while keeping per-packet work on general-purpose CPUs, which

limits scalability at high packet-per-second (PPS) rates. In-kernel eBPF/XDP re-

duces I/O overhead and enables safe packet processing within the kernel’s fast path,

it still consumes host CPU cycles and is constrained by verifier/program complexity.

In contrast, 6GUPF offloads encapsulation/decapsulation and flow lookup into the

DPU hardware pipes, freeing the host CPU even under high PPS.

Recent work, such as HiP4-UPF [153], has shown performance improvements in

UPF deployment using P4 programmable switches. By introducing a three-tiered

optimization strategy, RED, SPT, and CAD, they addressed rule storage inefficien-

cies and operational latency. Their approach achieved a 2X increase in UE support

and 84.6% lower reporting latency compared to baseline systems. However, HiP4-

UPF remains tightly coupled to Intel’s Tofino architecture and lacks full on-board

buffering capabilities, which requires external servers for packet storage. P4 targets

line-rate parsing/match-action in fixed pipelines. P4 switch-based UPFs achieve

low latency but are limited by on-chip memory (TCAM/SRAM) and pipeline depth

for stateful processing. Our approach differs by maintaining a fully programmable

software control plane while offloading data-plane primitives (GTP-U encapsula-

tion/decapsulation, flow steering) to the DPU. This avoids the table-size constraints

and supports larger flow tracking states (e.g., TEID/5-tuple) without sacrificing the

line-rate throughput of 400 Gbit/s.

In particular, existing UPF solutions struggle with limitations in the number of

flow tracking, CPU-bound GTP processing, and a lack of granular QoS enforcement.

These challenges are crucial for a transition to 6G, where networks must support

billions of devices and various real-time services and applications.

These limitations motivate the exploration of programmable data-plane offload

using DPUs, enabling flow-aware processing and stateful tracking closer to the net-

work interface.
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2.9 Chapter Summary

This chapter reviewed the state of the art in programmable networking, security, and

high-performance communication to contextualize the research questions introduced

in Chapter 1. The discussion began with the evolution of network interface technolo-

gies, highlighting the transition from conventional NICs to SmartNICs and DPUs,

and emphasizing how programmability and hardware offload enable new execution

models beyond CPU-centric designs.

The survey of network security literature showed that software-based IDS and

DDoS mitigation systems struggle to sustain performance at high data rates, particu-

larly when stateful inspection and deep packet analysis are required. While learning-

based approaches improve detection accuracy, their deployment is often constrained

by latency, scalability, and resource overhead. Graph-based methods address some

of these limitations by capturing structural traffic relationships, yet introduce addi-

tional computational challenges that complicate real-time enforcement.

The review further examined hardware-assisted security mechanisms, includ-

ing SmartNIC-based intrusion prevention and authentication schemes for edge and

swarm systems. Existing solutions improve isolation and latency but frequently

rely on specialized hardware or narrow assumptions that limit deployability and

extensibility.

Finally, the chapter analyzed SmartNIC and DPU offloading across cloud, HPC,

and mobile-core dataplanes, including NVMe and RDMA acceleration as well as

UPF-specific constraints in GTP-U processing and flow-aware steering. Prior eval-

uations confirm SmartNICs’ potential to reduce host overhead and improve per-

formance, but also reveal gaps in systematic comparisons across generations and

execution modes.

Overall, the literature highlights a fragmentation between detection, enforce-

ment, and performance evaluation. This gap motivates the need for a unified, cross-

layer investigation of DPUs as a common substrate for security, networking, and

high-performance workloads. The following chapters build on this foundation by
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addressing these challenges through empirical evaluation and system-level design.
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Chapter 3

Graph Neural Networks for DDoS

Detection

DDoS attacks are a major threat to computer networks. These attacks can be carried

out by flooding a network with malicious traffic, overwhelming its resources, and/or

making it unavailable to legitimate users. Existing machine learning methods for

DDoS attack detection typically use statistical features of network traffic, such as

packet sizes and inter-arrival times. However, these methods often fail to capture

the complex relationships between different traffic flows. This thesis proposes a

new DDoS attack detection approach that uses GNN ensemble learning. GNN en-

semble learning is a type of machine learning that combines multiple GNN models

to improve the detection accuracy. We evaluated our approach on the Canadian

Institute for Cybersecurity Intrusion Detection Evaluation Dataset (CICIDS2018)

and CICIDS2017 datasets, a benchmark dataset for DDoS attack detection. Our

work provides two main contributions. First, we extend our DDoS attack detection

approach using GNN ensemble learning. Second, we evaluate and fine-tune hyperpa-

rameter metrics using ensemble learning, significantly improving accuracy relative

to a single GNN model and achieving an average 3.2% higher F1-score. Addition-

ally, our approach reduces overfitting by incorporating regularization techniques,

including dropout and early stopping. Specifically, we use a hierarchical ensemble of

GNN, where each GNN learns the relationships between traffic flows at a different

granularity level. We then use bagging and boosting to combine the predictions of
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the individual GNN, further improving detection accuracy. Results are presented

Section 3.3, where our system achieves 99.67% accuracy and an F1-score of 99.29%,

outperforming state-of-the-art methods even with a single traffic architecture.

In our recent preliminary work [155], we introduced a hierarchical graph struc-

ture, Flow-to-Traffic Graph (FTG), that combines aggregated traffic-level and flow-

level structures into a two-level representation. Additionally, we proposed the FTG-

Net model, a GNN designed to process FTG graphs and effectively classify flows as

legitimate or malicious. This approach adeptly captures and embeds the intricate

flow structures between hosts and servers, combining this representation with the

overall traffic structure. By doing so, it accommodates various DDoS attacks within

the recognized patterns. Significantly, this solution relies solely on traffic topology,

eliminating the need for computationally expensive stateful features in real-time

scenarios. This divergence avoids potential overfitting to specific training dataset

characteristics, as is commonly encountered in models that incorporate all stateful

features [156]. When deploying FTG-Net in real-world scenarios, it is essential to

integrate specific stateful features into the graph node. These features should be con-

tingent on the network’s requirements and functionalities, as they can significantly

enrich the representation and ultimately improve performance. While our approach

demonstrated impressive accuracy, we recognized that the battle against DDoS at-

tacks is an ever-evolving challenge. These attacks continuously adapt, mimicking

legitimate traffic patterns and evading detection mechanisms.

We extended our lab’s previous work [155] by introducing a novel way to detect

DDoS attacks using ensemble learning with GNN. Ensemble learning is a method

that combines multiple machine learning models to improve the system’s overall

performance [157]. In our case, we use a combination of GNNs to detect DDoS

attacks. By learning from network traffic structure, GNNs can identify patterns

indicative of DDoS attacks. This happens because each GNN model learns different

patterns from the data, and by combining the predictions of the other models, we

can obtain a more accurate overall prediction.

Our approach employs a sub-sampling strategy to reduce the computational com-
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plexity of training GNN models on large graphs. This involves dividing the graph

into smaller subgraphs and training separate GNN models on each subgraph. This

reduces the number of nodes and edges each GNN model needs to process, signif-

icantly improving training efficiency. Instead of using computationally expensive

models, we use lightweight graph networks with simpler architectures and fewer

parameters. This further reduces the computational requirements of training and

inference. For instance, we employed GCN with fewer convolutional layers. The

GCN can help build a model from network topologies represented as graphs. They

enable the extraction of spatial features by learning from the relationships between

nodes and their neighbors. They can extract temporal features, which allow them to

capture changes in the network over time [158]. This lightweight GNN architecture

aggregates information from neighboring nodes more efficiently. Ensemble learn-

ing combines predictions from multiple models to improve overall accuracy. Our

approach trains multiple GNN models on different subgraphs and aggregates their

predictions to produce the final output. This approach enhances accuracy and re-

duces the computational burden compared to training a single large GNN model on

the entire graph.

3.1 FTG-Net-E Graph Structures and GNN Mod-

els

Network traffic resembles almost naturally message passing between nodes in an

undirected graph. It can be modelled as a hierarchy of flow entries, both with fine-

grained (pachets) and coarse-grained (endpoint communications). Our proposed

basic structure, FTG, is constructed from traffic data divided into time slots of size

ts. The structure is composed of a high-level Traffic graph related to each time slot,

with each node corresponding to a low-level Flow Graph. Every level has a GNN

model that is processed in FTG-Net-E. The following subsections describe how the

graphs are constructed, how the traffic is converted, and how the architecture of the

traffic and flow GNNs.
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3.1.1 Flow Graph

Flow Graphs draw inspiration from the graph structure introduced in GraphD-

DoS [56], but with a modification: the N nodes limit is replaced by the incorpo-

ration of time slots. These graphs are crafted by grouping all packets exchanged

between two endpoints within a given time slot, even if they pertain to distinct net-

working flows. Within each group, packets are arranged in ascending order of time

and transformed into nodes, featuring only the packet length as a characteristic. We

chose the packet length as a key feature as it aids detecting malicious patterns in

network traffic, such as large packet sizes used for DDoS attacks and small packets

for port scanning attacks. Moreover, this feature is easily available from network

traffic data, allowing for efficient real-time processing and model interpretability.

Assigning positive directional flow, whether upstream (client to server) or down-

stream (server to client), distinguishes positive values to upstream and negative

values to downstream lengths.

Consecutive packets sent by one endpoint constitute a mini-group, with edges

linking adjacent nodes representing packets from the same mini-group. Connections

are established between the first packet of a mini-group and the first packets of

the preceding and succeeding mini-groups, similar to the linkage between the last

packets of mini-groups. Figure 3.1 shows an example of a Flow Graph.

Given this graph representation of a computer network, A GNNs can be used to

classify nodes in the following way:

1. The GNN is initialized with random representations for each node in the net-

work.

2. A message-passing function is applied for multiple time slots ts: each node

sends a message to its neighbors in each slot based on its current representation.

The messages are then aggregated at each node, and the node’s representation

is updated using a function that combines its current representation with the

aggregated messages from its neighbors.

3. The final representation of each node is used as the input to a classifier, which
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predicts the node class.
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Figure 3.1: Flow Graph example: upstream packets are denoted by positive values,
while downstream packets are represented by negative values. The sequence of mini-
groups is organized from left to right.

The Flow Graph structure allows us to observe packet relationships within a

single flow, which can be different from legitimate traffic in certain DDoS attacks,

and relationships between multiple flows between the same endpoints, which can be

used to detect burst information and periodic information.

Burst information corresponds to the scenario in which the attacker sends many

packets to establish connections with its target on several ports. Periodic informa-

tion corresponds to low-peace attacks in which the attacker periodically mimics a

normal client to occupy the victim’s resources as long as possible.

3.1.2 Traffic Graph

A Traffic Graph is a graphical representation of traffic flow over time. This graph

is constructed for each time slot, which is typically a discrete interval of time, such

as a minute, an hour, or a day. The Traffic Graph shows the amount of data that

is transmitted across a network during each time slot, providing valuable insights

into network performance, usage patterns, and potential issues that need to be

addressed. For each time slot, any pair of endpoints that appears in at least one

packet from the traffic data is transformed into a graph node. The features of this

node are determined by the output vector of the Flow GNN, which includes a Flow

Graph at a relatively low-level. If two nodes share the same source or destination IP

address, an edge is added in between. According to the real-world implementation
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requirements and capabilities, the set of features describing the communications

between two endpoints can be modified and enriched by concatenating the available

statistics.

We have developed a Traffic Graph that incorporates the interactions between

different flows, displaying the distribution of devices that send requests to servers

and flow-specific behaviours that may contain malicious patterns. The encoding of

these flow-level patterns is closely linked to the traffic-level topology since the Flow

GNN and the Traffic GNN weights are both optimized using the same gradients

during the training phase.

3.1.3 Traffic Converting Stage

The traffic data is separated into time slots in this stage. For each time slot, the

extraction process produces a Traffic Graph Gt and a set of Flow Graphs F =

Gf1 , Gf2 , . . . , GfN
, where the node indexes of Flow Graphs align with those of the

Traffic Graph. The number of Flow Graphs, denoted by N , depends on the time

slot. During the supervised learning phase, each time slot data is associated with

a corresponding list of labels Y = y1, y2, . . . , yN consisting of one Flow Graph and

one label.

The traffic data is analyzed sequentially in ascending order based on time to

extract the graph. An empty Traffic Graph is initialized at the start of each time

slot, and an empty sorted list of encountered pairs of endpoints is created. When

a new endpoint combination is detected, a new node is added to the Traffic Graph,

and a separate Flow Graph is created for the current packet. During this process,

the packet direction is preserved as it will be instrumental in categorizing packets

into mini-groups. If the combination of endpoints is already present in the list, any

new packet that arrives is used to update the corresponding Flow Graph. If the

direction of the packet differs from the previously added packet, the mini-group is

concluded and interconnected through edges as explained in Section 3.1.1. As the

time slot concludes, edges in the Traffic Graph are added following the guidelines

outlined in Section 3.1.2.
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3.1.4 Flow GNN

The Flow GNN plays a pivotal role in handling flow graphs and constructing em-

beddings, which will subsequently serve as node features in the traffic graph.

Initially, three GCN Layers are employed on the Flow Graph. These layers

disseminate node information throughout of each node with the three-hop neighbor-

hood. Following each GCN Layer, a ReLU activation function is applied.

First, a readout function is utilized to transform the graph into a singular vector.

The selected readout function is global mean pooling, which calculates the average of

node features across the dimension of a node. The definition of global mean pooling

is as follows:

hG = 1
N

N∑
n=1

h(3)
n (3.1)

where in Flow Graph, the number of nodes is represented as N and the feature

vector of the the n-th node after three iterations of GCN is represented by h(3)
n .

The output vector is obtained from readout and passed to a fully connected layer,

producing the final output.

3.1.5 Traffic GNN

The traffic GNN takes a traffic graph as input and generates a prediction for each

node, indicating whether it corresponds to legitimate or malicious traffic. The model

consists of three GCN layers followed by a fully connected layer that has a dropout

rate of 50%. The dropout is applied to the features of each node individually. The

model produces single outputs that are passed through a sigmoid activation function,

which provides the final scores ranging from 0 to 1.

3.1.6 Graph Features Engineering

Feature engineering is a critical process that helps extract relevant information from

raw data. In the context of network traffic analysis, the construction of traffic graphs

is a structured representation of network traffic patterns that enables graph-based
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analysis. In our approach, we extracted critical attributes from network traffic data

that serve as the basis for constructing the traffic graph. These attributes include:

the URG Flag Count, SYN Flag Count, RST Flag Count, PSH Flag Count, Packet

Size Average, Flow Packets Per Second, FIN Flag Count, ECE Flag Count, ACK

Flag Count, Destination Port, and protocol information (IPv6 Hop-by-Hop 0, TCP

6, UDP 17) obtained from packet headers and traffic statistics. The selection of

these features was not only made by relevance to intrusion detection, distinguishing

between normal and malicious traffic, and their ability to capture diverse network

behaviors; we have also experimented with different combinations of features to

evaluate their impact on model performance. We used feature selection and ablation

studies to identify the most relevant features and assess their individual contribution.

We scaled the features to ensure they had a consistent range and distribution, which

helped prevent features with larger magnitudes from dominating the learning process.

We also addressed missing values in the dataset by employing imputation techniques

to replace them with appropriate values, ensuring the dataset was complete and

ready for analysis.
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Figure 3.2: FTG-Net-E architecture. (1) "Traffic Data Preprocessing": Training on
traffic data converted into flow graphs. (2) "Flow GNN" and "Traffic GNN": Learn-
ing representations of individual flow graphs and entire traffic graphs, respectively.
(3) "Fully Connected Layer", gives the final predictions based on the Traffic graph
network outputs as Benign and DDoS.
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3.2 FTG-Net-E Architecture and Dataset

The architecture of FTG-Net-E is based on FTG-Net, which is a hierarchical GNN

designed to process the multi-level graph representation FTG. FTG-Net works in

three main steps, as shown in Figure 3.2, which are described as follows:

1. FTG construction: The first step is to convert the traffic data into FTG

structures. This is accomplished by grouping all packets exchanged between

two endpoints within a time slot to create a flow graph. The Flow Graphs

are then sorted in chronological order and converted to nodes in the Traffic

Graph. The features of each node in the Traffic Graph are given by the Flow

GNN output vector, which embeds the corresponding Flow Graph.

2. Flow GNN Inference: The second step involves utilizing the Flow GNN

to analyze the Flow-level Graphs. This module leverages three GCN layers

to extract node representations from individual flow graphs. These layers

capture local dependencies and interactions within each flow. A readout layer

aggregates information from the entire graph, followed by a fully connected

layer for final representation learning. Dropout regularization with a rate of

0.5 is applied after each GCN layer to prevent overfitting. The output of

the last GCN layer is passed through a fully connected layer with a sigmoid

activation function to generate flow-level predictions. The output vector of the

Flow GNN for each Flow Graph is used as the features of the corresponding

node in the Traffic Graph.

3. Traffic GNN Inference: The third step is to process the traffic-level graphs

using the Traffic GNN. This module, consisting of three GCN layers, batch

normalization, and dropout regularization with a rate of 0.5 after each GCN

layer, captures high-level patterns across the network traffic graph. By pro-

cessing the aggregated flow representations obtained from the Flow GNN, this

module gives a global understanding of the overall network traffic behavior. A

final fully connected layer with a ReLU activation generates the final predic-

tions, differentiating between benign and DDoS traffic based on the learned
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representation. The final prediction is the output of the Traffic GNN for each

flow.

FTG-Net-E is designed to exploit the hierarchical structure of FTG to learn more

effective representations of the traffic data and to improve the performance of DDoS

attack detection. This ensemble model is developed in three main steps: (i) the

graph structure is subsampled into subgraphs, and node features into subfeatures, (ii)

multiple base GNN models are trained on different subgraphs and subfeatures, such

as GCN by [159] and GraphSage by [61]. Each GNN model learns a representation

of the nodes in its subgraph, which can then be used to make predictions about the

node labels, and (iii) finally the predictions of multiple GNN models are aggregated

using a ranking scheme, so to combine the information from different models and

make a more accurate prediction.

3.2.1 DDoS Detection Datasets

In 2016, a thesis listed 11 criteria that must be fulfilled for a dataset to be con-

sidered suitable for intrusion detection purposes [160]. Among the various publicly

available datasets, we chose the Canadian Institute of Cybersecurity Intrusion De-

tection System Datasets (CIC-IDS2017, CSE-CIC-IDS-2018) as these are modern

flow-based datasets that fulfill all these criteria. The CIC-IDS2017 was developed

by Sharafaldin et al. [161] and consists of normal and malicious network traffic. The

normal traffic is emulated by utilizing B-profiles, which are obtained from the be-

nign (normal) conduct of 25 individuals (human). The malicious traffic consists of

common attacks (DoS, DDoS, Brute Force, XSS, SQL Injection, Infiltration, Port

Scan, and Botnet), and is generated by executing existing DDoS attacking tools at

specific time windows.

Aside to the CIC-IDS-2017, we have trained FTG-Net-E also on its successor,

The CSE-CIC-IDS-2018 dataset. The 2018 dataset was generated using the same

tools of the 2017 one, but deployed in AWS rather than on a local university network.

The CIC-IDS2018 dataset is labeled with more than 83 traffic features collected

using CICFlowMeter [162]. The capturing period for this dataset started at 09:00
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on Monday and ended at 17:00 on Friday. The DDoS attacks were performed on

Friday afternoon and are the only significant for this work. Traffic data have been

converted considering only time slots with at least 20% of labeled data. GNN based

preprocessed datasets representing without prediction and with prediction labels.

From the 2018 dataset, 127,844 additional infiltration samples were obtained, these

samples were kept separately to test the robustness of the zero-day capability of our

novel proposed approach.

3.2.1.1 Ensemble Learning Model

The ensemble learning model consists of multiple GNN models, each trained with

distinct hyperparameters. We created three instances of the GNN model with pa-

rameter variations such as learning rate, hidden size, and dropout rate. Despite

variations in hyperparameters, the training process remains consistent across all

models. After independent training on the same dataset, the predictions from in-

dividual GNN models are combined using a soft voting approach. This method

involves averaging the predicted probabilities from each model to make final predic-

tions, allowing for more nuanced outcomes compared to simple majority voting.

3.2.1.2 Dataset Preparation

We first loaded the raw dataset to ensure data quality and selected only the relevant

attributes for our analysis. After collecting the data, we performed data cleaning

procedures that involved eliminating redundant columns, removing rows with miss-

ing or infinite values and filtering out any duplicated records. We also handled

missing values by forcing the Flow Pkts/s feature to be numeric and dropping rows

with missing entries. After preprocessing the dataset, to clean and standardize the

features we scaled the data using the StandardScaler implementation from the sci-

kit-learn Python library. The data has been then split into training and test sets

using a stratified split to ensure that the distribution of classes in each set is rep-

resentative of the overall dataset. Using one-hot encoding, we encoded categorical

variables like the protocol to facilitate classification tasks. The preprocessed data,

which included features such as packet size, duration, and source and destination
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IP addresses, was then saved as CSV files for easy integration into our GNN-based

DDoS attack detection model.

The resulting dataset, which consisted of 80% benign and 20% malicious sam-

ples, was split into training, validation, and test sets. The down-sampled malicious

dataset was divided into 70% for training 15% testing, and 15% for validation. The

20 zero-day samples, representing novel malware attacks that were not previously

known to the system, were added to the test set along with the benign samples so

to assess the ability of our ensemble graph network to detect novel attacks. The

validation set was created by randomly selecting 700 samples from each of the five

attack categories, namely UDP flood, TCP SYN attack, and HTTP attack, from

the malicious training set. As a result, the validation set consisted of a total of 2,100

samples. The benign samples were split into the train, validation, and test sets to

maintain the overall distribution of 80% benign and 20% malicious samples in the

final datasets.

3.2.1.3 Data for the Anomaly Detector

In the first stage, the anomaly detector was trained using a training set composed

of mostly benign traffic. The validation set is instead composed of 80% benign

and 20% malicious traffic. This approach was chosen because the anomaly detector

primary function is to filter malicious traffic from a stream of predominantly benign

traffic. However, it is essential to acknowledge that this method produces a model

that is prone to give false positives. One strategy to address this potential issue

involves employing a more balanced dataset for training and validation. This entails

incorporating a higher proportion of malicious traffic into the validation set, enabling

the detector to gain proficiency in distinguishing between benign and malicious

traffic. Still, implementing this approach is challenging, as acquiring substantial

amounts of malicious traffic data is often tricky. Another approach to enhance

the anomaly detector performance involves utilizing a more sophisticated training

algorithm. Specific algorithms excel at identifying anomalies and understanding the

patterns of normal traffic. Additionally, we fine-tune the parameters of the training
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algorithm to improve its effectiveness further. Monitoring the anomaly detector’s

performance is crucial as new forms of malicious traffic emerge. The detector needs

to be re-trained or updated periodically to maintain its efficacy.

3.2.1.4 Classifier Dataset

The GNN classifier learns to classify malicious traffic into attack categories. While

its validation set is equally distributed of 50% benign and 50% malicious samples,

the attack kinds are balanced within the malicious traffic samples. In order to

avoid bias towards a specific type of attack, it’s crucial to consider the possibility of

unknown attacks. Instead, the classifier should be rewarded for outputting a vector

with low probabilities for each known attack that it was trained on, and this will

result in a higher validation score for benign traffic.

3.3 FTG-NET-E Results

This section presents the experimental results to assess the performance of the pro-

posed FTG-Net-E model. The experiments were run on a Ubuntu 20.04 LTS work-

station with Dell PowerEdge R760Intelő Xeonő Gold 6438M processor and NVIDIA

A30X graphics card. The main libraries for implementing FTG-Net-E are Tensor-

Flow, NumPy, PyTorch, Scapy, PyTorch Geometric, and Pandas.

The proposed structure deals with a binary classification task, in which indicators

are established through a confusion matrix and in which it is possible to formulate

the following metrics:

ACC = xcorrect

xtotal

= TP + TN

TP + TN + FP + FN
(3.2)

recall = TP

TP + FN
(3.3)

precision = TP

TP + FP
(3.4)

F1 = 2× precision× recall

precision + recall
(3.5)

where ACC stands for accuracy and TP, TN, FP, FN stand for true positive, true
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negative, false positive, and false negative, respectively.

In classification problems, the malignant class is usually more important, and

recall becomes the main metric. But in certain cases, like in DDoS Detection, it is not

possible to state that one class is more significant than the other. In such scenarios,

combining metrics computed considering each class as positive and averaging the

results is a common approach. Weighted F1-Score metric is also used, where F1-

Scores are combined by weighted averaging using the number of samples of the

positive classes as weights. This helps in achieving a balanced classification that

doesn’t block legitimate traffic while detecting malicious packets.

We investigated the impact of two hyperparameters, learning rate and hidden

size, on the performance of our ensemble model. We have trained FTG-Net-E with

a learning rate of either 0.001 or 0.0001, while we have changed the hidden size of

our models between 128, 256, and 512 neurons.
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Figure 3.3: FTG-Net-E mean F1 scores achieved by FTG-Net-E for all 6 possible
combinations of learning rate and hidden size

Figure 3.3 shows the mean F1 scores achieved by FTG-Net-E on both datasets

(CIC-IDS-2017, and CSE-CIC-IDS-2018)) when trained with all six possible combi-

nations of learning rate and hidden size. As shown in the table, the ensemble model

achieves the highest F1 of 99.29% with a learning rate of 0.0001 and a hidden size of
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512, making these hyperparameters the best for our ensemble model. Nonetheless,

in all cases the F1 score is above 99%, making it possible to use models that are

lighter (lower hidden size) and able to be trained in lower time (higher leraning

rate), without a significant loss of accuracy. As observed, the model achieves the

highest F1 score of 99.29% with a learning rate of 0.0001 and a hidden size of 512

neurons. However, it’s important to note that all configurations achieved above

99% F1 scores, indicating the model’s robustness to these specific hyperparameter

choices. This allows for flexibility in selecting models based on specific deployment

requirements, such as prioritizing faster training times (using a higher learning rate)

or lower computational resources (using a smaller hidden size) with minimal impact

on accuracy.

Figure 3.4: FTG-Net-E confusion matrix

Figure 3.4 shows the confusion matrix when FTG-Net-E is trained with the
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best hyperparameter. The ensemble model very high F1 score testifies its ability to

accurately classify both positive and negative cases. The model correctly predicted

235640 positives and 239534 negative cases. There were 2915 false positives and

29 false negatives. Our ensemble model correctly predicted 235640 positives and

239534 negative cases. There were 2915 false positives and 29 false negatives. The

high F1 score and low false positives and negatives indicate that the ensemble model

is a very effective classifier for this task.
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Figure 3.5: Performance metrics for the best FTG-Net-E model

Figure 3.5 presents all the performance metrics for the best FTG-Net-E. The

ensemble model achieved an F1 score of 0.9929, accuracy of 0.9967, precision of

0.9929, and recall of 1.0. These results indicate that the model can accurately predict

both positive and negative instances with a high degree of accuracy. The model

can also minimize false positives and negatives, which is important for many real-

world applications. This high performance is because it combines the predictions of

multiple GNN models with different hyperparameters. This averaging process helps

reduce the prediction variance and improve the model overall performance.

Figure 3.6 presents the Receiver Operating Characteristic (ROC) curve analysis

for our GNN models with different hyperparameter settings. The single ROC curve
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plot showcases the performance of each GNN model across these parameter con-

figurations. Each curve represents the ROC curve for a specific parameter setting,

and the area under the curve Accuracy (AUC) is used as a metric to quantify the

model’s discriminative power. As seen in the plot, the ROC curves demonstrate

the trade-off between the true positive rate (sensitivity) and the false positive rate

(1-specificity) for various threshold values. The dashed line represents the baseline

scenario where the model’s predictions are no better than random chance. Our anal-

ysis reveals that these ensemble GNN models consistently achieve high AUC values,

even with distinct hyperparameter settings, indicating their effectiveness in distin-

guishing malicious and legitimate traffic. The consistent performance of our models

across different hyperparameter configurations underscores the reproducibility of our

approach and suggests that our models can generalize well to new data.

Figure 3.6: ROC Curve with different parameters
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3.3.1 Inference Time and Model Comparison

We evaluated the performance of FTG-Net-E using a 5-fold cross-validation method

to determine its effectiveness. The dataset was randomly partitioned into five seg-

ments for each fold, with a model trained on four segments and the remaining one

serving as the validation set. The configuration details include a 5-second time slot

size, an 8-dimensional vector as the output of the Flow GNN, and a 64-hidden chan-

nel output for the GCN layers. Initially, the Flow Graph nodes are made up of only

one element which corresponds to the length of the packet.

In our approach, the size of the time slot needs to be configured carefully. A

larger time slot provides a broader view of the traffic topology, which contains more

information to detect potential DDoS attacks. However, the size of the time slot

is inversely proportional to the system’s responsiveness. A larger time slot may

not allow the system to detect attacks in a timely manner, which could result in

significant damage. Moreover, with large Traffic Graphs, the inference time increases.

It’s possible that a short time period may not provide sufficient data to accurately

classify traffic. To address this, we tested the performance of four different time slot

sizes by evaluating their average inference time and weighted F1-Score.

Figure 3.7 (a) compares the accuracy and weighted F1-score of the simple GNN

and Ensemble GNN models as a function of the time slot size. The simple GNN

model achieves an accuracy of 93.5% weighted F1-score of 92.9% for a time slot size

of 10 and increases accuracy to 99.14%, the same increase seen in weighted F1-score

99.13% for a time slot size of 50. The Ensemble GNN model achieves a weighted F1-

score and accuracy of 93.9% and 92.29%, respectively, for a time slot size of 10 and

increases to 99.10% and 99.29% for a time slot size of 50. FTG-Net-E consistently

outperforms FTG-Net in the weighted F1-score as expected.

Figure 3.7 (b) shows the average inference time of the GNN and Ensemble GNN

models as a function of the time slot size. The GNN model has an average inference

time of 8.12 ms for a time slot size of 10 and increases to 82 ms for a time slot size

of 50. The Ensemble GNN model has an average inference time of 10 ms for a time

slot size of 10 and increases to 98 ms for a time slot size of 50. Noteworthy, up to a
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Figure 3.7: (a) Weighted F1-Score and accuracy for GNN and Ensemble GNN (b)
Average inference time for GNN and Ensemble GNN models results using different
time slot sizes
time slot size of 20, FTG-Net-E has an almost negligible increase of inference time,

while having a higher F1 score, making it the best choice in this range. In particular,

for a time slot of 20, it increases the F1 score of more than 1%.

The results from the best models for each training phase are summarized in

Table 3.1, with a comparison with three models from the literature.

FTG-Net-E shows a higher accuracy in respect to all considered models, and an

F1 score that is surpassed by less than 0.5%. Noteworthy, FTG-Net-E achieves this

by solely considering the network structure and without relying on numerous state-

ful features. Hence, our approach significantly reduces computational complexity

and system latency, demonstrating the advantage of focusing solely on the network
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Table 3.1: Comparison of Results

Method Accuracy F1-score Precision
LUCID [47] 0.9967 0.9966

GLD-Net [58] 0.9940 0.9920
GraphDDoS [56] 0.9959 0.9959
N-STGAT [71] 0.9788 0.9869
Anomal-E [66] 0.9412 0.9630

E-GraphSAG [61] 0.95472 0.9719
ST-GCN [158] 0.9110 NA

FTG-Net [155] 0.9914 0.9913 0.9908

FTG-Net-E 0.99675 0.9929 0.99256

structure rather than incorporating numerous stateful features.

To testify how our approach is significantly more computationally efficient than

previous methods consider for example the CICIDS2018 dataset. FTG-Net-E takes

10 minutes to train a model with 8.3 million parameters, while LUCID [47] takes

1 hour to train a model with the same number of parameters. This computational

efficiency makes our approach much more practical for real-world applications.

3.3.2 Limitations and Potential Challenges

The experimental results showcased the efficacy of FTG-Net-E in mitigating DDoS

attacks. However, deploying such a system in real-world scenarios may encounter

several challenges and limitations. Scaling FTG-Net-E to large-scale network envi-

ronments might pose computational and memory challenges. Evaluating scalability

issues depends on hardware dependent and requires optimizing model architecture,

training procedures, and inference strategies. Real-world deployment relies on the

availability and quality of network traffic data. Strategies for collecting and aug-

menting of network data and representative datasets need also a solid consideration.

Network traffic patterns evolve due to changes in network configurations, user be-

haviors, and emerging threats. We can also consider a factor of implementing FTG-

Net-E in resource-constrained environments, such as edge devices or IoT networks,

which may necessitate model compression, optimization, or distributed learning ap-

proaches to reduce computational and memory overhead. We used to minimize the
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effect of adversarial attacks but ensuring the robustness and security of FTG-Net-E

against adversarial attacks, model poisoning, and data tampering is important to

evaluate. Robust training techniques, model validation procedures, and adversarial

defense mechanisms need more exploration. Future research endeavors should focus

on mitigating these challenges to facilitate the effective deployment of FTG-Net-E

in real-world cybersecurity ecosystems.

3.4 A proposed Nested GNN for IDS

The growing complexity of network attacks has outpaced the capabilities of tradi-

tional IDS, which often rely on flat data structures that fail to capture complex

relationships within networks. To address this limitation, we propose IDS-NGNN,

a novel IDS that integrates hardware-offload SmartNIC preprocessing with a nested

graph neural network (NGNN) architecture. Unlike standard GNN, IDS-NGNN

jointly captures local and global dependencies using a three-layer design: an in-

ternal GNN for host-level activity, a nested graph module for hierarchical aggrega-

tion, and an external GNN for inter-host communication. SmartNIC acceleration

enables efficient real-time processing of large-scale graph-structured network data

at the edge. We evaluate IDS-NGNN at section 3.6.1 on six public IDS datasets,

including CIC-IDS-2017, CSE-CIC-IDS-2018, and ToN-IoT. Experimental results

demonstrate that IDS-NGNN achieves up to 95% accuracy and 92% F1-score,

while maintaining efficiency suitable for real-time 100 Gbps deployments.

3.5 IDS-NGNN Architecture

In this section, we introduce the IDS-NGNN framework to address the limitations

of traditional GNNs in network intrusion detection. IDS-NGNN captures both local

and global relational patterns within network traffic. The core idea of IDS-Nested

Graph Neural Networks (NGNN) is constructing a two-tier nested graph structure as

an internal graph for each host, capturing its localized communication behavior

and internal activity. As an external graph, constructed over hosts, capturing
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inter-host communication patterns.

Algorithm 1 IDS-NGNN Forward Pass
Require: GraphbatchDwithnodesx, edgeindicesE, labelsy, andbatchvectorb
Ensure: NodepredictionsO, internalembeddingsI, externalembeddingsEext, graphlevelembeddingG

1: I ← InternalGATLayer(x, E) ▷ Compute internal node embeddings using
GAT

2: N ← NestedGraphLayer(I, E) ▷ Aggregate internal embeddings (map-reduce
step)

3: Eext ← ExternalGATLayer(N, E) ▷ Compute external node embeddings using
GAT

4: G← GlobalMeanPool(Eext, b) ▷ Aggregate node embeddings to obtain a
graph-level embedding

5: O ← Classifier(Eext) ▷ Predict node labels (normal vs. compromised)
return O, I, Eext, G

This hierarchical design enables the model to continuously analyze fine-grained

subgraph features and higher-level inter-host interactions. The three layers of IDS-

NGNN are described in Figure 3.8. Internal GNN applies a GAT-based message pass-

ing operation over each internal graph to learn node embeddings reflecting intra-host

behavior. The Nested Graph Layer aggregates internal graph embeddings and inte-

grates them into the corresponding nodes of the external graph, providing node-level

representations. An external GNN learns host-level embeddings based on the exter-

nal graph topology and the aggregated internal representations, enabling anomaly

detection at the network level.

The overall forward pass of our IDS-NGNN framework is described in Algo-

rithm 1, which explains how internal node embeddings are computed using a GAT

layer, aggregated via the nested graph layer, and subsequently processed by an exter-

nal GAT layer to provide node-level predictions. By integrating these components,

IDS-NGNN can detect unexpected anomalies within the local activity of hosts and

their interactions with other hosts in the network.

The system is end-to-end optimized, allowing the model to learn from internal

and external graphs concurrently, thus improving detection accuracy in complex

network environments.
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3.5.1 IDS-NGNN Hierarchical Representation

IDS-NGNN employs a hierarchical GNN architecture at the base level, a GNN op-

erates over rooted subgraphs (e.g., 1-hop ego-networks) centered around each host

node w. These subgraphs are denoted as Ghv
w, where v is a node in the subgraph

rooted at w. The representation of node v at time step t + 1 is updated as follows:

h
v,Ghv

w
t+1 = Ut(hv,Ghv

w
t , m

v,Ghv
w

t+1 ), (3.6)
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Figure 3.8: Architecture of the IDS-NGNN model, composed of three layers. The
blue rectangle (left) represents the internal layer, where node-level ego-nets are ex-
tracted. The green rectangle (center) shows the nested and merge layers, where
local subgraphs are processed and embeddings are aggregated. The red rectangle
(right) denotes the external GNN layer, which learns a global representation from
the merged embeddings.

where h
v,Ghv

w
t+1 is the updated embedding of node v in subgraph Ghv

w, Ut(·) is the node

update function at iteration t, m
v,Ghv

w
t+1 is the aggregated message from the neighbors

of v in Ghv
w. The message aggregation is defined as:

m
v,Ghv

w
t+1 =

∑
u∈N(v|Ghv

w)
Mt(hv,Ghv

w
t , h

u,Ghv
w

t , evu), (3.7)

where N(v|Ghv
w) denotes the neighbors of node v within subgraph Ghv

w, Mt(·) is the

message function that aggregates features from v and its neighbor u, evu is the edge

feature (e.g., communication type or frequency) between v and u.

Once node embeddings are obtained, a local pooling function R0(·) aggregates

them to form a single embedding for the subgraph (host-level representation):

hw
G = R0({hv,Ghv

w
T | v ∈ Ghv

w}), (3.8)

where T is the total number of message-passing iterations, hw
G is the pooled embed-
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ding of the host subgraph rooted at w.

At the global level, another GNN treats each hw
G as a node in a higher-level graph

G, representing the full network. A global pooling function R1(·) computes the final

graph representation:

hG = R1({hw
G | w ∈ G}), (3.9)

where hG encodes both intra-host activity and inter-host relationships.

This nested GNN design enables IDS-NGNN to hierarchically learn from fine-

grained host-level behavior and high-level network interactions, improving robust-

ness and expressivity in complex intrusion scenarios.

3.5.2 Internal Layer

Let Ain ∈ RN×n×n and Hin ∈ RN×n×m represent the adjacency matrices and node

features for N internal graphs, each with at most n nodes and m-dimensional fea-

tures.

The node features for the (i− th) internal graph are:

hi =
{−→

hi
a,
−→
hi

b, . . . ,
−−→
hi

ni

}
,
−→
hi

j ∈ Rm, (3.10)

where ni ≤ n. The internal GNN module computes updated embeddings for the

i-th graph:

{−→
hi

a′
, . . . ,

−−→
hi

n′
i

}′

= GNN in (hi) . (3.11)

Assuming graph convolutional layers, a typical layer operation is:

H l+1 = σ
(
D̃− 1

2 ÃD̃− 1
2 H lW l

)
, (3.12)

where Ã = A + I is the adjacency matrix with self-loops, D̃ is the degree matrix,

W l are learnable weights, and σ is an activation function like ReLU.

The internal GNN outputs H ′
in ∈ RN×n×m′ , where m′ is the new feature dimen-

72



sion. All internal graphs share the same GNN architecture and parameters, enabling

efficient and consistent learning.

3.5.3 Nested Graph Layer

An intermediate graph layer is placed between the internal and external graph lay-

ers, where the newly generated internal node embedding H ′
in is used to update the

external graph with the original external node feature vector Hout, as seen in Fig-

ure 3.8. Hout =
{−→
H1,
−→
H2,
−→
H3, . . . ,

−→
HN

}
,
−→
Hl ∈ Rm where M denotes the number of

features of each external node. The reduce and merge operations are carried out

within the stacked graph layer. Here, reduce() denotes the reduction function (e.g.,

mean, sum), and Equation 3.13 illustrates how the reduce operation generates an

embedding for the (i− th) internal network.

−→
h′′

l = reduce(
−→
hl

a′
,
−→
hl

b′
, . . . ,

−−→
hl

ni′ ) (3.13)

The merge operation combines the original features of the external nodes with the

newly created features from the internal network, as produced by the stacked graph

layer.

To do this, Equation 3.14 shows how to define the updated external node feature
−→
H ′

l , where merge() stands for the merge function, which in our current design is the

concatenation operation.
−→
H ′

l = merge(
−→
Hl,
−→
hl

′′) (3.14)

Equation 3.15 shows the construction of the N(.) layer of the layered graph at the

(i− th) external node.

N(
−→
H ′

1,
−→
hl

a′
, . . . ,

−−→
hl

ni′ ) = merge(
−→
Hl,

reduce(
−→
hl

a′
,
−→
hl

b′
, . . . ,

−−→
hl

ni′ ))
(3.15)
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3.5.4 External GNN Layer

At this stage, the nested graph has been fully constructed with attributed nodes.

The next step is to apply the external GNN module, as illustrated in Figure 3.8. The

final external node embedding set H ′′
out is produced by the external GNN module,

which is used as input for the updated external graph feature matrix.

Such as H ′′
i =

{−→
H1

′,
−→
H2

′, . . . ,
−−→
HN

′
}

and the original external graph adjacency

matrix Aout.

For all external nodes, the output node embedding set H ′′
out is determined by

Equation 3.16 using the GNNout(.) layer as the externalmost layer of the network.

The output node embedding size M ′ is represented by the dimensions of the vector

H ′′
out, which are [N, M ′].

{−−→
H1

′′, . . . ,
−−→
HN

′′
}

= GNN out

{−→
H1

′, . . . ,
−−→
HN

′
}

(3.16)

Mathematically, this is expressed as Equation 3.12 if we use graph convolution

for the external layers as well.
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We perform an embedding analysis, as described in Algorithm 2, by partitioning

internal node embeddings according to their labels and computing class-wise mean

vectors to distinguish benign from compromised hosts.

Algorithm 2 Embedding Analysis for Benign vs. Compromised
Require: Internal embeddings I = {hi}n

i=1, node labels y ∈ {0, 1}n

1: Mbenign ← {i | yi = 0}
2: Mcompromised ← {i | yi = 1}
3: µbenign ← 1

|Mbenign|
∑

i∈Mbenign hi

4: µcomp ← 1
|Mcompromised|

∑
i∈Mcompromised hi return µbenign, µcomp

3.6 IDS-NGNN Experiments and Results Analy-

sis

For the experiments on the NGNN-based IDS, we used two Dell R760 servers, each

equipped with an Intelő Xeonő Gold 5418Y processor and a SmartNIC Converged

Accelerated card with an NVIDIA A30x GPU. The servers were connected via high-

speed 100 Gbps Ethernet and Ubuntu 22.04 as the operating system. The multi-

GPU training was performed using PyTorchs DDP, which synchronized the model’s

weights and gradients across the two GPUs using NVIDIA flare library. Each GPU

processed a distinct subset of the data in parallel, reducing training time and en-

abling faster convergence on large-scale datasets. Training, validation, and testing

are performed at a 1:1:3 ratio. Each experiment is repeated 10 times, and the mean

is reported. We classify models according to their precision, macro F1 score, and

weighted F1 score. The percentage of occurrences that are appropriately labeled is

used to calculate accuracy.

3.6.1 Performance Analysis

A summary of the dataset statistics is presented in Table 3.2, which includes results

from five benchmark IDS datasets. On CIC-IDS-2017, Base-GCN achieves 92% ac-

curacy, while IDS-NGNN(GAT) increases this to 95%. Similarly, Base-GraphSAGE

75



Base-GCN

Base-GraphSAGE
Base-GAT

NGNN (GCN)

NGNN (GraphSAGE)
NGNN (GAT)

0.86

0.88

0.90

0.92

0.94

0.96

0.98

1.00

Sc
or

e

Accuracy
Macro F1
Weighted F1

Figure 3.9: Aggregated performance results of each model.

reaches 94%, and Base-GAT 95%, with NGNN variants sustaining consistent im-

provements. On newer IoT-oriented datasets, IDS-NGNN continues to provide small

but stable gains, confirming that nested reasoning generalizes across domains. We

contrast Base-GCN, Base-GraphSAGE, and Base-GAT, three widely used GNN

techniques. On the nested graph, we evaluated three different IDS-NGNN variants

by employing GCN, GraphSAGE, or GAT as the internal and external layers within

the architecture.

Table 3.2: Accuracy (%) across five benchmark IDS datasets. Values are mean±std.

Dataset #Graphs Avg. #nodes GCN GraphSAGE [60] GAT
Base Nested Base Nested Base Nested

CIC-IDS-2017 1113 39.1 92.0±0.1 93.0±0.1 94.0±0.1 94.0±0.1 95.0±0.3 95.0±0.3
CSE-CIC-IDS-2018 344 14.3 56.4±7.1 57.0±7.3 57.0±5.5 56.7±8.1 64.9±6.3 65.1±7.2
ToN-IoT 500 25.0 60.0±4.0 61.5±5.0 58.0±3.5 59.0±4.0 62.5±5.0 63.0±4.5
CICIoT2023 750 30.0 65.0±3.5 66.0±3.0 64.5±4.0 65.5±3.5 67.0±3.0 67.5±4.0
CICIoV2024 1000 50.0 70.0±4.5 71.5±4.0 69.0±5.0 70.5±4.5 72.0±4.0 73.0±4.5

IDS-NGNN improves the aggregated accuracy to 95%, the macro F1 score to 92%,

and the weighted F1 score to 92%, as shown in Figure 3.9. In terms of accuracy and

F1 metrics, this corresponds to a ∼3–4% gain over the strongest baseline. All IDS-

NGNN configurations also exhibit consistent macro F1 improvements over their base

models, demonstrating that the learned hierarchical embeddings effectively capture

both host-level and network-level dependencies. The performance difference between
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Figure 3.10: IDS-NGNN performance analysis. (a) Accuracy, Micro-F1, and
Weighted-F1 across embedding sizes. (b) Structural robustness under edge per-
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the NGNN variants is modest, with the best results obtained using GAT for both

the internal and external layers. Leveraging attention enables GAT to focus on the

most critical nodes and edges, resulting in superior detection performance.

For comparison, the manually generated feature-based baseline (Base-GCN) achieves

a weighted F1 of only 74%. In contrast, IDS-NGNN without explicit host attributes

achieves 83% weighted F1, suggesting that the process-alive graph (internal graph)

already encodes sufficient host behavioral characteristics for intrusion detection.

The performance of N(GCN, GCN) across various embedding sizes ranging from

64 to 1024 is illustrated in Figure 3.10(a). IDS-NGNN maintains consistent perfor-

mance across all three metrics despite changes in embedding size. Accuracy improves

from 73% at size 64 to 93% at size 1024, confirming the effectiveness of the learned

embeddings. Even small embeddings deliver competitive performance, highlight-

ing scalability to resource-constrained settings. Figure 3.10(b) assesses robustness

against structural perturbations: The Weighted-F1 score decreases slightly, from

0.958 at r = 0.00 to approximately 0.954 at r = 0.20, representing a relative reduc-

tion of less than 2%. This demonstrates resilience to adversarial edge insertions and

deletions, as well as stability under graph manipulations.
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3.6.2 Complexity Analysis

We next analyze computational complexity and runtime efficiency. Table 3.3 reports

FLOPs per forward pass, where IDS-NGNN adds only +50–80% overhead compared

to flat GNNs, keeping all models under 10 MFLOPs per graph. This modest increase

justifies the three-part design, which expands receptive fields without heavy cost.

To complement FLOPs, Table 3.4 reports wall-clock preprocessing, training, and

inference times on Xeon CPU, NVIDIA A30 GPU, and SmartNIC+GPU (A100)

pipelines. On the 6k-graph workload, GPU training is ∼2.4× faster than CPU

(124.9s → 51.7s), while SmartNIC+GPU reduces training further to 48.6s. Infer-

ence latency remains sub-millisecond, dropping from 0.402 ms/graph on GPU to

0.352 ms/graph with SmartNIC integration. FLOPs scale with N , E, and H: larg-

er/denser 6k graphs explain higher preprocessing time and inference latency. GPU

acceleration is most evident in models with deeper and attention-heavy architectures

(e.g., GAT); short, shallow runs underutilize the GPU. Despite scale-up, IDS-NGNN

maintains sub-ms inference per graph, confirming suitability for real-time 100 Gbps

intrusion detection.

Table 3.3: Per-forward FLOPs (MFLOPs) on CICIDS2017 (avg. graph N = 20,
E = 82, F = 84, H = 128, A = 4 heads).

Model 2-Layer +Nested (SUM/CONCAT)

GCN 1.24 M 1.94 M / 2.25 M
GraphSAGE 1.22 M 1.91 M / 2.22 M
GAT (4 heads) 4.96 M 7.69 M / 8.98 M

Table 3.4: Runtime benchmarks on CICIDS2017 (6,000 graphs, batch size 512, GAT,
15 epochs).

Setting Preprocess Training Inference

CPU-only (Xeon) 320.8 ms 124.9 s —
GPU (A30) 318.3 ms 51.7 s 0.402 ms
SmartNIC+GPU (A100) ∗ ≪325.6 ms 48.6 s 0.352 ms
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3.6.3 On the Feasibility of ML and GNN Offloading to Smart-

NICs

The proposed architecture deliberately separates learning-based detection from data-

plane enforcement. While DPU-based mitigation focuses on deterministic, wire-

speed packet handling using stateful tracking and signature-based mechanisms, IDS-

NGNN targets a different operating regime: cross-flow correlation and structural

traffic analysis.

In principle, the SmartNIC provides architectural features (e.g., DPA engines,

programmable accelerators, and high-bandwidth memory interfaces) that could sup-

port limited forms of machine learning inference. We therefore considered offloading

GNN-based detection to the SmartNIC. However, several practical constraints mo-

tivated the chosen design.

First, graph neural networks exhibit irregular memory access patterns and re-

quire frequent aggregation across variable-size neighborhoods. This leads to memory-

bound execution and limited data reuse, which is poorly matched to the execution

model and memory hierarchy of current SmartNICs. Second, GNN inference requires

maintaining graph state and adjacency information for large numbers of concurrent

flows, which quickly exceeds the on-board memory capacity available on DPUs un-

der realistic deployment constraints. Third, inference latency for non-trivial GNN

models is incompatible with strict wire-speed processing requirements, particularly

at 100–400 Gb/s.

For these reasons, IDS-NGNN is executed on GPU-accelerated/host-side com-

pute resources, where parallelism, memory capacity, and programming flexibility

are sufficient to support graph-based learning at scale. The SmartNIC instead acts

as an enforcement and filtering layer, executing lightweight, deterministic operations

such as flow tracking, thresholding, and selective packet forwarding. This division

of workload ensures that complex detection logic does not compromise data-plane

latency or throughput guarantees.

From a system perspective, this design reflects a conscious trade-off between

detection expressiveness and enforcement determinism. While future SmartNIC
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generations may support more capable ML offloading, the architecture proposed in

this thesis prioritizes deployability and predictable performance in real high-speed

networks.

3.7 Chapter Summary

This chapter investigated graph neural network paradigms for network security ana-

lytics, with a focus on DDoS detection and high-data-rate intrusion detection. First,

we presented FTG-Net-E, an ensemble-based extension of the FTG-Net[155] frame-

work for DDoS detection. FTG-Net-E exploits a hierarchical traffic representation in

which packet-level interactions are encoded in Flow Graphs and then propagated to a

Traffic Graph to capture cross-flow dependencies. Unlike methods that depend heav-

ily on high-dimensional stateful features, FTG-Net-E is primarily structure-driven

and is trained end-to-end so that Flow GNN embeddings directly parameterize the

Traffic GNN input space. By aggregating multiple lightweight GNN models via

ensemble learning, the proposed design improves robustness and reduces variance

relative to a single model. On CIC-IDS2017 and CICIDS2018, FTG-Net-E achieves

state-of-the-art performance, reaching an F1-score of 0.9929 and an accuracy of

0.9967 while maintaining low false-positive and false-negative rates.

Second, we introduced IDS-NGNN, a nested GNN-based IDS that jointly mod-

els intra-host activity and inter-host communication through a three-stage hierarchy:

an internal graph module, a nested aggregation layer, and an external graph mod-

ule. This design addresses the limitations of flat GNN formulations by explicitly

capturing local host behavior and global network interactions within a unified archi-

tecture. Experimental results across multiple public IDS datasets show consistent,

albeit dataset-dependent, improvements over strong baselines (e.g., GCN, Graph-

SAGE, and GAT), with the best configuration achieving up to 95% accuracy and

92% F1-score on CIC-IDS-2017. Complexity and runtime analyses further indicate

that the nested design introduces only modest computational overhead while preserv-

ing sub-millisecond inference latency per graph under GPU acceleration, supporting

real-time deployments.
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Finally, we discussed the feasibility of offloading learning-based inference to

SmartNIC-class devices. While SmartNICs are well-suited for deterministic, wire-

speed enforcement and selective filtering, the irregular memory access patterns and

state requirements of GNN inference make full offload challenging under current

hardware constraints. Accordingly, the chapter motivates a practical split architec-

ture in which the SmartNIC performs lightweight preprocessing and enforcement,

while GPU/host-side compute executes graph-based inference when expressiveness

and cross-flow correlation are required.
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Chapter 4

Hardware-Accelerated DDoS

Mitigation Using Programmable

DPUs

In this chapter, we investigate a hardware-accelerated approach for mitigating DDoS

attacks using programmable DPUs. As cloud and web service providers continue

to face evolving DDoS threats, traditional mitigation methods struggle with high

latency, inefficient traffic filtering, and excessive resource overhead. The solution

proposed in this chapter leverages the power of DPUs to address these challenges

by performing attack detection and mitigation directly within the DPU itself. This

approach eliminates the need for expensive additional network hardware and reduces

the strain on the host system, making it a robust and scalable solution for high-speed

networks. The experimental evaluation of this approach is presented in Section 4.2.

4.1 Proposed Methodology of Hardware-Accelerated

Framework

This section describes the system design choices required to execute DDoS detec-

tion and mitigation at wire speed on a programmable DPU, focusing on stateful

processing, queue management, and deep packet inspection. This thesis presents a
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novel hybrid framework that performs live traffic analysis and intrusion detection

on the NVIDIA BlueField-2 DPU by integrating DPDK libraries, regular expression

(RegEx), and the Suricata intrusion detection system. This framework leverages

hardware acceleration to perform DPI for intrusion detection and efficient blocking

of malicious traffic. The system is designed to offload the DPI processing tasks

to the DPU/SmartNIC, freeing up the host CPU and ensuring scalability for high-

throughput networks. The detailed flow of DPI processing, which utilizes the inte-

gration of the DOCA QoS engine and DPU acceleration, is outlined in Algorithm 3,

and the algorithm’s functions and variables are explained in section 4.1.2.

Algorithm 3 DPI Processing with DOCA QoS Integration
Packet Ingress:
Let P = {p1, p2, ..., pn} be the set of incoming packets
Classify and prioritize each packet: fQoS(pi)
Assign packet pi to queue Qj based on QoS function: Qj = fQoS(pi)
Stateful Tracking (CT):
Track flow fi for each packet pi: fi = ftrack(pi)
Use multithreading for parallel flow tracking: fT

i = fT
track(pi)

Update flow state counters: Cfi
= Cfi

+ 1 for each packet in flow fi

Monitor flow rate using hardware meters: Mfi
= fmeter(fi)

DPI Processing (Queue-Based):
for each packet pi in queue Qj do

Perform packet parsing: hi, pi = fparse(pi)
Signature matching and anomaly detection: fsig(pi), fanomaly(pi)
Perform DPI using hardware acceleration: fDPU(pi)
if fsig(pi) = 1 or fanomaly(pi) = 1 then

Drop packet pi: pi /∈ Pvalid
else

Forward packet pi: pi ∈ Pvalid
end if

end for
Egress:
Forward valid packets Pvalid to TX interface
Update hardware egress meter: Megress = fmeter(Pvalid)

Algorithm 3 provides a conceptual view of the packet processing pipeline rather

than a literal API implementation, highlighting how state tracking, DPI, and miti-

gation actions are combined on the DPU datapath.
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4.1.1 DDoS Detection without and with Offload

Figure 4.1 shows how DDoS attack detection with hardware offload functionality of

DPU and without a hardware offload. In Figure 4.1(a), a packet is received from

the external source router at point 1 (NIC), then forwarded to the CPU. At point 3,

the RegEx operation is performed, followed by sending the result back to the CPU

at point 4. At point 5, the GPU is involved in parallel processing of the RegEx

operation, and then the packet is forwarded to the second NIC toward the router.

In Figure 4.1(b), the packet is received from the external source router at point 1

(DPU) and then forwarded to the ARM for the RegEx operation. The processed

packet is then sent to the router, resulting in a significant reduction in edge load.

Figure 4.1: (a) Without offload: DDoS attack detection and mitigation inside edge
and (b) With offload: DDoS attack detection and mitigation inside DPU

4.1.2 Stateful Connection Tracking and DPI Process

We present an enhanced rule-based stateful connection tracking system with hard-

ware offloading to prevent DDoS attacks by efficiently managing and tracking each

flow, ensuring successful TCP handshakes, and leveraging the processing power of a

DPU. Our DOCA(Data Center-on-a-Chip Architecture) IPS API with custom rule

integrates rate-limiting and connection tracking for real-time attack mitigation, such

as SYN flood and other volumetric DDoS attacks. Below is an example of the IPS

custom rule for connection tracking with hardware offload.

alert tcp any any -> $HOME_NET 80
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(msg:"TCP Handshake Detection - Stateful";

flags:S; sid:1001; rev:1; track_by_src;

state_new, established; con_tracking_hwd;

flow_timeout 300; rate_limit 1000;

new_action drop; timeout 30;)

When a SYN packet is received, the SmartNIC/DPU begins tracking the connection

according to the defined rule. This rule, implemented through the fQoS(pi) function,

incorporates both rate-limiting and connection thresholds to prevent DDoS attacks.

If a TCP handshake (SYN, SYN-ACK, ACK) is completed, the connection is marked

as established, and the state is managed by the ftrack(pi) function, which tracks the

flow for each packet and updates connection states accordingly. The DPU continues

to track the connection through the hardware meter, ensuring the flow is monitored

at line rate.

Rate-limiting is ensured by the fQoS(pi) function, which slows the rate of SYN

packets when the SYN packet rate exceeds the threshold (e.g., rate_limit 1000),

thus preventing SYN floods attack.

The DPU offloads the tasks of connection tracking and flow management using

the ftrack(pi) and fmeter(fi) functions from the DOCA API Flow Connection Track-

ing (AF_CT) module. Hardware acceleration enables stateful tracking and flow

management at line rate. Packets are classified using the 5-tuple (source IP, destina-

tion IP, source port, destination port, and protocol) through the ftrack(pi) function.

The packet is checked in the flow table, and it is forwarded if a match is found.

Otherwise, it is sent to the missing pipe for further inspection. The ftrack(pi) func-

tion also manages the connection states by updating the status of each flow (NEW,

ESTABLISHED, CLOSED) as packets arrive. The DPU tracks connection direc-

tions to maintain session awareness and handle packets bidirectionally (incoming

and outgoing traffic).

To ensure efficient flow management, the DPU performs connection aging through

the fmeter(fi) function. Each connection in the table is periodically checked for inac-

tivity. If a connection remains idle beyond a predefined threshold (e.g., 300 seconds),
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it is removed from the table, freeing up resources for new connections. This process

of aging, controlled by the ftrack(pi) and fmeter(fi) functions, prevents the table from

becoming overloaded with stale flow information. With multiple fT
track(pi) workers

running in parallel, the DPU can scale to handle a high number of connections per

second (CPS) and maintain high throughput during DPI processing.

Operating in autonomous mode, the DPU manages the entire connection lifecycle

from creation to deletion, using the ftrack(pi) and fmeter(fi) functions without host

CPU intervention. This offloads the CPU and ensures the DPU handles most tasks

autonomously, optimizing performance.

By combining rate-limiting through fQoS(pi) and connection tracking via ftrack(pi),

the system mitigates SYN flood attacks by slowing down SYN packets when nec-

essary. Functions fsig(pi) and fanomaly(pi) help to detect and prevent spoofing by

blocking packets from invalid sources or uninitiated connections.

4.1.3 Multi-Processing and Multithreading DPI with DOCA

QoS Engine

The Enqueue DPI (DocaDpiEnqueue) core function is used to enqueue packets with

thread-safe operations per queue. Multiple processes/threads can utilize enqueue

when flows are linked to different queues. However, they cannot use enqueue si-

multaneously when flows are linked to the same queue. To address this limitation,

integrating the DOCA QoS engine ensures efficient queue management and prioriti-

zation.

The DOCA QoS engine enables advanced traffic classification and resource al-

location by assigning flows to appropriate DPDK queues based on traffic type and

priority. These queues are then linked to the stateful connection tracking (CT) en-

gine and DPI processing. This hierarchical queue management reduces contention

and ensures seamless multithreading. Packets entering the QoS engine are classified,

balanced, and forwarded to DPI multiqueues for deep inspection.

The Matching DPI signature (DocaDpiDequeue and DocaDpiFlowMatchGet)

matches and dequeue packets. The same DPI signature can be utilized by multiple
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processes/threads through two options:

• Using DocaDpiFlowMatchGet instead of DocaDpiDequeue, while still needing

dequeuing to free up the DPI queue.

• Assigning a different uint16_dpi_q value for each process/thread to ensure

packet processing isolation.

Packet processing isolation is further enhanced by integrating the DOCA QoS engine

by dynamically allocating uint16_dpi_q values based on QoS policies. This ensures

that high-priority traffic is processed with minimal latency while low-priority or

malicious traffic is throttled.

This design demonstrates that queue-aware scheduling and isolation are essential

to sustain DPI throughput under concurrent attack and benign traffic conditions.

4.1.4 DOCA-based Hardware offload IPS Architecture

We employed a stateful tracking module and multithreading DPI. In DPU with

DOCA, multithreading DPI integration with hardware offload mechanisms ensures

efficient and high-speed packet processing. These DPUs have dedicated processing

units optimized for packet inspection and analysis, allowing for parallelized and

accelerated DPI operations. Our proposed hardware offload DPI packet processing

is described in Figure 4.2. When an incoming packet arrives at the DPU interface, it

undergoes deep inspection to extract key attributes such as source and destination

addresses and ports, protocol, and payload content. After identifying the flow and

ensuring it meets specific criteria, such as not exceeding predefined rate thresholds,

packets are enqueued for DPI processing. The result is dequeued for further analysis

upon successful processing by the DPI engine. If a match is found during DPI

processing, it counts match statistics related to the detected threat. The packet

is dropped if the match corresponds to a known DDoS signature. Otherwise, the

flow is hardware offloaded to the physical function. Once the packet processing is

completed, the flow is terminated.

The DPI engine compares the attributes of the extracted packets in predefined

signatures based on rules that represent known threats and attack patterns. These
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Figure 4.2: DOCA-based DPI Packet Processing Flow with Stateful Flow Tracking
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rules are generated based on common DDoS attack patterns and can detect other ma-

licious activities. DPI maintains stateful flow tracking information to contextualize

packet inspection results. By associating packets with specific network connections

and flows, DPI can detect anomalous behavior and identify patterns that indicate

threats. Upon detecting a match between packet attributes and a signature in the

database, DPI can trigger drop actions to mitigate the threat. These actions include

packet drop, rate limitation, and redirection to another port, depending on the sever-

ity and nature of the detected threat. DPI operations are also integrated into the

broader DOCA framework, allowing for centralized management and orchestration

of network security policies. DOCA provides a unified interface for configuring DPI

settings, monitoring traffic patterns, and responding to security events in real-time.

DPI signature creation for our IPS involves manual analysis, threat intelligence gath-

ering, and automated tooling provided by DOCA API. While the DOCA framework

provides the underlying DPI and flow-tracking primitives, this work focuses on their

integration, scheduling, and configuration to enable scalable DDoS mitigation at

wire speed. Our implementation testbed will be discussed in the next section.

4.1.5 Testbed

The DDoS detection and mitigation testbed consists of two Dell R760 servers con-

nected using a SONiC-based [163] white box network switch shown in Figure 4.3.

Each server has a NVIDIA DPU. One server runs the DDoS detection system, which

uses a DOCA IDS mode to classify traffic as normal or anomalous. The other server

runs the DDoS mitigation system, which uses an IPS to block malicious traffic. The

two servers are connected to a local data center using VLAN 2. The DPU admin

is connected to the testbed using the management (Mgmt) console. The testbed

is used to simulate a DDoS attack and evaluate the performance of the hardware-

accelerated IPS framework. Evaluate the performance of our framework through

extensive testing on wire speed in real-time traffic and using the malicious traffic
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generated tools HPING31, LOIC2, HOIC3, and TRex (Cisco TRex traffic genera-

tor)4.

Figure 4.3: Evaluation Testbed For DDoS Attacks Detection

The testbed is designed to evaluate throughput, latency, and scalability under

realistic attack scenarios, enabling direct comparison between CPU-only and DPU-

offloaded deployments.

4.2 Results Analysis

Figure 4.6 evaluates the efficiency of connection tracking under varying rules counts,

comparing hardware offload with CPU-only scenarios. Concurrent connections de-

crease rapidly Without offload, starting at 50K for 10 rules and dropping to below

10K as the rules increase to 100. The hardware offload maintains significantly higher

efficiency, with 500K concurrent connections for 10 rules and a gradual decline to

200K for 100 rules. This improvement highlights the scalability and robustness of

DPU-based connection tracking in complex networks.

Figure 4.7 compares the time required to process 500K connections as the number

of rules increases. With hardware offload, the processing time increases at a decreas-
1https://www.hping.org/
2https://sourceforge.net/projects/loic/
3https://sourceforge.net/projects/hoic/
4https://trex-tgn.cisco.com/
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ing rate, starting at 3 seconds and reaching 15 seconds for 50 rules. The CPU-only

scenario shows a linear increase, starting at 20 seconds and reaching nearly 170 sec-

onds for the same number of rules. This difference highlights the effectiveness of

hardware offload in minimizing processing delays.

Figure 4.8 shows latency under different attack loads, ranging from 105 to 108

pps. With hardware offload, latency remains low and stable, increasing minimally

from 1 ms to approximately 101 ms under extreme attack loads. On the other

hand, without offloading, latency increases significantly from 10 ms to the timeout,

underscoring the shortcomings of CPU-only processing during extreme attacks. It

shows that hardware offloading effectively maintains low latency performance in the

face of network assaults.

Figure 4.4: Impact of Attack Tools on
CPU Load

Figure 4.5: UDP and TCP Through-
puts

These results directly address Research Question RQ2 by demonstrating that

DPU-based offload enables deterministic, low-latency mitigation under extreme DDoS

conditions.

4.2.1 Hardware-Software Synergy: Trade-offs and Bottle-

necks

Offloading tasks to a DPU can reduce host CPU utilization, such as offloading deep

packet inspection, which saves CPU cycles. However, latency in DPU-host data

transfers can be constrained by the PCIe bottleneck, reducing overall throughput.
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Figure 4.6: Connection tracking per-
formance with and without hardware
offload

Figure 4.7: Processing time for 500K
connections with varying rules

Some functions, such as dynamic flow-state management, depend on the host’s mem-

ory management. Fully offloading these to the DPU may not be feasible, as it may

lack effective mechanisms for managing dynamic updates. These trade-offs highlight

the need for a balanced approach to optimize system performance. These trade-offs

motivate the broader evaluation of SmartNIC resource allocation and architectural

limits discussed in Chapters 6 and 7.

4.3 Chapter Summary

This chapter investigated how programmable DPUs can be used as an effective and

practical platform for mitigating large-scale DDoS attacks in high-speed networks.

The motivation stems from the limitations of traditional software-based defenses,

which rely heavily on host CPUs and external appliances. Under high attack vol-

umes, these approaches suffer from increased latency, limited scalability, and exces-

sive resource consumption, often leading to service degradation or failure. The core

idea explored in this chapter is to move detection and mitigation as close as possible

to the data path by executing them directly inside the DPU.

The proposed solution introduced a hardware-accelerated intrusion prevention

framework built on NVIDIA BlueField-2. By integrating DPDK, DOCA libraries,

regular-expression matching, and Suricata-based inspection, the framework performs
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Figure 4.8: Latency during the attack
with and without offload

Figure 4.9: The packet processing rates
for varying packet sizes

deep packet inspection and attack mitigation at line rate. Offloading DPI and

stateful processing to the DPU reduces dependency on the host CPU and removes

the need for additional middleboxes, making the design both scalable and cost-

efficient for modern data centers and edge deployments.

A key contribution of this chapter is the detailed design of a stateful, rule-based

connection tracking and DPI pipeline that operates entirely within the DPU. Us-

ing DOCA Flow connection tracking and hardware meters, the system maintains

per-flow state, validates TCP handshakes, enforces rate limits, and identifies abnor-

mal traffic patterns such as SYN floods. Connection aging and flow cleanup are

handled autonomously by the DPU, preventing flow-table exhaustion and ensuring

sustained operation under attack. The combination of rate-limiting, state tracking,

and signature-based detection enables early filtering of malicious traffic before it

reaches host resources.

The chapter also addressed scalability through multi-processing and multithread-

ing. By integrating the DOCA QoS engine, traffic is classified and distributed across

multiple DPI queues, reducing contention and enabling parallel inspection. This de-

sign allows high-priority or benign traffic to be processed with minimal latency,

while suspicious or low-priority flows are throttled or dropped. The architecture

demonstrates how careful queue management and hardware-assisted scheduling are
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essential for sustaining performance in multi-tenant and high-throughput environ-

ments.

Experimental evaluation on a realistic testbed showed clear advantages of DPU-

based offload compared to CPU-only processing. Hardware offload sustained a much

higher number of concurrent connections as rule complexity increased, significantly

reduced processing time for large connection sets, and maintained low and stable

latency even under extreme packet rates. In contrast, CPU-based approaches de-

graded rapidly, exhibiting sharp drops in throughput and latency spikes under heavy

attack loads. These results confirm that DPU offload is not only an optimization,

but a necessity for defending against modern volumetric DDoS attacks.

Finally, the chapter discussed the practical trade-offs of hardware offload. While

DPUs greatly reduce CPU load and enable line-rate mitigation, certain limitations

remain, such as PCIe transfer overheads and the challenges of fully offloading dy-

namic state management. These observations highlight the importance of hardware-

software co-design, where responsibilities are carefully split between the host and

the DPU to achieve optimal performance.

Overall, this chapter demonstrated that programmable DPUs provide a strong

foundation for next-generation DDoS mitigation. By combining stateful flow track-

ing, deep packet inspection, and hardware acceleration, the proposed framework

achieves robust, scalable, and low-latency defense against DDoS attacks, while pre-

serving host resources and maintaining service availability in high-speed networks.
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Chapter 5

DPUAUT: Secure Authentication

Protocol for Intelligent Swarm

Systems

Intelligent Swarm Systems (ISS) comprise large numbers of autonomous devices

that cooperate to sense, compute, and act in dynamic environments. Unlike cloud-

centric systems, swarm deployments are latency- and scale-sensitive: devices may

join or leave frequently, communicate over heterogeneous and intermittently con-

nected wireless links, and require near-real-time responses for safe and coordinated

operation. In such settings, authentication is a critical control-plane primitive that

governs admission, trust establishment, and secure data exchange.

Conventional authentication and key-management solutions are often designed

around remote cloud servers, where identities and long-term secrets are stored and

verified centrally. This architecture introduces practical limitations for swarms.

First, end-to-end authentication delay increases because of long round-trip times,

congestion, or intermittent connectivity. Second, centralized verification becomes

a scalability bottleneck as the swarm grows. Third, cloud-centric authentication

expands the attack surface when protocol messages traverse public networks, en-

abling eavesdropping, message modification, and replay. Even when authentication

services are moved to the edge, security remains non-trivial: many schemes store

long-term cryptographic keys in device memory, making physical capture a serious
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threat. Once secrets are extracted from a captured device, adversaries can imper-

sonate legitimate swarm nodes, inject forged data, or disrupt coordination.

To address these limitations, this chapter proposes DPUAUT, a secure and

lightweight authentication protocol tailored to ISS. The central design objective is

to achieve low-latency mutual authentication while resisting both network-level and

physical attacks. DPUAUT anchors device trust in a PUF-based identity primitive,

avoiding the storage of static long-term secrets that are vulnerable to physical com-

promise. In addition, DPUAUT accelerates the verifier-side workflow by offloading

authentication verification to a Smart Network Interface Card (SmartNiC)-based

DPU, specifically targeting NVIDIA BlueField-class hardware. This architectural

choice reduces end-to-end authentication delay, improves scalability for large swarms,

and strengthens isolation by executing security-critical operations inside a dedicated,

hardware-assisted subsystem.

Contributions. The main contributions of this chapter are:

• Design of DPUAUT, a PUF-anchored authentication and key-agreement proto-

col for ISS that supports mutual authentication, device anonymity, and session

key establishment under realistic adversarial conditions.

• Design of a SmartNiC/DPU-assisted verification architecture that offloads

verifier-side authentication logic to BlueField hardware to reduce latency and

improve scalability.

• Formalization of the system and threat models, definition of notation, and

specification of the protocol in structured phases (initialization, device regis-

tration, Autonomous Swarm Devices Computing Server (ASDCS) registration,

and authentication).

• Security evaluation using automated verification (AVISPA backends), a proof

sketch in the Real-or-Random (RoR) model, and an informal analysis against

practical threats.
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• Quantitative analysis of computation and communication overheads, and com-

parison of DPUAUT with representative state-of-the-art authentication schemes

for similar deployments.

The remainder of this chapter is structured as follows. Section 5.1 introduces

the system model, preliminaries, and threat assumptions. Section 5.2 presents the

proposed DPUAUT protocol phases and message flows. Section 5.3 provides security

validation and analysis. Finally, reports performance and overhead results, followed

by a chapter summary.

5.1 System Model and Preliminaries

This section defines the system entities, trust assumptions, cryptographic primitives,

and notation used throughout the proposed protocol. We also present the adversarial

capabilities considered in the security analysis.

5.1.1 System Entities and Trust Assumptions

We consider an ISS composed of the following entities (Figures 5.1–5.2):

• Autonomous Swarm Device (ASDi): a resource-constrained swarm node

equipped with sensing and wireless communication capabilities. Each device

embeds a PUF instance used to derive device-bound responses from challenges.

• Autonomous Swarm Device Computing Server (ASDCSj): an edge-

side computing server deployed near the swarm operation area. It supports

low-latency services for swarm nodes and participates in the authentication

workflow.

• Private Cloud Server (PCS): a trusted authority responsible for boot-

strapping system parameters, registering entities, and assisting in credential

issuance and verification.

We assume that PCS is trustworthy and maintains long-term master secrets in

a protected environment. We assume that wireless/public channels among ASDi
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and ASDCSj are insecure and may be fully controlled by an attacker. Registration

steps that require secure enrollment (e.g., PUF challenge–response association) are

assumed to occur over a protected channel or in a controlled environment.

5.1.2 Physical Unclonable Function (PUF)

A PUF is a hardware primitive that exploits manufacturing variability to produce

instance-specific responses. Given a challenge CHi ∈ {0, 1}k, a device-specific PUF

instance Pi(·) generates a response Ri ∈ {0, 1}λ:

Ri ← Pi(CHi). (5.1)

A key security property is that two distinct devices produce sufficiently different

responses for the same challenge. Let HD(·, ·) denote the Hamming distance. For

two devices i1 ̸= i2, the responses should satisfy:

HD
(
Pi1(CH),Pi2(CH)

)
≥ b, (5.2)

for a system threshold b, ensuring inter-device uniqueness. In swarm deployments,

PUFs are attractive because they reduce reliance on stored long-term secrets and

increase robustness against physical extraction attacks. However, PUF deployments

must also consider resistance to invasive and non-invasive physical attacks, including

side-channel leakage and machine-learning-based modeling attempts [164].

5.1.3 SmartNIC/DPU-Assisted Verification

To reduce authentication latency and improve scalability, DPUAUT offloads verifier-

side logic to a SmartNiC-based DPU. The DPU provides an isolated execution en-

vironment, enabling:

• Lower end-to-end delay: verifier operations execute closer to the data path

and avoid overload on general-purpose host CPUs.

• Higher concurrency: authentication requests from multiple swarm devices
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can be handled in parallel under constrained edge resources.

• Improved isolation: sensitive verification steps execute inside the DPU sub-

system rather than in a shared host environment.

Accordingly, the protocol description in subsequent sections assumes that ASDCSj

can leverage DPU acceleration for cryptographic verification and message processing.

PUF deployment considerations. In this work, the PUF is integrated on the

SmartNIC platform and follows implementation guidelines for TrustZone-aligned

designs [165]. The design goals are: (i) resistance to physical and modeling at-

tacks, (ii) practical implementation feasibility on BlueField-class SmartNICs, and

(iii) latency reduction by enabling local, verifier-side acceleration. In particular, the

verifier-side PUF validation and associated hash-based computations are placed in

the SmartNIC/DPU execution domain to improve isolation and reduce control-plane

contention on the host CPU.

Table 5.1 provides a simplified illustration of the challenge–response mechanism

used by the enrollment process.

Table 5.1: Challenge–response example for SmartNiC-based PUF authentication

Challenge Response
CH1 R1 = P(CH1)
CH2 R2 = P(CH2)
CH3 R3 = P(CH3)

... ...

where CHi is a challenge generated by PCS, P is the PUF function, and Ri is the

response produced by the device-specific PUF instance.

5.1.4 Notation

Throughout the thesis, a specific notation represents the entities, algorithms, and

cryptographic primitives used in the authentication protocol; these are summarized

in Table 5.2.
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Table 5.2: Notations

Notation Description
ASDCS Autonomous Swarm Devices Computing Server
MSK Master secret key of PCS
PCS Private Cloud Server (trusted authority)
SIDj Pseudonym of ASDCSj (server-side identity token)
Kj Secret key associated with SIDj

ASDi ith Autonomous Swarm Device
IDi Long-term identity of ASDi (enrollment-time)
σi Digital signature / verifier tag for ASDi (as defined by the scheme)
TIDi Temporary identity of ASDi

CHi,Ri Challenge–response pair of ASDi

Pi PUF instance for device i
A Adversary
T Ri Tamper-resilient storage (device-side)
ASD∫∥ Authenticated swarm device
G0, G1, G2, G3 Security games (used in the proof sketch)

5.1.5 System Setup

We consider an ISS that consists of ASD devices, a Private Cloud Server (PCS),

and an ASDCS as depicted in Fig. 5.1. Figure 5.1 and Figure 5.2 illustrate the

architecture and design of the authentication-based ISS. Each ASDi is equipped

with a sensor node that collects data. The ISS design builds upon our previous

work [166].

In the proposed swarm authentication system, a trustworthy PCS performs en-

rollment and registration and provides the necessary information for authentication.

An ASDCS positioned near the data source assists ASD nodes by providing low-

latency access to compute and coordination services in the swarm area. This ap-

proach offloads computation tasks, reduces backhaul bandwidth consumption, and

alleviates pressure on centralized authentication services.

During the authentication process, mutual authentication occurs between swarm

devices and ASDCS, establishing a session key for secure communication over a

public channel. We focus on the common scenario where a new device attempts

to join the swarm. In this context, the authentication procedure must prioritize

latency while maintaining strong resistance to impersonation and physical compro-

mise. After successful authentication, the established session key is used to protect
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Figure 5.2: SmartNIC-based PUF authentication protocol

subsequent swarm communications.

5.1.6 Acceleration of Authentication Protocol

To improve performance and efficiency, we propose offloading verifier-side authen-

tication operations from a general-purpose CPU to a SmartNiC/DPU. This design

targets three objectives:

• Latency: reduce the time required to authenticate swarm devices before ini-

tiating protected service access or data transfer.

• Scalability: support authentication for large swarms (up to tens of thousands

of devices) under SmartNIC memory and processing constraints.

• Security and isolation: execute verification logic in a dedicated hardware-
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assisted execution domain, reducing exposure to host-level compromise and

limiting the attack surface of the verifier.

A key practical constraint is that SmartNIC/DPU environments may restrict

available primitives and execution models compared to fully featured CPUs. There-

fore, DPUAUT emphasizes lightweight, hash-based computations and careful state

management to remain feasible under SmartNIC constraints while still providing

robust security guarantees.

5.1.7 A One-Way Hash Function

DPUAUT employs a one-way hash function h(·) that maps an input of arbitrary

length to a fixed-length digest. The function is assumed to satisfy standard security

properties:

• Preimage resistance: given y, it is computationally infeasible to find x such

that h(x) = y.

• Second-preimage resistance: given x, it is computationally infeasible to

find x′ ̸= x such that h(x′) = h(x).

• Collision resistance: it is computationally infeasible to find distinct x1 ̸= x2

such that h(x1) = h(x2).

These properties enable compact message authentication tags, integrity verifica-

tion, and key derivation throughout the protocol.

5.1.8 Threat Model

Following prior authentication literature, we adopt the Canetti–Krawczyk adversary

model [167] to assess the security of the proposed scheme for ASDs. In particular,

the attacker A is assumed to have the following capabilities:

• Full control of the public channel: A can eavesdrop, replay, delay, drop,

and modify any protocol message exchanged over the public channel between

ASDi and ASDCSj.
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• Man-in-the-middle behavior: A can mount Man-in-the-Middle (MiTM)

attacks by altering, injecting, or reordering authentication messages to attempt

impersonation or session disruption.

• Device capture and memory extraction: A may physically capture an

ASDi and apply explicit extraction techniques to read non-tamper-resilient

memory contents.

• Public identifiers are observable: system-wide identifiers required for in-

teroperability (e.g., server pseudonyms broadcast to registered devices) are

assumed to be observable by A.

We assume that the PCS is trustworthy and not compromised. Enrollment/regis-

tration steps that associate PUF challenge–response pairs with a device identity are

assumed to occur over a protected channel or in a controlled environment, consistent

with standard PUF enrollment assumptions.

5.2 Proposed DPUAUT Protocol

This section presents the proposed DPUAUT scheme (Secure Authentication Proto-

col with SmartNIC Integration for Trustworthy Communications in ISS). DPUAUT

is designed to provide low-latency mutual authentication and session key establish-

ment between a swarm device and an edge-side computing server, while leveraging

PUF-anchored identity primitives and SmartNIC/DPU-assisted verifier acceleration.

The protocol uses the notation summarized in Table 5.2 and consists of four phases:

(i) ISS initialization, (ii) device registration, (iii) ASDCS registration, and (iv) online

authentication.

5.2.1 ISS Initialization

During initialization, the trusted authority PCS selects global system parameters.

Specifically, PCS samples a master secret key MSK ∈ Z∗
p uniformly at random,

where p is a large prime. The value MSK is kept secret and never disclosed. The
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authority also selects a cryptographic one-way hash function h(·) and publishes its

description as a system parameter. All entities use h(·) for message authentication

tags, key derivation, and integrity checks, while PCS securely stores MSK.

5.2.2 Device Registration Phase

The device registration phase enrolls each swarm device ASDi with the trusted

authority PCS, binds the device to a PUF challenge–response record, and provisions

device-side credentials for later online authentication. This phase is performed over

a protected enrollment channel (cf. Section 5.1).

1. Registration request. The device ASDi sends its identity IDi to PCS as a

registration request. The authority checks whether IDi is already registered.

If IDi exists, PCS rejects the request and asks the device to choose a new

identity; otherwise, it accepts IDi.

2. Challenge issuance. PCS generates a fresh challenge CHi and securely

transmits it to ASDi.

3. PUF response generation. Upon receiving CHi, the device evaluates its

PUF instance to obtain

Ri ← Pi(CHi). (5.3)

The device sends Ri back to PCS.

4. Enrollment verification. PCS verifies the device enrollment record and

the associated authenticator σi as defined by the scheme (e.g., a signature/-

tag covering the registration transcript). If verification fails, the request is

rejected.

5. Credential provisioning. If verification succeeds, PCS assigns a temporary

identity TIDi to ASDi and derives a device-specific secret

Ki = h(IDi∥MSK). (5.4)
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PCS stores {IDi, CHi,Ri, σi} indexed by TIDi in its protected repository.

The authority then encrypts and transmits the credential pair ⟨TIDi,Ki⟩ to

ASDi over the protected channel.

6. Secure storage. The device stores ⟨TIDi,Ki⟩ in its tamper-resilient storage

T Ri (or Trusted Personal Device (TPD)) for use during the online authenti-

cation phase.

Figure 5.3 illustrates the device registration message flow between ASDi and

PCS.

ASDi PCS

Choose IDi

IDi
−−−−−−−−−→

Checks IDi

Generates CHi

CHi
←−−−−−−−−−−

Ri ←
Pi(CHi)

Ri
−−−−−−−−−−→

selects TIDi

PCS verifies: σi associated
with ASDi

computes: Ki =
h(IDi∥MSK)
maintains IDi,

< CHi,Ri > against TIDi

in its repository and en-
crypts it with MSK

⟨TIDi,Ki⟩
←−−−−−−−−−−−−−−

keeps ⟨TIDi,Ki⟩
in its T Ri

ack
−−−−−−−−→

Registration Ac-
knowledgment

Figure 5.3: ASDi registration phase with PCS

5.2.3 Swarm Devices Registration Phase

The ASDCSj registers with PCS to obtain server-side credentials used during online

authentication. This phase is executed offline and incorporates a digital signature
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mechanism to ensure authenticity, integrity, and non-repudiation. Figure 5.4 illus-

trates the registration message flow.

1. Registration request. ASDCSj sends a registration request to PCS to join

the system.

2. Identity assignment and challenge. PCS assigns a unique identity IDj

and a pseudo-identity SIDj to ASDCSj, generates a fresh challenge Cj, and

sends Cj to ASDCSj for processing.

3. Signature creation. PCS computes a digital signature σj over the registra-

tion transcript (e.g., IDj∥SIDj∥Cj). Let SignSK(·) denote the signing oper-

ation under PCS’s signing key SK. The authority sends ⟨IDj, SIDj, Cj, σj⟩

to ASDCSj.

4. Signature verification. ASDCSj verifies σj using the corresponding verifi-

cation key PK and a verification function V erifyP K(·). If verification fails,

the registration is aborted.

5. Server secret derivation. Upon successful verification, PCS derives the

server secret

Kj = h(IDj∥MSK), (5.5)

stores the mapping between Kj and SIDj in its database, encrypts ⟨Kj, SIDj⟩

under MSK, and sends it to ASDCSj.

6. Secure storage. ASDCSj securely stores ⟨Kj, SIDj⟩ for later use during the

authentication phase.

5.2.4 Authentication Phase

In this phase, the swarm device ASDi and ASDCSj mutually authenticate and es-

tablish a shared session key SK for subsequent secure communication. The core idea

is that ASDi proves freshness and possession of device credentials, while ASDCSj

(with assistance from PCS) validates the device and returns values that allow both
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request message

Request for Registration
−−−−−−−−−−−−−−−−−−−−−−−→

Assigns IDj and SIDj to
ASDCSj

Generates a challenge
message Cj

Computes the digital signa-
ture σj

Sends <

IDj, SIDj, Cj, σj > to
ASDCSj

< Kj, SIDj >
←−−−−−−−−−−−−−−−−−

Verify the digital signature
σj

Store < IDj, Cj, σj >

against SIDj

Encrypt < Kj, SIDj >

with MSK
Send the encrypted data to
ASDCSj

Securely keeps <

Kj, SIDj > for later
use

Figure 5.4: ASDCSj registration phase

endpoints to derive the same SK. Only authenticated devices (ASD∫∥) are permit-

ted to participate in the swarm.

Figure 5.5 summarizes the complete message flow and computations.

5.2.4.1 Authentication Initiation

• Freshness and tag computation. ASDi samples a fresh nonce ri and

computes

Ti = ri ⊕ h(IDi), V erifyi = h(IDi∥Ki∥SIDj∥ri). (5.6)

• Transmission to ASDCSj. ASDi sends (TIDi, Ti, V erifyi) to ASDCSj

over the public channel.
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ASDi ASDCSj PCS

Generates ri

Ti = IDi ⊕ ri

V erifyi = h(IDi∥Ki∥SIDj∥ri)

TIDi, Ti, V erifyi
−−−−−−−−−−−−−−−−−−−−−→

TIDi, SIDj
−−−−−−−−−−−−−−−−→

Checks:
1 – if (TIDi == TIDcrnt

i ) {
Verify the digital signature σj

Extract IDi, ⟨CHi, Ri⟩ against TIDcrnt
i

}
2 – if (TIDi == TIDprv

i ) {
Extract IDi, ⟨CHi, Ri⟩ against TIDprv

i

}
3 – Find Kj against SIDj

4 – Generates: TIDn
i

5 – Compute: Ki = h(IDi∥MSK)
6 – α =
EncKj

(
IDi, ⟨CHi, Ri⟩, T IDn

i , Ki

)
7 – Compute the digital signature σj

8 – Update TIDcrnt
i = TIDn

i ,
TIDprv

i = TIDi in its repository

α
←−−−−−−−

Computes:
1 – DecKj

(α) =(
IDi, ⟨CHi, Ri⟩, T IDn

i , Ki

)
2 – ri = Ti ⊕ IDi

3 – V erifyi
?= h(IDi∥Ki∥SIDj∥ri)

4 – Generates: rj

5 – Tj = ri ⊕ (CHi∥TIDn
i ∥rj)

6 – β = Gen(IDi∥TIDn
i )

7 – SK = h(IDi∥SIDj∥ri∥rj∥β)
8 – V erifyj =
h(IDi∥β∥Ri∥SIDj∥SK)

Tj, V erifyj
←−−−−−−−−−−−−−−−−−

(CHi∥TIDn
i ∥rj) = ri ⊕ Tj

β = Gen(IDi∥TIDn
i )

Ri ← Pi(CHi)
SK = h(IDi∥SIDj∥ri∥rj∥β)
V erifyj

?= h(IDi∥β∥Ri∥SIDj∥SK)

←−−−−−−−−−− SK −−−−−−−−−−→

Figure 5.5: Authentication phase computations and message flow
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5.2.4.2 Credential Verification (DPU-assisted at ASDCSj)

• Reception. ASDCSj receives (TIDi, Ti, V erifyi) and stores Ti and V erifyi.

• Delegation to PCS. ASDCSj forwards (TIDi, SIDj) to PCS for credential

lookup and validation. In DPUAUT, this verifier-side processing is executed

in the SmartNIC/DPU domain to reduce end-to-end delay and improve con-

currency.

5.2.4.3 Credential Extraction and Token Generation at PCS

• Lookup. PCS checks whether TIDi matches the current or previous tempo-

rary identity record (supporting controlled identity update).

• Key retrieval and updates. PCS retrieves Kj for SIDj, generates the next

temporary identity TIDn
i , and (re-)derives Ki = h(IDi∥MSK).

• Server-to-edge token. PCS constructs

α = EncKj

(
IDi, ⟨CHi,Ri⟩, T IDn

i ,Ki

)
, (5.7)

updates TIDcrnt
i ← TIDn

i and TIDprv
i ← TIDi in its repository, and sends α

to ASDCSj.

5.2.4.4 Verification and Key Derivation at ASDCSj and ASDi

• Edge-side checks. ASDCSj decrypts α usingKj to obtain (IDi, ⟨CHi,Ri⟩, T IDn
i ,Ki).

It recovers ri = Ti ⊕ h(IDi) and verifies:

V erifyi
?= h(IDi∥Ki∥SIDj∥ri). (5.8)

• Session key material. If valid, ASDCSj samples a fresh nonce rj and

computes

M = (CHi∥TIDn
i ∥rj), Tj = M ⊕H|M |(ri), β = h(IDi∥TIDn

i ), (5.9)
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derives

SK = h(IDi∥SIDj∥ri∥rj∥β), (5.10)

and computes

V erifyj = h(IDi∥β∥Ri∥SIDj∥SK). (5.11)

It sends (Tj, V erifyj) to ASDi.

• Device-side validation. ASDi recovers M = Tj ⊕ H|M |(ri), parses M as

(CHi, T IDn
i , rj), recomputes β = h(IDi∥TIDn

i ), evaluates its PUF to obtain

Ri ← Pi(CHi), derives

SK = h(IDi∥SIDj∥ri∥rj∥β), (5.12)

and verifies

V erifyj
?= h(IDi∥β∥Ri∥SIDj∥SK). (5.13)
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Algorithm 4 Mutual Authentication and Session Key Establishment in DPUAUT
1: Entities: ASDi, ASDCSj, PCS
2: Output: shared session key SK between ASDi and ASDCSj

3: Notation: h(·) cryptographic hash function; EncK(·), DecK(·) authenticated
encryption/decryption;

4: Hℓ(x) expands x to ℓ bits using a KDF; ∥ concatenation; ⊕ XOR on
equal-length bitstrings.

5: |M | denotes bit-length of M .
Step 1 (Device → Edge)

6: ASDi samples fresh nonce ri.
7: Ti ← ri ⊕ h(IDi)
8: V erifyi ← h(IDi∥Ki∥SIDj∥ri)
9: ASDi → ASDCSj : (TIDi, Ti, V erifyi)

Step 2 (Edge → PCS)
10: ASDCSj → PCS : (TIDi, SIDj)

Step 3 (PCS processing)
11: PCS validates TIDi and retrieves (IDi, CHi,Ri).
12: PCS retrieves Kj associated with SIDj.
13: PCS generates fresh TIDn

i and computes Ki ← h(IDi∥MSK).
14: α← EncKj

(IDi, ⟨CHi,Ri⟩, T IDn
i ,Ki)

15: PCS → ASDCSj : α
Step 4 (Edge processing)

16: (IDi, ⟨CHi,Ri⟩, T IDn
i ,Ki)← DecKj

(α)
17: ri ← Ti ⊕ h(IDi)
18: Abort if V erifyi ̸= h(IDi∥Ki∥SIDj∥ri)
19: Sample fresh nonce rj

20: β ← h(IDi∥TIDn
i )

21: SK ← h(IDi∥SIDj∥ri∥rj∥β)
22: M ← (CHi∥TIDn

i ∥rj)
23: Tj ←M ⊕H|M |(ri)
24: V erifyj ← h(IDi∥β∥Ri∥SIDj∥SK)
25: ASDCSj → ASDi : (Tj, V erifyj)

Step 5 (Device verification)
26: M ← Tj ⊕H|M |(ri) ▷ M = (CHi∥TIDn

i ∥rj)
27: Parse M as (CHi, T IDn

i , rj)
28: β ← h(IDi∥TIDn

i )
29: Ri ← Pi(CHi)
30: SK ← h(IDi∥SIDj∥ri∥rj∥β)
31: Accept iff V erifyj = h(IDi∥β∥Ri∥SIDj∥SK); else Abort

5.3 SmartNIC-based Authentication Security Anal-

ysis

This section comprehensively evaluates the proposed protocol, examining its security

and performance properties under predefined experimental and adversarial assump-
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tions. The analysis combines automated verification, formal reasoning, and informal

threat assessment to provide a comprehensive view of the protocol’s security posture.

5.3.1 AVISPA Simulation Verification-based Analysis

We used the AVISPA (Automated Validation of Internet Security Protocols and

Applications) tool [168] to model and analyze the protocol. AVISPA integrates four

backends (OFMC, CL-AtSe, SATMC, and TA4SP) into a single platform [80].

• OFMC (On-the-Fly Model Checker). OFMC symbolically explores pro-

tocol executions using state-space search and abstract interpretation. It sup-

ports secrecy and authentication properties but can become computationally

expensive for large specifications.

• CL-AtSe (Constraint-Logic-based Attack Searcher). CL-AtSe reduces

protocol analysis to constraint solving (SAT-based search) and is effective at

finding subtle attacks.

• SATMC (SAT-based Model Checker). SATMC encodes protocol behav-

iors as propositional formulas and uses SAT solvers to search for attacks; it

handles large instances but may be resource-intensive.

• TA4SP. TA4SP approximates intruder knowledge using tree automata and

rewriting. It can analyze complex protocols but may be less precise for some

properties.

Our protocol includes three participant types: ASD, ASDCS, and PCS. We

define the following roles in AVISPA to represent these participants:

• role_ASD

• role_ASDCS

• role_PCS

• role_SN (session)

• role_environment
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Each role is defined using the HLPSL specification, which includes parameters,

states, and corresponding operations.

Figure 5.6: AVISPA OFMC Result

Figure 5.7: AVISPA CL-ATSE Result

We simulated our protocol using the OFMC and CL-AtSe backends; the results

are shown in Figure 5.6 and Figure 5.7, respectively. The simulation results indicate

that our protocol satisfies the security requirements and is safe from active and

passive attacks.

However, it is important to note that SATMC and TA4SP do not support the

bitwise XOR operation. This is a limitation of these backends and prevents us from

using them to simulate our protocol.
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5.3.2 Formal Analysis

A rigorous security analysis is conducted using the RoR model [169]. The RoR model

allows us to prove the protocol’s security under various attack scenarios, including

impersonation, session key compromise, and replay attacks. In the RoR model,

an adversary A interacts with the t-th instances of the involved entities: ASDi,

ASDCSj, and PCS. Thus, the model considers three instances: P t1
ASDi

, P t2
ASDCSj

,

and P t3
PCS , representing the t1-th, t2-th, and t3-th instances of ASDi, ASDCSj, and

PCS, respectively. The RoR model includes several queries that simulate different

types of attacks, such as Test, Execute, Send, Reveal, and CorruptMD. These

queries allow analysis of the protocol’s security under various scenarios. Table 5.3

presents these queries and their descriptions.

Table 5.3: Queries with Descriptions

Query Description
Send(Pt, msg) This query models an active at-

tack, whereA can transmit a mes-
sage msg to an instance Pt, and Pt

responds accordingly.
Reveal(Pt) This query allows the revelation

of the shared session key SK be-
tween Pt and its counterpart to
A.

CorruptMD(P t1
ASDi

) A can obtain the values
{TIDi, Ti} stored in the de-
vice T Ri of ASDi.

Test(Pt) A requests Pt to determine the
correct value of the session key
SK, and Pt responds with a prob-
abilistic outcome of an unbiased
coin flip.

Execute(P t1
ASDi

, P t2
ASDCSj

, P t3
PCS)This query allows A to eaves-
drop on the communication mes-
sages between ASDi, ASDCSj,
and PCS.

We introduce Theorem 1, which states that DPUAUT is secure against session-

key (SK) attacks under the stated assumptions. All participants, including A, have

access to the one-way hash function h(·), modeled as a random oracle [170]. The

proof uses the RoR model and the oracle queries in Table 5.3.

Informally, Theorem 1 bounds the adversary’s advantage in winning the RoR

game in terms of the number of oracle queries (e.g., qrh for hash queries, qrs for

send queries), the hash range 2l, and the size of the hash space |Hash|.
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The advantage of an adversary A in obtaining the session key is bounded by:

AdvA
DP UAUT (t) ≤ qr2

h

|Hash|
+ 2 max

{
C ′ · qrs′

s ,
qrs

2l

}
. (5.14)

Here C ′ is a constant and s′ is a parameter related to certain oracle simulations

in the RoR model. The bound follows from a sequence of game-hopping reductions

described next.

Proof sketch: We follow standard game-hopping techniques (e.g., [75], [171],

[172]) and define games G0–G3. Let Succj denote the event that an adversary

correctly guesses the challenge bit in game Gj. We write Adv
A,Gj

DP UAUT = Pr[Succj].

• Game G0 corresponds to the real attack against DPUAUT in the RoR model.

The adversary interacts with instances P t1
ASDi

, P t2
ASDCSj

, and P t3
PCS via the

oracle queries in Table 5.3. We relate the adversary’s advantage in G0 to the

real-world advantage:

AdvA
DP UAUT =

∣∣∣2 · AdvA
G0 − 1

∣∣∣ . (5.15)

• Game G1 considers attacks that include device corruption (modeled by the

CorruptMD oracle) and message interception (Execute). The adversary may

intercept (TIDi, Ti), (TIDi, SIDj), α, and (Tj, V erifyj).

The session key is computed as SK = h(IDi∥SIDj∥ri∥rj∥β), where ri and rj

are nonces and β is derived material. Recovering SK requires both short-term

values (nonces and updated TID) and long-term secrets (e.g., IDi, SIDj).

Because short-term values are refreshed and long-term secrets are protected,

the adversary’s ability to win G1 remains limited even with CorruptMD.

• Game G2 examines the effect of Hash and Send queries. The protocol uses the

one-way hash function h(·) to secure computations; assuming h(·) is collision

resistant, collisions during the simulated queries are unlikely. Games G1 and

G2 differ only in how these oracles are simulated. We bound their advantage

difference by:
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|AdvA,G1
DP UAUT − AdvA,G2

DP UAUT | ≤
qr2

h

2|Hash|
. (5.16)

• Game G3 extends G2 with a simulated CorruptMD query. If the adversary ex-

ecutes CorruptMD, it may obtain stored values such as {TIDi,Ki}. However,

reconstructing the PUF’s internal challenge–response behavior or deriving the

session key remains computationally infeasible without access to correct PUF

responses. Therefore, the change in advantage from simulating CorruptMD

is bounded. Formally:

|AdvA,G2
DP UAUT − AdvA,G3

DP UAUT | ≤ max
{

C ′ · qrs′

s ,
qrs

2l

}
, (5.17)

where C ′ depends on the hardness of the CorruptMD simulation and the

PUF’s security.

If the adversary cannot do better than guessing the test bit in G3, its advantage

there is 1/2. Combining the bounds from the games and applying the triangle

inequality yields the claimed bound. In particular,

AdvA
DP UAUT (t) ≤ qr2

h

2|Hash|
+ max

{
C ′ · qrs′

s ,
qrs

2l

}
. (5.18)

5.3.3 Informal Security Analysis

This section gives an informal security assessment of the proposed protocol and its re-

silience against common threats: physical tampering, cloud-side attacks, masquerad-

ing/impersonation, anonymity and privacy breaches, untraceability, and desynchro-

nization.

5.3.3.1 Resilience against Physical Attacks

If an adversary tampers with device storage T Ri or attempts invasive modification of

the PUF, the PUF response will typically change and verification will fail. Because
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authentication depends on reproducing the correct PUF response Ri, tampering

leads to authentication rejection. While physical extraction remains a practical

concern, using a PUF together with tamper-resistant storage raises the attacker’s

cost and reduces the utility of any extracted state.

5.3.3.2 Masquerading and Impersonation

Messages in the registration and authentication phases travel over public channels

and can be eavesdropped. However, forging valid protocol messages requires knowl-

edge of secret values (identities, keys, or nonces) that the adversary does not possess

under our assumptions.

Device registration messages contain V erifyi = h(IDi∥Ki∥SIDj∥ri) and Ti =

IDi ⊕ ri. An adversary who lacks IDi, Ki, or ri cannot compute V erifyi or Ti, so

device impersonation is infeasible under the assumed cryptographic primitives.

5.3.3.3 Masquerading of PCS

In this context, impersonation of PCS refers to an adversary attempting to forge

protocol messages that appear to originate from the trusted authority. To imperson-

ate PCS an adversary must produce a valid pair (Tj, V erifyj) destined for ASDi.

Computing V erifyj requires values such as IDi, the PUF response Ri, SIDj, and

the session key SK. These values are either protected by encryption or derived from

secrets held by legitimate servers. In particular, IDi and other sensitive fields are

carried inside the encrypted blob α, which is protected by Kj. Since the adversary is

assumed not to know Kj, it cannot recover the necessary ingredients and therefore

cannot forge a valid (Tj, V erifyj) originating from PCS.

5.3.3.4 Masquerading of ASDCS

Impersonation of ASDCSj refers to forging edge-side responses intended for swarm

devices during the authentication phase. The message α sent from PCS to ASDCSj

contains encrypted parameters (IDi, ⟨Cj,Rj⟩, T IDn
i ,Ki) under Kj. Without knowl-

edge of Kj it is computationally infeasible for an adversary to construct or modify

α to impersonate ASDCSj.
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5.3.3.5 Device Anonymity and Privacy

Device anonymity is preserved by masking IDi in transit: Ti = IDi⊕ ri, where ri is

a fresh session nonce. An adversary that does not know ri cannot recover IDi from

Ti, preventing straightforward identity disclosure.

5.3.3.6 Untraceability

Because each session uses fresh nonces and temporary identities, registration mes-

sages (TIDi, Ti, V erifyi) vary across sessions. This prevents an adversary from

linking messages from different sessions to the same device, providing untraceabil-

ity.

5.3.3.7 Resilience against Desynchronization

Desynchronization attacks attempt to disrupt state updates between parties. Our

protocol requires successful verification of

V erifyj
?= h(IDi∥β∥Ri∥SIDj∥SK)

before any state (for example T IDnew
i ) is updated. If verification fails, the device

does not update state and the session is aborted. This conservative behaviour limits

the impact of message loss or injection attacks and helps maintain protocol synchro-

nization.

5.3.4 Comprehensive Performance and Security Features Anal-

ysis

In this section, we provide a comprehensive performance and security features analy-

sis of our proposed protocol with several state-of-the-art protocols[85], [88], [91], [92],

[94], [96], [98]–[101], [173]. Our scheme achieves all the security features outlined

in Table 5.4, including mutual authentication, device anonymity, perfect forward

secrecy, resistance to replay attacks, key agreement, defense against device imper-

sonation attacks, resilience to de-synchronization attacks, formal security analysis,
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and informal security analysis. In our related work section, we provide a detailed

analysis of why existing schemes fall short of delivering comprehensive security cov-

erage. The performance comparison is based on key performance metrics, including

computation overhead, communication overhead, and each protocol’s security fea-

tures. We analyze the computational requirements of each protocol to assess the

efficiency of our proposed solution. Also, we look over the communication overhead

incurred during the execution of the protocols, considering the number and size of

messages sent between the involved entities.

Table 5.4: Evaluation of authentication schemes based on these security properties
A1: Mutual Authentication A2: Device Anonymity, A3: Provide Perfect Forward
Secrecy, A4: Replay Attack, A5: Key Agreement, A6: Device Impersonation At-
tack, A7: Withstand De-synchronization attack, A8: Formal Security Analysis, A9:
Informal Security Analysis

Schemes Security Properties
A1 A2 A3 A4 A5 A6 A7 A8 A9

[88] ✓ ✓ ✓ ✓ ✓ ✓ × ✓ ×
[91] ✓ ✓ × ✓ ✓ ✓ × × ×
[92] ✓ ✓ × ✓ ✓ × ✓ ✓ ×
[96] ✓ ✓ ✓ ✓ ✓ ✓ × ✓ ✓
[94] ✓ × × × × ✓ × ✓ ×
[98] ✓ ✓ ✓ × ✓ ✓ × ✓ ×
[99] ✓ ✓ ✓ ✓ ✓ ✓ × ✓ ✓
[100] ✓ ✓ × ✓ ✓ ✓ × ✓ ✓
DPUAUT ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Furthermore, we evaluate security features and performance across comparable

protocols. By conducting this comprehensive performance comparison, we demon-

strate the advantages of the proposed protocol in terms of efficiency and security.

Our proposed protocol comprises three entities, namely ASDi, ASDCSj, and

PCS.

Similarly, the state-of-the-art protocols [85], [88], [92], [93], [101] consider either

two (ASDi,ASDCSj) or three entities (ASDi,ASDCSj,PCS). In our implemen-

tation we focus on the cryptographic operations executed at the swarm devices and

server-side. The swarm devices are equipped with NVIDIA BlueField-2 DPUs, which

provide hardware acceleration for cryptographic operations required by the proto-

col. Server-side cryptographic operations run on Dell PowerEdge R760 machines
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(128-core Intel Xeon, 256 GB RAM) in our private cloud.

Table 5.5: Execution Time of Primitive Operations

Execution TimeOperation Description Swarm Device Dell Server
Thf Hash Function 0.096 ms 0.001 ms
Tm Multiplication 0.084 ms 0.01 ms

TAESe− d Encryption-Decryption 0.091 ms 0.01 ms
Tb Pairing Operation 1.6 ms 0.06 ms

To evaluate the performance of the proposed protocol, we conducted a detailed

analysis of the computation overhead. We compared our protocol with several re-

lated state-of-the-art protocols, including those referenced in [88], [91]–[93], [96],

[101], [173]. The results, summarized in Table 5.6, indicate that our proposed pro-

tocol exhibits lower computation overhead compared to the state-of-the-art proto-

cols. The computation overhead of our proposed protocol, as compared to various

state-of-the-art protocols, is visually compared in Figure 5.8. The protocol listing

is presented horizontally, with the computation time associated with each protocol

displayed on the vertical axis. Analysis of Figure 5.8 reveals a lower computation

overhead at both ends, namely ASDi and PCSj, in our proposed protocol compared

to the corresponding ends in the state-of-the-art protocols. Additionally, the overall

computation overhead of our protocol stands out as significantly less than that of

the state-of-the-art protocols.

Table 5.6: Analysis of Computation and Communication Aggregated Overheads

Protocols ASDi Side ASDCSj Side Computation Overhead Communication Overhead
DPUAUT 3Th ≈ 6.06 ms 3Th + 1Te/d ≈ 0.01 ms 6.161 ms 1052 bits
[96] 3Th + 1Te/d ≈ 8.888 ms 3Th + 1Te/d ≈ 0.373 ms 9.261 ms 2145 bits
[92] 5Th ≈ 11.755 ms 4Th ≈ 0.392 ms 12.147 ms 1568 bits
[91] 6Th ≈ 14.106 ms 6Th ≈ 0.588 ms 14.694 ms 1600 bits
[88] 9Th + 2Tpm ≈ 24.405 ms 6Th + 1Tb + 1Tpm ≈ 1.756 ms 26.161 ms 1664 bits

These results emphasize our proposed authentication protocol’s efficiency and

lightweight nature, making it a promising solution for secure authentication in au-

tonomous vehicle swarm systems.

We have analyzed the computation overhead of our proposed protocol and other

state-of-the-art protocols. To do this, we have used the computation times of primi-

tive operations listed in Table 5.5. As the registration process is a singular event, our

evaluation solely concentrates on cryptographic operations during authentication.
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This approach enables us to determine the computation overhead with precision.

This analysis includes our protocol as well as those presented in previous works [88],

[91]–[93], [96], [101]. [174].
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Figure 5.8: Computation Cost Comparison

In our proposed protocol, ASDi performs 3|h| cryptographic operations dur-

ing the registration and authentication phases, resulting in a computation time of

(3 × 2.02) ≈ 6.06 ms. Similarly, ASDCSj performs 3|h| + 1|e/d| cryptographic

operations during the registration and authentication phases, resulting in a com-

putation time of (3 × 0.091) + (1 × 0.01) ≈ 0.101 ms. Therefore, our proposed

protocol’s total computation cost for the registration and authentication phases is

(6.06 + 0.101) ≈ 6.161 ms.

In secure communication protocols, communication overhead refers to the num-

ber of bits required for message exchange among the entities involved. This section

thoroughly compares communication overhead between our proposed protocol and

the current state-of-the-art protocols [88], [92], [93], [101]. Our analysis focuses

on the messages depicted in Figure 5.5, and our assumptions for computing the

communication overhead are presented in Table 5.6.

Figure 5.9 compares the communication overhead of our proposed and state-of-

the-art protocols. The comparison chart showcases the protocols being analyzed,

with the X-axis indicating the protocols and the Y-axis representing the communi-

cation overhead linked to each. Figure 5.9 shows that the proposed protocol out-

performs all related state-of-the-art protocols regarding communication overhead.
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Figure 5.9: Communication Cost Comparison
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Figure 5.10: Analysis of Aggregated Overheads

Figure 5.10 shows that the proposed protocol outperforms all related state-of-the-

art protocols regarding aggregated computational overhead.

5.4 Chapter Summary

This chapter introduced DPUAUT, a secure authentication protocol tailored to In-

telligent Swarm Systems (ISS), where large numbers of autonomous devices must

join and communicate under tight latency constraints and realistic adversarial con-

ditions. The starting point was the mismatch between swarm requirements and

cloud-centric security: remote authentication and key management can be slow to

react, difficult to scale, and exposed to interception when traffic crosses public or

heterogeneous links. Even when edge computing is adopted, the core security prob-
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lems remain non-trivial: devices still need strong identity verification, controlled

access, and privacy protection. A recurring weakness in many existing schemes is

that long-term secrets are stored in device memory, so a physically captured device

can leak credentials and enable impersonation.

To address this, the chapter adopted PUF-anchored identity as a hardware-

rooted trust mechanism. Since a PUF response depends on intrinsic manufacturing

variations, it becomes difficult to replicate or clone the device identity in a practical

setting. We described the SmartNiC-based PUF implementation within NVIDIA

BlueField hardware, and stated the main requirements that matter for swarm de-

ployments: resistance to physical and learning-based attacks, small footprint, and

low overhead. We also formalized the system model and notation used throughout

the chapter, to keep the protocol description and analysis consistent.

The protocol design assumes an ISS composed of three entities: the swarm device

ASDi, ASDCSj, and a trusted private cloud server PCS. DPUAUT is organized

into four phases: initialization, device registration, ASDCS registration, and authen-

tication. During initialization, PCS selects MSK and publishes the hash function.

During registration, PCS enrolls a device using PUF challenge–response pairs and

issues a temporary identity and derived secret key material. ASDCS registration

is performed offline and relies on signature-based integrity checks before the server

receives its credentials. In the authentication phase, ASDi and ASDCSj achieve

mutual authentication and derive a session key using fresh nonces, hash-based ver-

ifiers, temporary identifiers, and the PUF response. The design goal is explicit:

reduce round complexity and limit what is exposed on the public channel while still

supporting anonymity and untraceability.

A core architectural decision in this chapter is the offload of PUF verification

logic to a SmartNiC-based DPU. The rationale is not only performance. Offload

reduces authentication latency and improves scalability because the DPU can serve

many swarm devices under constrained CPU budgets. It also helps security iso-

lation because verifier logic and sensitive verification steps are moved away from

general-purpose hosts. The chapter framed this as a practical step toward deploying
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authentication at scale in an edge-heavy swarm environment.

Security evaluation was presented in three layers. First, we verified the protocol

using AVISPA (OFMC and CL-AtSe backends) and obtained SAFE results under

the supported modeling features; we also noted the backend limitation regarding

XOR for SATMC and TA4SP. Second, we provided a formal proof sketch under the

RoR model using a game-hopping argument, bounding the adversary’s advantage

in deriving the session key in terms of oracle queries and hash security. Third, we

discussed an informal security analysis that targets the practical threats expected

in swarm systems: physical tampering, masquerading/impersonation, MiTM modi-

fication, replay, device traceability, and de-syn.
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Chapter 6

RDMA Offload Using SmartNIC

Remote Direct Memory Access (RDMA) is a cornerstone of high-throughput, low-

latency communication for HPC, AI, and disaggregated storage. While RDMA

performance in commodity servers using RDMA Network Interface Cards (RNICs)

is well-documented, ARM-based SmartNICs and Data Processing Units (DPUs) re-

main underexplored. In this thesis, we benchmark RDMA performance on BlueField-

2 (BF2) and BlueField-3 (BF3) using Perftest and DOCA RDMA APIs. We evalu-

ate bandwidth throughput, latency, and message rate under varying queue depths,

postlist sizes, inline thresholds, and completion queue moderation. Bluefield-3 (BF3)

achieves up to 3.18 times higher bandwidth and 50% lower latency compared to

Bluefield-2 (BF2), reaching 48.4 GB/s and 63 million packets per second (Mpps) un-

der optimal settings. Beyond empirical evaluation, we recommend SmartNIC-aware

workload mappings and API strategies for RDMA-enabled cloud services. These ex-

perimental results demonstrate BF3s architectural advantages, including more ARM

cores, increased DDR5 memory, PCIe Gen5, and guidance for RDMA deployment

in performance-critical, cloud-native environments. In contrast to these studies,

our work systematically benchmarks RDMA read, write, and latency performance

across various queue depths, postlist sizes, and completion moderation settings, in

both BF2 and BF3 hardware, using line-rate (200 Gb/s and 400 Gb/s) SmartNICs.

To the best of our knowledge, this is the first empirical comparison of BF2 and BF3

using both Perftest and DOCA RDMA APIs at such speeds, under realistic tuning

configurations.
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6.1 RDMA Theoretical Performance Model

To understand the RDMA performance improvements between BF2 and BF3, we

present a theoretical performance model that captures key architectural limits and

evaluate it against measured data. Our analysis focuses on both throughput and

latency across RDMA modes.

6.1.1 Bandwidth Scaling Model

The effective RDMA throughput TRDMA can be modeled as the minimum of three

critical bottlenecks:

TRDMA = min(BWmem, BWnic, BWqp) (6.1)

Where:

• BWmem is the available memory bandwidth,

• BWnic is the NIC wire-speed bandwidth,

• BWqp is the throughput limit imposed by QP queue handling (e.g., QP depth,

postlist rate).

We assume a per-core QP mapping to avoid lock contention, memory accesses

are within the same NUMA domain, and that the system avoids retransmissions or

buffer overruns. We also consider software overhead to be minimal due to kernel

bypass in RDMA paths. Theoretical Limits:

• BF2 DDR4-3200: 2× 3200× 8 = 51.2 GB/s

• BF3 DDR5-5600: 2× 5600× 8 = 89.6 GB/s

• NIC Link Speeds:

– BF2 and BF3 (DPU Mode): 200 Gb/s = 25 GB/s

– BF3 (Host Mode): 400 Gb/s = 50 GB/s
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Under ideal conditions, these values set upper bounds. However, real-world per-

formance may exceed theoretical scaling due to improved microarchitecture. Our

observed results suggest that architectural upgrades in BF3, such as PCIe Gen5,

upgraded DMA engines, and cache improvements, contribute significantly beyond

raw bandwidth increases.

6.1.2 Latency Considerations

Latency in RDMA communications can be modeled as:

L = Lqueue + Lcopy + Lnic + Lsync (6.2)

Where:

• Lqueue is the work queue posting overhead,

• Lcopy is the DMA read/write latency from DRAM,

• Lnic is the link transmission delay,

• Lsync is the cost of CQ signaling and user-space polling.

Our measurements indicate significant latency reduction from BF2 to BF3:

• BF2 DPU (512 B): 2.24 µs

• BF3 DPU (512 B): 1.29 µs

• BF3 Host Mode (512 B): 1.12 µs

This ∼50% reduction is attributed primarily to reduced Lsync via more efficient

interrupt moderation and faster memory access.

6.1.3 Model Validation and Gains

To validate our theoretical model, we compare the models predicted performance

improvements against the actual observed gains, as summarized in Table 6.1. The re-

sults show that the observed message rate and bandwidth in BF3 Host Mode closely
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match the theoretical predictions, even slightly surpassing the expected NIC-only

improvements. This close alignment between prediction and observation confirms

that the model accurately captures the performance gains.

Clarification on theoretical vs. measured latency. It is important to clar-

ify the distinction between theoretical and measured results in this analysis. The

latency values reported for BF2 and BF3 are obtained from direct measurements

using RDMA microbenchmarks. The term theoretical refers exclusively to the ex-

pected architectural improvement derived from reduced synchronization overhead,

faster memory access, and improved DMA and PCIe subsystems, rather than to

an analytically computed latency value. Table 6.1 therefore compares architectural

expectations against measured latency reductions, showing close agreement between

predicted trends and observed performance.

Table 6.1: Architectural Expectations vs. Measured RDMA Performance Gains

Metric Theoretical Gain Observed Gain
Memory Bandwidth 1.75× 2.27×
NIC Bandwidth 2× 4.84× (host mode)
Latency 1.12 µs ∼50% lower
Message Rate 512 2.273.18×

6.2 SmartNIC RDMA Performance Results Anal-

ysis

We present RDMA performance results collected across BF2 and BF3 SmartNICs,

highlighting key metrics, bandwidth, latency, and message rate. Tests were con-

ducted under both DPU and host modes, using DOCA and Perftest tools with

controlled parameters.

6.2.1 Hardware Configuration

Our evaluation utilizes both NVIDIA BF2 and BF3 SmartNICs, configured in DPU

and host modes depending on the experiment. The BF2 NIC includes 8 Arm Cortex-
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A72 cores, dual-channel DDR4-3200 memory, and a 200Gbps Ethernet interface over

PCIe Gen4. The BF3 NIC incorporates 16 Arm Cortex-A78 cores, dual-channel

DDR5-5600 memory, and supports PCIe Gen5 along with 400Gbps networking.

Host-to-host evaluations were conducted by operating BF3 in DPU mode, offloading

RDMA functionality to the x86 host processor.

All tests were run on AMD EPYC 7742-based servers, each equipped with 64

physical cores, 512GB DDR4 memory, and running Ubuntu 22.04 with Linux kernel

version 5.15.98. The BlueField has a default Ubuntu-based BlueField OS with ker-

nel version 5.10.0. Firmware versions were Mlx 24.38.1002 for BF2 and 28.40.1012

for BF3. CPU frequency governors were set to performance mode, and SMT was

enabled with IOMMU disabled for consistency. Process affinity and interrupt pin-

ning were enforced to reduce scheduling variability. RoCE settings were carefully

configured, with MTU set to 9000 bytes, ECN enabled, and Priority Flow Control

(PFC) active on all test links.

6.2.2 Software Tools and Stack

The evaluation employs two primary tools for RDMA benchmarking: the Perftest

suite (v4.5) and NVIDIAs DOCA RDMA API (v2.10). The Perftest utilities ib_write_bw,

ib_read_bw, and ib_write_lat were used for latency and throughput characteri-

zation across different transport types and queue configurations. DOCA RDMA

was used to assess software-level offload efficiencies in both DPU and host modes.

The RDMA stack configuration was identical across devices, including support for

RoCEv2 transport.

6.2.3 Benchmark Configuration

The experiments were conducted using fixed message sizes ranging from 128 bytes to

1MiB. A consistent queue depth of 512 was used to saturate the link while preventing

overruns. Four queue pairs were instantiated to distribute load across available

cores and NIC queues. The postlist size was set to 64 to batch work requests, and

inline data was enabled with a 64-byte threshold for efficient small message handling.
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Completion queue moderation (cq_mod) was varied from 1 to 128 to study its impact

on interrupt coalescing and performance under load.

Core 0 Core 1 Core 2 Core 3

QP 0 QP 1 QP 2 QP 3

(1) Using multiple QPs spreads traffic
over multiple CPU cores,reducing lock contention.

CPU Thread

WR 1 WR 2 WR 3 WR 4

(2) Multiple WRs submitted in batch (postlist)
reduce CPU-to-NIC transition cost.

-q: QP Count -d: QP Depth -l: Postlist Size –cq-mod: CQ Moderation

Throughput, Latency, CPU Load

(3) Tuning RDMA benchmarking parameters
directly impacts performance characteristics.

Figure 6.1: RDMA optimization techniques

6.2.3.1 x86 Host vs. Arm DPU Execution

Both host and DPU mode tests used the same RDMA transport and tools, but

showed different performance profiles due to architectural differences. Host mode,

executed on x86 CPUs, provided higher instruction throughput and memory band-

width, achieving near-line-rate RDMA at lower jitter. DPU mode, while constrained

by lower single-thread performance, showed more deterministic latency under con-

gestion and reduced host-side CPU interference. Table 6.2 summarizes key system

and configuration parameters.

Table 6.2: System and configuration parameters Checklist

Parameter Setting
Host CPU AMD EPYC 7742, 64-core
SmartNICs BF2 (200G), BF3 (200G/400G)
PCIe Link Gen4 (BF2), Gen5 (BF3)
Memory 512 GB DDR4 (host); DDR4/DDR5 (DPU)
Kernel Version 5.15.98 (x86), 5.10.0 (BlueField)
DOCA SDK Versions 2.10/2.5
Firmware Mlx FW 24.38.1002 (BF2), 28.40.1012 (BF3)
RoCE Settings MTU = 9000, ECN = on, PFC = enabled
CPU finetuning IRQ and process affinity used
BIOS Settings SMT on, IOMMU off, performance mode enabled

6.2.4 System Tuning Parameters

• Use of deeper QP depths and post-listing (e.g., -q, -r, -l) yields performance

gains.

• Use 8–16 QPs for host mode, 4–8 QPs for DPU mode to maximize message

rates.
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Figure 6.2: Bandwidth variation with increasing completion queue moderation.
Moderate values (e.g., 32-64) yield optimal performance.

• BF3 DPU mode for 512-byte workloads offers competitive performance with

isolation and security benefits.

6.2.5 Effect of Completion Queue Moderation

To evaluate interrupt moderation effects, we vary the cq_mod parameter and record

its impact on throughput. Figure 6.1 presents RDMA optimization techniques. In

subfigure (1), the distribution of Queue Pairs (QPs) across CPU cores to mini-

mize lock contention, (2) batching of Work Requests (WRs) into postlists to reduce

CPU-to-NIC transition overhead, and (3) benchmarking parameters that influence

throughput, latency, and CPU load. Figure 6.2 presents the results of the opti-

mization techniques. Proper tuning of cq_mod significantly improves performance

by reducing interrupt pressure on CPU/DPU cores while retaining responsiveness.

This reinforces our observation that BF3’s architecture is better suited for high

concurrency and sustained queue pressure, particularly in host mode.

6.2.6 Maximum Bandwidth and Latency Performance Com-

parison

The performance comparison across RDMA metrics between BF3 and BF2 is sum-

marized in Table 6.3, showing up to a 3.8Œ improvement in bandwidth and nearly

50% latency reduction with BF3 in host mode. Table 6.4 summarizes the average
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Figure 6.3: Aggregate RDMA write bandwidth across configurations
.

bandwidth achieved using 1 MiB messages across multiple communication configura-

tions. The highest bandwidth of 48,421 MiB/s was achieved in a server-to-server

BF3 configuration at 400 Gbps, indicating near line-rate performance. These results

reveal substantial performance gains with BF3: In host mode, BF3 reaches ∼388

GB/s (∼48.4 GB/s) for large messages (1 MiB), achieving near line-rate performance.

This reflects a 3.8× improvement over BF2s peak DPU bandwidth. For mid-size

packets (512 B), message rates improve by up to 3.18×, with BF3 host mode deliv-

ering over 58 million packets per second. BF3 reduces end-to-end RDMA latency

by 40%-50% compared to BF2, primarily due to better queue handling, reduced

memory contention, and improved interrupt moderation.

Performance scales linearly with link speed when there are no architectural bot-

tlenecks present. BF3 significantly outperforms BF2 across all metrics. Message

sizes around 512 B deliver maximum Mpps, while 1 MiB messages maximize band-

width. As shown in Table 6.6, BF3 significantly outperforms BF2 in bandwidth

at all small message sizes. Host mode in particular nearly doubles the throughput

for 128-byte and 256-byte messages, confirming the improvements from faster PCIe

and memory channels. Average latency values for BF2 and BF3 are summarized
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Figure 6.4: End-to-end write latency. BF3 achieves 1.12 µs latency, nearly 50%
lower than BF2 for 128B messages.

in Table 6.5. Notably, BF3 achieves sub-1.3 ţs latency for all tested message sizes,

with the most dramatic drop observed at 128 bytes (a 41% reduction over BF2).

Table 6.3: Maximum Gains from BF3 (200/400 Gb/s) Compared to BF2 (200 Gb/s)

Metric BF3 400G
Host
Mode

BF3 DPU
Mode

BF2 DPU
(Baseline)

Gain (BF3
over BF2)

Bandwidth (1 MiB) ≈ 48,421
MB/s

≈ 22,742
MB/s

≈ 10,004
MB/s

Up to 3.8×

Message Rate (512 B) 58.36 Mpps 44.42 Mpps 19.54 Mpps 2.27×-
3.18×

Latency (512 B) 1.12 µs 1.29 µs 2.24 µs ∼40%-50%
lower

Figure 6.3 summarizes the peak observed performance for BF3 in both host and

DPU modes, relative to the BF2 baseline. Figure 6.4 compares RDMA write latency

for 128B and 512B messages across BF2, BF3 DPU, and BF3 host mode.

6.2.7 Maximum Message Rate (Mpps)

Table 6.7 highlights the message rate performance at smaller message sizes (512 B

and 1024 B). Server-to-server BF3 achieved the highest throughput of 58.36 Mpps
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Figure 6.5: Message rate performance across BF2 and BF3 configurations.

Table 6.4: Maximum Bandwidth Performance with different modes (1 MiB Message
Size)

Communication Pair Speed Avg BW (MiB/s) Notes
Server → BF3 400 Gbps 48,421.07 High throughput
Server ↔ Server (BF3) 400 Gbps 48,421.07 Peak observed bandwidth
Server ↔ Server (BF3) 200 Gbps 23,526.48 Expected scaling
BF3 ↔ BF3 200 Gbps 23,446.45 Balanced bidirectional BW
Server ↔ Server (BF2) 200 Gbps 23,526.46 Comparable to BF3
BF2 ↔ BF2 200 Gbps 11,769.29 Suboptimal

with 512 B message size, demonstrating the efficiency of BF3 for high-frequency,

low-latency message exchanges.

Figure 6.5 shows throughput in terms of Mpps for varying packet sizes.

6.3 Toward SmartNIC-Aware Cloud Services and

API Recommendations

While traditional RDMA benchmarking provides raw performance metrics, deploy-

ment in real-world cloud-native HPC services requires deeper consideration of API

support, SmartNIC selection, and orchestration layers. This section maps practical

workloads to SmartNIC configurations, enabling optimized infrastructure design.
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Table 6.5: Average Latency (ţs) (microseconds)

Size (bytes) BF2 DPU BF3 DPU

128 1.91 1.12
256 2.20 1.27
512 2.24 1.29

Table 6.6: Bandwidth Comparison with different message sizes (MB/s)

Size (bytes) BF2 DPU-DPU BF3 DPU-DPU BF3 Host-Host

128 2449.92 6081.28 8101.12
256 4830.72 12144.64 16184.32
512 10004.48 22742.84 22806.20

6.3.1 Service-Driven SmartNIC Recommendation

Different cloud services impose unique demands on bandwidth, latency, and com-

pute offload capabilities. Figure 6.6 summarizes our recommendation matrix linking

services, core tasks, DPU models, APIs, and deployment environments. Figure 6.7

illustrates a layered approach to deploying such services. Applications interact with

middleware abstractions, which are mapped to container-aware virtualization layers

and SmartNIC-accelerated APIs.
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Figure 6.6: Service-Task Mapping to SmartNIC Recommendation

Figure 6.6 illustrates that SmartNICs act as heterogeneous accelerators rather

than one-size-fits-all devices. The mapping of workloads to specific BlueField gen-

erations and software stacks is guided by four primary design criteria such as, la-
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Table 6.7: Maximum Message Rate (Mpps) Performance With Message Size 512 B

Communication Speed Mpps BW (MiB/s)
Server → BF3 400 Gbps 42.63 20,816.32
Server ↔ Server (BF3) 400 Gbps 58.36 28,497.96
Server ↔ Server (BF3) 200 Gbps 43.57 21,276.19
BF3 ↔ BF3 200 Gbps 43.38 21,184.49
Server ↔ Server (BF2) 200 Gbps 44.48 21,718.81
BF2 ↔ BF2 200 Gbps 13.65 6,663.71

tency sensitivity, bandwidth and message-rate requirements, data locality and PCIe

traversal cost, and availability of hardware/software acceleration primitives on the

SmartNIC.

• AI model training. GPU-centric workloads benefit most from GPU-Direct

RDMA, which eliminates host memory copies and minimizes PCIe round-trips.

BF3 with 400 Gb/s ConnectX-7 and DOCA GPU APIs is selected to sustain

high message rates and overlap communication with computation during dis-

tributed training.

• NVMe storage gateway. NVMe-oF traffic is throughput-dominated and

latency-tolerant compared to control-plane services. BF2 at 200 Gb/s is suffi-

cient to offload NVMe-TCP and TLS, as the bottleneck lies in storage media

rather than NIC bandwidth, making BF3 unnecessary for this workload class.

• MPI scientific workloads. MPI collectives (e.g., AllReduce, Broadcast) are

highly sensitive to message latency and synchronization overhead. BF3 with

UCX and DOCA collective offload is selected to exploit hardware-assisted

reductions and reduce CPU participation during collective operations.

• gRPC microservices. These workloads are dominated by tail latency and

connection setup overhead. BF3 with DPDK and DOCA TCP bypass enables

low-latency user-space networking and avoids kernel-induced jitter, improving

p99 latency.

• Cloud-native CNI traffic. Overlay networking (VXLAN, SR-IOV) is data-

plane intensive and benefits from hardware flow steering. BF3 at 400 Gb/s
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is chosen to offload encapsulation and flow-table management, reducing host

CPU load while sustaining high east–west traffic rates.

This mapping highlights that SmartNIC deployment decisions are driven by

workload characteristics rather than raw bandwidth alone, reinforcing the role of

DPUs as workload-specific accelerators.

Application

Middleware

Virtualization

Offload APIs

MPI Collectives Microservices Disaggregated Storage

libfabric + UCX + OpenMPI KubeVirt + SR-IOV gRPC + DOCA SDK

VFIO / VirtIO SR-IOV Plugin

DOCA Telemetry DOCA Packet Processing DOCA Flow Monitor

Figure 6.7: API-based architecture leveraging DOCA, SR-IOV, and MPI/UCX lay-
ers for SmartNIC orchestration.

6.4 Discussion

6.4.1 Interrupt Moderation and Polling Mode Trade-offs

Optimizing RDMA performance involves tuning system-level parameters beyond raw

hardware capabilities. Completion queue (CQ) moderation on BF3 reduces CPU

interrupt overheadespecially in host modeenabling higher throughput. However, for

small messages (e.g., 128B), increasing CQ moderation beyond a queue depth (QD)

of 16 introduces tail latency penalties. We also observe that its benefits dimin-

ish when used alongside deep postlist batching, highlighting the need for co-tuning.

Additionally, NUMA misalignment on x86 hosts, where NIC interrupts or memory

buffers span across NUMA nodes, incurs a 10%-15% throughput drop due to remote

memory access latency. Small messages (128B to 512B) are especially sensitive to

queue depth, CQ moderation, and PCIe latency. Table 6.8 shows the message rate

across configurations, where BF3 host mode achieves up to 66 Mpps at 128Bsignif-

icantly higher than BF2but still below the 195 Mpps theoretical maximum due to

software overhead and PCIe signaling delays.
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Table 6.8: Message Rate (Mpps) and Bandwidth Comparison with Small Message
Sizes with Theoretical max

Size (B) BF2 DPU-DPU BF3 DPU-DPU BF3 Host-Host
128 19.14 47.51 66.17
256 18.87 47.44 65.80
512 19.54 44.41 44.51

6.4.2 Trade-Offs Between DPA and ARM Cores in BF3

While BF3 introduces a Datapath Accelerator (DPA) comprising many-core RISC-

V processors to offload packet processing from the primary CPU path, our results,

along with prior work, highlight a performance trade-off when compared to the

on-path ARM Cortex-A78 cores.

The DPA cores, designed for low-power and parallel execution, typically oper-

ate at lower clock frequencies (e.g., 500–1800 MHz) and lack the complex cache

hierarchy of the ARM cores. As such, their single-threaded performance is signifi-

cantly lower. This architectural limitation directly impacts tasks that require fast

memory access or involve complex control logic. DPA execution achieves lower

IPC and memory throughput, making it less suitable for RDMA queue handling,

MPI collectives, or compression-heavy workloads [130]. Moreover, DPA cores run

bare-metal firmware, without the support of a full OS stack, which limits their flex-

ibility in scheduling, synchronization, and I/O management. This is in contrast to

ARM cores, which run a full Linux environment and are better suited for high-level

communication libraries like libfabric or MPI. Programming the DPA also presents

practical challenges. Toolchain support is limited to the DOCA DPA SDK, with

minimal debugging and profiling capabilities, whereas the ARM cores can lever-

age the mature Linux/GCC ecosystem for development, optimization, and tracing.

Despite these limitations, the DPA has unique advantages. It is well suited for

deterministic, off-path tasks such as packet classification, telemetry tagging, flow

lookups, and stateless header rewrites. For example, line-rate DPI inspection, flow

counting, and traffic shaping functions can be distributed across RISC-V threads

for maximum concurrency with minimal host CPU impact. While the ARM cores
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in BF3 offer higher flexibility and better overall performance for general-purpose

and latency-sensitive workloads, the DPA remains a valuable architectural asset

for microservices and off-path compute operations. Optimal usage of BF3 requires

task-specific partitioning between these compute domains.

6.5 Chapter Summary

In this chapter, we present a detailed benchmarking study of RDMA performance

on NVIDIA BF2 and BF3 DPUs, evaluating both DPU mode and host mode under

varying message sizes and tuning parameters. Our results show that BF3 delivers up

to 3.18Œ higher message rates and 50% lower latency compared to BF2, achieving

peak throughput of 48.4 GB/s and over 63 Mpps. These gains derive from archi-

tectural enhancements including DDR5 memory, PCIe Gen5, and increased ARM

core counts. Beyond raw performance, we map common workloads, such as MPI col-

lectives, NVMe storage, and AI inference, to appropriate SmartNIC configurations,

and recommend API stacks for optimized deployment using DOCA, libfabric, and

KubeVirt. We also introduced models for queue depth and postlist scaling, offering

practical guidance for SmartNIC-aware orchestration. These findings highlight the

growing role of programmable DPUs in high-performance cloud and edge environ-

ments. Future work will explore multi-tenant RDMA behavior, deeper integration

of DOCA telemetry, and cost-performance analysis using real workload traces.
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Chapter 7

SmartNIC-based User Plane

Function (UPF)

Traditional 5G user plane function (UPF) architectures are software-based imple-

mentations that struggle to maintain performance. To meet the stringent quality

of service (QoS) and scalability requirements of 5G under high session and data

plane loads, a highly efficient next-generation UPF is required. To address hard-

ware limitations, we propose 6GUPF, a novel DPU-based programmable UPF that

leverages hardware offload, flow-based programmability, and stateful traffic tracking

via NVIDIA’s DOCA SDK API. Flow management is achieved using Stateful Flow

Table (SFT) offload, which enables efficient per-flow tracking in hardware. While

the SmartNIC/DPU supports Deep Packet Inspection (DPI) offload, this work lever-

ages SFT for scalable flow state management. We demonstrate 6GUPF’s ability to

emulate and handle over 500,000 concurrent UE IDs (TEIDs), significantly outper-

forming existing software-based solutions (DPDK, bmv2-P4) and hardware-based

solutions, such as P4-switch (Tofino). In this thesis, we present a next-generation

6GUPF that fully leverages the hardware acceleration of SmartNICs/DPUs. The

6GUPF is developed using DOCA Flow API, which enables fast, programmable

packet processing directly in the data path, specifically for the N3 gNB network

and N6 interfaces of datanet. The architecture integrates flow-based acceleration

for stateful flow tracking and symmetric Receive Side Scaling (RSS) to utilize cores

and manage non-blocking states efficiently. This will help minimize latency and
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avoid contention in multi-core environments. Our experiments show that hardware-

offloaded UPF achieves an aggregate line rate of 400 Gbit/s, supports 1 million

concurrent data streams, and scales up to 500,000 active User Equipment (UE)

instances while maintaining QoS and session isolation. It also enables 40% lower la-

tency compared to traditional software UPFs. Unlike Tofino-based P4 switch UPF

designs, which are limited by SRAM and TCAM constraints when storing large-

scale data streams, our DPU-based solution is ideal for high-density Protocol Data

Unit (PDU) deployments without sacrificing programmability and performance. It

creates a path for cloud-native, 6G UPF deployments that can scale to a wide range

of workloads, from ultra-low-latency applications to large-scale IoT backhaul.

In this thesis, we propose a novel architecture for 6GUPF that integrates a

DPU to offload computationally intensive tasks such as GTP-U encapsulation, de-

capsulation, and forwarding by leveraging the hardware acceleration capabilities of

NVIDIA’s DOCA Flow API. The 6GUPF architecture is depicted in Figure 7.1.

6GUPF Architecture
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Figure 7.1: Packet Processing and Forwarding in DPU-Based 6GUPF

The ingress pipeline is structured around five primary tables, each performing

a distinct function. The GTP Default Forward Table routes GTP-U packets for

processing, while the IP Default Forward Table manages the forwarding of standard

IP packets. The GTP Encap Table inserts GTP-U headers for outgoing packets,

whereas the GTP Decap Table removes the GTP-U headers from incoming flows.
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Finally, the L2 Forward Table ensures correct layer-2 forwarding by modifying the

source MAC address as required after encapsulation or decapsulation.

At the initial state, the DOCA Flow pipeline contains only default rules, forward-

ing all traffic to the GTP/IP Default Forward Tables. During runtime, dynamic rules

are installed into the DPU, enabling packets that match specific headers (e.g., TEID,

5-tuple) to be fully processed on the DPU without host intervention. Each table is

implemented as a DOCA Flow stage C1 . . . C5, as summarized in Algorithm 5, which

formalizes the C1 as Ingress/Classify, C2 as QoS assignment, C3 as GTP processing,

C4 as L2 Forwarding and C5 as Egress. If no rule is matched, packets will follow the

default path to the host for further processing and potential rule update, ensuring

a robust fallback mechanism.

Aging Monitoring

N3 and N6
paths BF-3 6GUPF

Packet Receive (Flow Initiation) Packet Receive

Flow Acceleration to HW

Packet Send Packet Send

Packet Receive

Aging Counters Polling

Aging Monitoring
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Aging Expired

Flow Cessation

Flow Context 
Creation & DPI
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Packet Send

Figure 7.2: Flow Initiation, Acceleration, and Deacceleration Process in a DPU-
based 6GUPF
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Algorithm 5 DPU-Based GTP-U Flow Handling
Require: DOCA Flow stages C1 . . . C5: C1 Ingress/Classify, C2 QoS assignment,
C3 GTP processing, C4 L2 Forwarding, C5 Egress.
Tables↔ stages: GTP/IP Default→ C1, QoS→ C2, Encap/Decap→ C3, L2 Fwd
→ C4.
Load initial rule set R (e.g., TEID/5-tuple) into DPU.
for each packet p do

[C1] Extract headers; lookup r∈R.
if r found then

Assign flow ID fi and priority qp.
[C2] Tag QoS per qp.
[C3] if GTP-U ⇒ decap; elseif required ⇒ encap.
[C4] Resolve next-hop MAC; [C5] enqueue to SR-IOV/VF or DN.

else
Steer p to host via default rule.
Control plane update R (install/learn rule).

end if
end for

7.0.1 Flow Initialization and Processing in a DPU-based

6GUPF Network

Figure 7.2 describes the sequence of interactions involved in flow initiation, accelera-

tion, aging, and de-acceleration within a 6GUPF network using a DPU. This process

involves three primary components: the N3/N6 interfaces, the BF-3/DPU, and the

6GUPF. The sequence flow diagram demonstrates how packets are processed, ac-

celerated, monitored, and eventually deaccelerated based on flow context and aging

criteria.

When a new flow is initiated, the N3/N6 interface receives a packet and forwards

it to the BF-3 DPU (step 1). The DPU then sends the packet to the 6GUPF (step

2), where a flow context is created and the flow is categorized (step 3). Once

the flow context is established, the 6GUPF signals the BF-3 to accelerate the flow

processing to hardware, optimizing packet handling for subsequent transmissions

(step 4). The packet is then sent back through the N3/N6 interface, leveraging the

hardware-accelerated processing (steps 5-6).

Figure 7.3 illustrates the DPU-based 6GUPF QoS architecture, where IP flows

are first parsed and processed by the DOCA QoS Engine. This engine performs

classification, policy enforcement, load balancing, and scheduling using the DPU
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offload pipeline. Each uplink/downlink IP flow is encapsulated into GTP-U PDUs

and associated with a QoS Flow Identifier (QFI). These QFI flows are mapped to

Data Radio Bearers (DRBs) via the gNodeB’s Service Data Adaptation Protocol

(SDAP) layer. The DRB mapping ensures that the QoS levels defined in the core

are considered at the radio interface. Notably, DOCA handles QoS classification,

enforcement, and flow state in hardware, allowing the system to scale with minimal

CPU intervention.
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Figure 7.3: Flow-Based QoS at UPF-Downlink, gNodeB, and UE

7.1 Implementation of 6GUPF

To evaluate the proposed 6GUPF architecture, we implemented a realistic testbed

on a Dell R760 server with an NVIDIA BF-3 DPU, integrating both control- and

data-plane functions representative of 6G core deployments. Figure 7.4 illustrates

this setup, which connects a base station emulator to a data center traffic sink.

Traffic is generated from the Base Station, which represents the 5G radio access

network (RAN), and is forwarded via the N3 interface as GTP-U encapsulated

packets. These packets are injected using an emulated VIAVI/TRex traffic generator,

which emulates high-throughput and latency-sensitive mobile traffic over L2 links.

At the core of the testbed lies a Dell R760 server equipped with a BF-3 DPU,

responsible for the hardware offloading of UPF packet processing workloads. Inside

the BF-3 DPU, the DOCA Flow API manages programmable pipelines for flow
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Figure 7.4: DPU-accelerated 6GUPF testbed emulating GTP-U traffic for 6G core
evaluation.

parsing, GTP-U header encapsulation/decapsulation, and traffic classification. A

key component of the system is the SFT for flow tracking, which maintains per-flow

metadata to enable intelligent state-aware forwarding at line rate.

Following classification and processing, the decapsulated packets are forwarded

over the N6 interface as standard IP traffic to the Data Center, acting as the traffic

sink. Traffic sink validation and replay are facilitated via another port of the DPU,

which connects to the VIAVI/TRex traffic generators. Traffic is generated with

a Gaussian mixture of 70% elephant flows (long-lived) and 30% burst mice flows,

calibrated across MTUs from 128B to 1500B. The traffic generator produces a mix

of GTP-U and IP packets to simulate real-world 6G network scenarios.

This architecture encapsulates a production-realistic deployment scenario where

the UPF is embedded directly within the data path of the base station. Packet

processing is conducted based on QoS policies, which are dynamically assigned to

packets according to their classification and network conditions. High Priority is

assigned to packets requiring minimal delay for network applications. Medium Pri-
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ority is assigned to packets that require high throughput but are not latency-sensitive.

Low Priority is assigned to packets that are less sensitive to latency and throughput.

The DOCA Flow API manages the ingress pipeline with five stages (as defined

above, namely ingress classification, QoS assignment, GTP processing, L2 forward-

ing, and final forwarding. After ingress classification, the DOCA flow checks for

QoS. The encapsulation process involves defining programmable tables for TEID-

based matching and forwarding. As shown in Listing 7.1, a teid_as_key table is

configured to match on GTP TEIDs and apply forwarding actions accordingly.

Listing 7.1: TEID-based forwarding table in encapsulation pipeline

t ab l e teid_as_key {

key = {

headers . gtpv1 . t e i d : exact ;

}

a c t i on s = {

NoAction ;

drop ;

forward ;

}

s i z e = 128 ;

de fau l t_act i on = forward ( 3 ) ;

const e n t r i e s = {

(32 w0x01 ) : forward ( 1 ) ;

(32 w0x02 ) : forward ( 2 ) ;

}

}

The complete DOCA Flow configuration scripts, including TEID-based match-

action pipelines and rule installation routines, are publicly available in our reposi-

tory 1. This implementation demonstrates that offloading GTP-U processing into

the DPU pipeline significantly reduces CPU overhead, lowers packet-processing la-
16GUPF implementation: https://github.com/engranaabubakar/6GUPF
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tency, and enables wire-speed throughput while preserving programmability through

a software-managed control plane. This implementation forms the foundation for

the performance evaluation that we present in Sec. 7.2.

7.2 6GUPF Results

This section presents the performance evaluation of the proposed 6GUPF architec-

ture under varying traffic loads and packet sizes. Key metrics, including throughput,

server CPU utilization, latency, and packet drop rate, were measured to demonstrate

the superiority of the DPU-based implementation over DPDK-UPF, P4-UPF, and

our 6GUPF.
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Figure 7.5: Comparative analysis of throughput and latency among software-based
and DPU-accelerated UPF implementations.

Figure 7.5 shows the comparative performance of multiple UPF designs, includ-

ing SD-Fabric [175], HiP4-UPF [153], and our proposed 6GUPF. The DPU-based

6GUPF demonstrates a fourfold increase in throughput, reaching up to 400 Gbps,

compared to 80–160 Gbps in software UPF variants. The 6GUPF achieves a dras-

tic reduction in the 99th percentile latency, dropping from 200 ms in conventional

platforms to just 0.2 ms.

Figure 7.6 shows the performance benefits of DPU offloading in UPF processing.

On the left, CPU utilization rises sharply for the DPDK-based UPF because per-

packet operations (parsing, TEID lookup, GTP-U encap/decap) saturate the cores

at high PPS. Offloading these primitives to the DPU removes the CPU bottleneck
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Figure 7.6: CPU utilization and latency analysis of DPU-based UPF versus baseline
DPDK-based UPF under different load conditions.

and shortens the processing pipeline, which directly lowers the 99th-percentile la-

tency shown on the right. At a 380 Gbit/s traffic load, CPU utilization is under 5%

for the DPU-based design, compared to 50% for the DPDK-based UPF implemen-

tation.
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Figure 7.7: Performance comparison of the proposed 6GUPF against a DPDK-based
baseline.

Figure 7.7 shows that the DPU-based UPF has a significantly lower packet drop

rate than the NIC-based implementation, even under high traffic loads. The packet

drop rate was 2.29% with 380 Gbit/s load using the DPU, while the NIC-based

system suffered a drop rate of 10%. At the maximum MTU size of 1500 bytes,

6GUPF achieved a throughput of 380 Gbit/s, compared to the baseline DPDK-

UPF’s throughput of 234 Gbit/s. For an MTU size of 256 bytes, 6GUPF throughput

reached 110 Gbit/s, significantly surpassing the baseline DPDK-UPF. For smaller
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MTU sizes, such as 512 bytes and 256 bytes, 6GUPF demonstrated sustained per-

formance.

The results clearly illustrate the advantages of the DPU-based UPF architecture

in achieving higher throughput, reduced server CPU utilization, lower latency, and

improved reliability. These results indicate not only raw performance improvements

but also practical scalability for next-generation mobile networks. For instance,

reducing CPU utilization by over 50% directly translates into cost savings in cloud-

native deployments, as fewer servers are required to handle equivalent traffic loads.

Similarly, the packet drop reduction (2.29% vs. 20%) ensures service continuity un-

der congestion, which is crucial for applications such as URLLC in 6G. Compared

to P4-switch UPFs that suffer from limited flow table memory, our DPU-based de-

sign supports large-scale flow states without sacrificing wire-speed processing. This

highlights the viability of DPUs as a future-proof platform for UPF.

7.2.1 Discussion

The results confirm that CPU-based UPFs quickly saturate, explaining the high drop

rates of NIC-only (DPDK-based) implementations even at modest loads. However,

the DPU sustains near-zero losses by executing encapsulation and forwarding in

dedicated hardware pipes.

The observed ∼200–300 µs latency of the 6GUPF under high load reflects not

only GTP-U processing in hardware but also queuing and flow-handling overheads

currently executed on the DPUs ARM cores due to SDK limitations. By comparison,

the DPDK-based UPF exhibits ∼1 ms delay caused by context switches and cache

contention on host CPUs. While DPU latency is higher than bare-metal switching,

it remains an order of magnitude lower than CPU-based solutions while sustaining

200–400 Gbps throughput.

Compared with DPDK-UPFs and P4 switches, the DPU provides a unique bal-

ance of programmability, hardware acceleration, and scalable stateful flow tracking.

Future SDK releases that enable further migration of queuing and flow management

into hardware are expected to reduce latency further, making DPUs an increasingly
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attractive platform for next-generation UPFs. These insights suggest that although

DPUs cannot yet match bare-metal forwarding latency, their combination of pro-

grammability, scalability, and line-rate performance makes them strong candidates

for 6G UPF deployments. A limitation of our current testbed is that it remains

server-attached, and fully edge-integrated UPFs will be explored in future work. We

also plan to extend the evaluation to multi-DPU clusters to investigate horizontal

scalability and to integrate inline security functions, such as DPI and DDoS mitiga-

tion, into the UPF pipeline.

This work presented a DPU-based programmable UPF for 6G networks, designed

to overcome the performance limitations of traditional software-based implementa-

tions. By offloading computationally intensive tasks such as QoS management, GTP

tunnel handling, and packet encapsulation/decapsulation into the hardware pipeline

of BlueField-3 using the DOCA Flow API, the proposed 6GUPF achieves substantial

improvements in throughput, latency, and scalability. Our evaluation demonstrates

that the system can sustain a throughput of up to 400 Gbps with significantly

reduced latency, while maintaining programmability and efficient flow-based QoS

enforcement. These results highlight the potential of DPUs as a practical founda-

tion for future mobile cores, striking a balance between wire-speed performance and

flexibility. Future work will extend this approach to fully edge-integrated UPFs, ex-

plore multi-DPU scalability, and integrate AI-assisted QoS enforcement and inline

security functions, paving the way for autonomous and intelligent 6G core deploy-

ments.

7.3 Chapter Summary

This chapter presented a DPU-based programmable UPF for 6G networks, designed

to overcome the performance limitations of traditional software-based implementa-

tions. By offloading computationally intensive tasks such as QoS management, GTP

tunnel handling, and packet encapsulation/decapsulation into the hardware pipeline

of BlueField-3 using the DOCA Flow API, the proposed 6GUPF achieves substantial

improvements in throughput, latency, and scalability. Our evaluation demonstrates
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that the system can sustain a throughput of up to 400 Gbps with significantly

reduced latency, while maintaining programmability and efficient flow-based QoS

enforcement. These results highlight the potential of DPUs as a practical founda-

tion for future mobile cores, striking a balance between wire-speed performance and

flexibility. Future work will extend this approach to fully edge-integrated UPFs, ex-

plore multi-DPU scalability, and integrate AI-assisted QoS enforcement and inline

security functions, paving the way for autonomous and intelligent 6G core deploy-

ments.
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Chapter 8

Conclusion

This dissertation investigated the role of Data Processing Units (DPUs) as a unifying

platform for accelerating, securing, and scaling next-generation networked systems.

Motivated by the growing mismatch between line-rate network capabilities and CPU-

bound processing models, the thesis examined how programmable SmartNICs can

shift critical functionality closer to the data path, reducing latency while improv-

ing system efficiency and robustness. The work spans three domains5G user-plane

offloading, high-performance computing (HPC), and network securitybut is unified

by a common architectural perspective: DPUs enable an observedecideenforce loop

directly in the network data plane.

With respect to RQ1, the thesis showed that security and networking functions

with high packet-rate requirementssuch as GTP encapsulation/decapsulation, QoS

enforcement, flow tracking, and signature-based DDoS mitigationbenefit the most

from SmartNIC/DPU offloading. Offloading these functions alleviates host CPU

bottlenecks while introducing new design considerations related to memory place-

ment, pipeline depth, and controldata plane coordination.

Addressing RQ2, the evaluation of FTG-based and ensemble GNN models demon-

strated that graph-based DDoS detection is particularly advantageous in scenarios

characterized by multi-flow correlations, fan-in/fan-out patterns, and coordinated

low-rate attacks. At the same time, the results clarify the limiting cases where

single-flow or time-series detectors achieve comparable performance, especially when

datasets are dominated by strong per-flow temporal features.
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In response to RQ3, the thesis confirmed that programmable DPUs can sustain

wire-speed DDoS mitigation using stateful tracking and DPI-based enforcement,

even under high attack rates. Experimental results on NVIDIA BlueField plat-

forms showed that mitigation can be executed with bounded latency and without

degrading forwarding performance, validating DPUs as viable enforcement points in

high-speed networks.

Regarding RQ4, the proposed SmartNIC-based authentication framework demon-

strated strong resilience against masquerading, desynchronization, and physical at-

tacks, while explicitly showing how SmartNIC-based execution reduces trust depen-

dencies on host software and preserves deployability in heterogeneous swarm and

edge environments. By combining PUF-based primitives with DPU-assisted pro-

cessing, the protocol achieves strong security guaranteesincluding resistance to mas-

querading, desynchronization, and physical attackswhile preserving device anonymity

and untraceability.

The investigation of RQ5 provided a detailed analysis of BlueField-3 architec-

tural advances. Measurements of RDMA latency, bandwidth, and message rate

showed how PCIe Gen5, DDR5 memory, and the DPA contribute to performance

gains, while also highlighting the gap between theoretical models and practical mea-

surements under real system constraints.

Finally, RQ6 explored the offloading of GTP encapsulation and decapsulation on

BlueField-3, showing that protocol processing traditionally handled by host CPUs

can be efficiently migrated to the SmartNIC, reducing host overhead and enabling

scalable 5G and beyond-5G deployments.

Beyond individual results, the thesis highlights important practical challenges.

These include inference-time constraints for machine learning models, sensitivity to

system-level tuning, and trade-offs between Arm cores and DPA execution. These

findings emphasize that effective DPU utilization requires careful co-design across

hardware, software, and workload characteristics.

Taken together, the results of this thesis provide clear answers to the research

questions posed in Chapter 1. The analysis of SmartNIC and DPU offloading demon-
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strates that functions requiring deterministic, high-rate processingsuch as DDoS

mitigation, user-plane forwarding, and RDMA data movementbenefit most from

hardware acceleration. Graph-based traffic representations and hierarchical GNN

models are shown to outperform single-flow detectors in scenarios with strong inter-

flow dependencies, while exhibiting identifiable inference-time limits. Wire-speed

mitigation using stateful tracking and DPI is validated on programmable DPUs

under high attack rates with bounded latency. Furthermore, the DPUAUT proto-

col confirms that authentication can be accelerated at the SmartNIC level without

compromising deployability and isolation. Finally, empirical benchmarking quanti-

fies the architectural gains of BlueField-3 and validates theoretical RDMA models,

while UPF offload experiments demonstrate practical benefits for 5G/6G user-plane

processing.

In conclusion, this work establishes DPUs as a key architectural element for

future 6G-era infrastructures. By integrating networking, computing, and security

capabilities within a single programmable platform, DPUs enable systems that are

not only faster and more scalable, but also more resilient by design. Future research

should extend these results to large-scale deployments, explore SmartNIC-aware

cloud abstractions, and investigate tighter integration between DPUs and AI-driven

network control frameworks.
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