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Abstract

The evolution of mobile networks has now reached the gates of the Sixth Gener-
ation (6G) and, together with the continuous boost required in terms of latency
and data rate, security has also become a fundamental requirement to meet for the
optimization of the quality of the services offered to users. Guaranteeing the se-
curity of different applications requires the implementation of different mechanisms
and countermeasures, therefore, this thesis has the purpose of introducing suitable
security solutions for the protection of communications established in different sce-
narios and use cases. Starting with a general security analysis for virtualized 5G
environments, this work, then, proposes the implementation of security mechanisms
for the protection of Device-To-Device (D2D) communications established with the
aim of improving the performance of multicast transmissions in 5G networks. The
same goal is to be achieved through the subsequent proposal of an innovative trust-
worthiness model for evaluating the reputation of the network nodes based on both
the information obtained from the behaviour that the node exhibited in the net-
work and the specific characteristics of the node. A protocol for the management of
massive Machine Type Communications (mMTC) among Internet of Things (IoT)
devices in 5G networks is also introduced in this thesis work, evaluating the advan-
tages offered in terms of energy consumption to resource-constrained IoT devices.
Finally, the problem of the security in 6G-oriented networks deployed in support of
a use case of paramount importance for 6G and for the current times is addressed,
through the proposal of a lightweight authentication protocol suitable for Internet of
Medical Things (IoMT) devices employed in the transmission of extremely sensitive
health data. Furthermore, a brief digression on the phenomenon of the Digital Di-
vide highlights the importance that this has reached, to date, particularly revealed
following the need for digitization required to numerous sectors due to the spread
of COVID-19, and how the advent of the next generation of mobile networks could
help reduce the gap between those who have access to the digital world and those

who have not.



Italian Abstract

L’evoluzione delle reti mobili ha ormai raggiunto le porte della Sesta Generazione
(6G) e, insieme al continuo miglioramento richiesto in termini di latenza e veloc-
ita, anche la sicurezza é diventata un requisito fondamentale da soddisfare per
Iottimizzazione della qualita dei servizi offerti agli utenti. Garantire la sicurezza
di diverse applicazioni richiede I'implementazione di diversi meccanismi e contro-
misure, pertanto, questa tesi ha lo scopo di introdurre soluzioni di sicurezza adeguate
alla protezione delle comunicazioni stabilite in diversi scenari e casi d'uso. Comin-
ciando con un’analisi di sicurezza generale per ambienti 5G virtualizzati, questo
lavoro propone, poi, I'implementazione di meccanismi di sicurezza per la protezione
di comunicazioni Device-To-Device (D2D) stabilite con lo scopo di migliorare le
performance di trasmissioni multicast in reti 5G. Lo stesso obiettivo si vuole rag-
giungere anche attraverso la successiva proposta di un modello di trustworthiness
innovativo in grado di valutare la reputazione dei nodi della rete sulla base sia di
informazioni ottenute dal comportamento che il nodo ha esibito nella rete sia da
caratteristiche specifiche del nodo. In questo lavoro di tesi viene anche introdotto
un protocollo per la gestione di massive Machine Type Communications (mMTC)
tra dispositivi dell’Internet of Things (IoT) in reti 5G, valutando i vantaggi offerti in
termini di consumo energetico ai dispositivi IoT resource-constrained. Infine, viene
affrontato il problema della sicurezza in reti 6G-oriented impiegate a supporto di
un caso d’'uso fondamentale per il 6G e per i tempi attuali, attraverso la proposta
di un protocollo di autenticazione lightweight adatto a dispositivi dell’Internet of
Medical Things (IoMT) impiegati nella trasmissione di dati sanitari estremamente
sensibili. Inoltre, una breve digressione sul fenomeno del Divario Digitale mette in
luce 'importanza che questo ha raggiunto, ad oggi, rivelata soprattutto in seguito
alla necessita di digitalizzazione richiesta a numerosi settori a causa della diffusione
del COVID-19, e come 'avvento della prossima generazione di reti mobili potrebbe

contribuire a ridurre il divario tra chi ha accesso al mondo digitale e chi no.
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Chapter 1

Introduction

Telecommunications networks are increasingly pervasive. Several reports show how
quickly the data relating to connectivity to mobile networks constantly grows, to
reflect the fact that by now they have taken the world by storm. According to the
publisher of [1], the speed at which Fifth Generation (5G) is spreading around the
world is significantly higher than that of Fourth Generation (4G), to say nothing of
Third Generation (3G). To be clear, the number of 5G subscribers is estimated to
reach 1 billion two years earlier than 4G. COVID-19 partly has contributed to the
acceleration that the technological progress is undergoing, in fact, nowadays, con-
nectivity support has become indispensable in various sectors, especially education
and health. Despite the countless benefits that Information and Communications
Technology (ICT) is bringing to the daily lives of many people, to date, the ser-
vices that consumers demand from mobile network operators are closely related to
the personal sphere and the data that goes across the network can mostly be cat-
egorized as sensitive, therefore, there is one aspect of paramount importance that
cannot be overlooked: Network Security. This thesis work examines the topic of
network security from various viewpoints and in different contexts, starting with 5G
networks up to the study of a use case of Sixth Generation (6G) networks.

In detail, Chapter 2 includes a security analysis formulated to investigate the vul-
nerabilities encountered by implementing the main 5G virtualization technologies,
i.e., Multi-access Edge Computing (MEC), Software Defined Networking (SDN),
Network Function Virtualization (NFV), and network slicing. The definition of the

10



main stakeholders and business models of 5G networks is provided and, for each
analyzed virtualization technology, a risk assessment is provided considering the
business models that can be established among the stakeholders possibly involved.

In Chapter 3, a secure and effective solution is provided for improving the per-
formance of multicast transmissions in 5G networks. First of all, one of the major
5G enabling technologies, which is Device-To-Device (D2D), is proposed as a means
to efficiently deliver multicast data to network nodes with worst channel conditions
and to improve the quality of service offered to all requesting devices. After that, a
security protocol is presented which, through the use of existing mechanisms, allows
to protect the privacy of the nodes involved in D2D communications and the data
exchanged. Given the distributed nature of these communications, in fact, they
represent the segment most vulnerable to any security attacks.

A similar scenario is considered in Chapter 4, in which an innovative trustworthi-
ness model is introduced in order to provide a useful way for evaluating candidate
nodes to transmit data in D2D communications. The proposal presented in the
Chapter has the same goals as that of the previous Chapter 3 that mainly consist
in the protection of D2D transmissions from security breaches but, thanks to the
trustworthiness model, a preventive measure can be applied, as it allows to select
reliable nodes to act as D2D transmitters, in order to avoid any attacks that would
compromise the outcome of the multicast transmission.

Chapter 5 focuses on a specific type of 5G network traffic, that is massive Ma-
chine Type Communications (mMTC). Also in this Chapter, D2D communications
are proposed as an effective solution for improving the performance of a multicast
transmission but the scenario considered in this case includes Internet of Things
(IoT) devices as data receivers. Mechanisms of security and trust are implemented
in an innovative protocol formulated to secure mMTC communications but, in this
Chapter, the operations are carried out with the aim of preserving the limited re-
sources of the IoT devices, therefore to optimize their energy consumption.

Chapter 6 differs from the previous ones in that it analyzes the security topic
in a 6G-oriented scenario and in the specific use case of eHealth. Given the high

sensitivity of health data, a security proposal is presented that includes an archi-
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tecture for managing secure communications thanks to the implementation of an
innovative authentication protocol. Furthermore, a discussion on the phenomenon
of the Digital Divide is debated since the advent of 6G and the spread of COVID-19
represent potential turning points. In fact, while COVID-19 has brought to light
the extent of the gap between who have access to digital services and who have not,
6G could represent a solution to the problem thanks to the use of technologies able
to facilitate the Internet access for everyone.

The conclusions on the thesis work are elaborated in the Chapter 7.

12



Chapter 2

A security analysis for 5G systems

Besides significantly outperforming past generations in terms of capacity and through-
put, 5G networks and systems will provide an infrastructure for the support of highly
diversified services and “verticals”. Indeed, the major paradigm shift with respect to
previous cellular network generations, specifically oriented to one class of terminals
(namely, people’s cell phones), is the largely heterogeneous nature of the multiplicity
of end systems supported. Within a 5G infrastructure, playing the role of “network
of networks”, traditionally independent technical and business stakeholders are now
called to cooperate in the deployment of crucial infrastructure components relying
on innovative (for the Telecom world) technologies such as virtualization, not in the
traditional operators’ portfolio, and eventually placed in security-critical parts of
the network - think e.g. to MEC systems. Goal of this Chapter is to analyze the
complex threat landscape of 5G systems, by taking the point of view of the involved
stakeholders. The motivation behind this proposed analysis revolves on the obser-
vation that, in complex and virtualized systems such as the 5G infrastructure, an
attack to a system component under the responsibility of a given stakeholder may
yield a dramatic impact to a completely different player. Therefore, while review-
ing the many 5G security risks and relevant threats which the main stakeholders
operating in virtualized 5G cellular networks are exposed to, the sometimes non-
obvious relation between impact and responsibility will be showcased, as well as

shared responsibilities will be identified.
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2.1. Introduction to Chapter

2.1 Introduction to Chapter

There is a shared belief in the scientific and industrial community that the ongo-
ing 5G deployment is bringing about two different “flavors” of innovation. One is
of course the improvement of the network infrastructure itself, where legacy tech-
nologies derived from previous generations of mobile and wireless networks are now
enhanced with new features and protocols to achieve previously unthinkable per-
formance targets. But there is also a second factor: while cellular infrastructures
until 4G were mainly ruled by Telecom Operator, 5G distinguishes from its pre-
decessors in the not any more marginal involvement of Information Technology /
Cloud stakeholders, and their relevant disruptive business models.

From the literature, the concept of virtualization clearly emerges as the main fac-
tor that discriminates the new 5G network from what has been developed in the past.
In fact, SDN, NFV, Network Slicing, and MEC are identified among the enablers of
a major shift from traditional network architecture as they allow: network functions
not tied to specialized hardware, a high degree of separation among different service
layers on the same physical network, the provision of enhanced functionality at the
edge of the network, and a less centralized architecture than in previous generations
of mobile networks.

The obvious consequence of the introduction of the cited game-changing paradigms
for the provision and consumption of services is the rising of new business models
and the flanking of new stakeholders to the old ones. Their coming into play to
provide services over the future platforms will expose 5G cellular system to a series
of risks that will likely suffer a significant increase in number and intensity.

Along these lines, the European Community has recently released a document,
which provides an EU coordinated risk assessment of the cybersecurity of 5G net-
works [2] and identifies the main 5G stakeholders that will play a key role in terms
of security, both as contributors to the cybersecurity of 5G infrastructures and as
potential entry points or vectors for attacks.

The document provides a thorough list of possible threats and related involved

actors. Several “external” actors are considered, ranging from individual hackers to
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2.1. Introduction to Chapter

organized crime groups, state actors or state-backed actors [2|. Reported motivations
to threats are manifold: accidental (events that result from human error, natural
phenomena, and systems failures), criminal (motivated by financial gain), political
(finalized to distribute propaganda), or economic (gaining competitive advantage in
the technological area through Intellectual Property theft).

In such a complex ecosystem, substantially different from the one characterizing
previous generations of cellular networks, also a new model of trust among the
“internal” stakeholders must be defined to protect the privacy of their data and of
the customers’ data. This trust model for 5G will be more complicated than the
current one, since new actors must be considered. As an example, the authors of
[3] highlight that a trust relationship need to be established between the Hardware
and Software Vendors and the 5G Infrastructure Provider (InP). Vendors and InPs
must guarantee assets which are anomaly-resistant and vulnerability-free, and, at
the same time, they have to respect the trust that a Mobile Service Provider (MSP)
places on it, by guaranteeing honesty in the treatment of the information that the
provider processes on the infrastructure. According to the model in [4] a mutual
trust relationship exists between Subscribers and Service Provider (SP), as the users
count that the SP undertakes to offer them the requested services and to respect the
rules of the subscription contract; in turn, the SP relies on the fact that Subscribers
pay the due billing price. In some cases, the relationships between the actors may be
characterized by a non-blind trust, in the sense that some stakeholders may have the
possibility to verify the validity of the received asset (e.g., in the case of open-source
software supply)

It is therefore undeniable that in 5G cellular systems each stakeholder will have
different levels of involvement in various security threats, both as a victim of threats
and as the entity that will have to take responsibility in contrasting the threats.
It is easy to hypothesize that the resulting framework will enable strong interac-
tions among the involved players heavily dependent on the specific business model
implemented and on the distribution of the risks and responsibilities.

Based on these considerations, this Chapter gives a thorough description of the

key roles of 5G stakeholders and of the new business models, with the twofold ob-
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2.2. Stakeholders and Business Models in 5G

jective of: (i) conducting a security risk analysis that addresses the major security
threats to virtualized 5G systems and classifies them based on stakeholders’ involve-
ment in terms of responsibility and vulnerability; (ii) surveying the most common
defence measures that can be implemented to face and thwart these threats. In
detail, in Section 2.2 the 5G stakeholders and business models are described, while
the risk analysis is conducted in Section 2.3 and defence mechanisms are identified
in Section 2.4; a discussion on the applicability of the model analyzed in this Chap-
ter to the real world is conducted in Section 2.5. Conclusive remarks are given in

Section 2.6.

2.2 Stakeholders and Business Models in 5G

This Section provides a brief overview of the main 5G stakeholders and lists some

business models involving them that have been identified in the literature.

2.2.1 5G Stakeholders

The problem of defining all the key players expected to be entailed in 5G ecosystems
have been faced by several papers available in the literature [3|, [5], [6], [7], by
reports of government institutions [2|, and by industrial alliances [8]. In particular,
an interesting list of 5G actors is provided in [7] wherein the new stakeholders
are compared to those of 4G. Despite this, the various documents are sometimes
incomplete and not even similar to each other. The Table 2-1 summarizes what is
reported in these documents, giving a list of the various stakeholders and briefly
describing their roles.

Two important sources of information on the topic are [9] and [10], both writ-
ten by the 5G Infrastructure Public Private Partnership (5GPPP). In [9], a full list
of the main 5G stakeholders is provided along with a brief description of each of
them. In particular, this document shows the complexity of the 5G environment
and the high number of actors involved, among which several business relationships
can be established based on the granularity of the context and on the virtualization

levels nested on the network. The concept of nesting different virtualization levels
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in networks emerges from [11], where it is stated that network services can include
other network services. Authors in [10], describe some possible business roles for
the new 5G actors. According to them, the introduction in the 5G value chain of
stakeholders from vertical industries, such as healthcare, transportation, automo-
tive, and aeronautics, represents the most important change with respect to 4G.
Other prominent differences should be highlighted. First of all, although the role
of the Mobile Network Operator (MNO) in 5G could be quite complex, based on
the reported literature, it can be more simply considered as split into InP and MSP
roles, which means that anyone owns the network infrastructure (i.e., the InP) is not
always the same entity that provides mobile services to consumers (i.e., the MSP).
Notwithstanding, from the Tenant’s viewpoint, the MNO is the only significant en-
tity, as it combines the two parties of MSP and InP, making the distinction between
the two roles transparent for the Tenant. Another aspect that is worth considering
for the purposes of a complete research on security threats, concerns the Tenant’s
role towards its users or Subscribers. The Tenant can be seen as a service provider
by its Subscribers, since it acquires the virtual network services to make them avail-
able to its users. Thus, Subscribers are the final users of the services offered by the
MSP and the Tenant acts as an intermediary in the delivery of MSP services to
users. It can be considered as the entity that represents the needs of its users; not
by chance, the Tenant is the customer accounted for in the design of the services
that the network shall offer.

The model that will be used as a reference for the security analysis is based on the
three main players, namely MNO (sometimes split into InP and MSP), Tenant, and
Subscriber, and on the specific role that they will play in 5G networks, wherein the
network virtualization technologies will take on an increasingly important role. Ob-
viously, this is a simplified model that, however, allows to clearly provide indications
on how to approach the security problem in a 5G environment. The three-player
abstraction allows to keep the complexity of the risk analysis at a low level without
losing generality in addressing the major security threats and stakeholders’ involve-
ment, responsibility, and vulnerability in reference to the main technologies used in

virtualized 5G systems.
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Stakeholder Description

Hardware and Software Vendors / They are responsible for the hardware and software resources

Telecom Equipment Manufactures that compose the network infrastructure

Infrastructure Provider (InP) / Supplier ~ The InP is the owner, in whole or in part, of the network

of Mobile Network Operator (MNO) infrastructure, and makes its assets available “as a service”

Mobile Service Provider (MSP) The MSP exploits the resources offered by one or more InPs
to offer telecommunications services to Tenants

Mobile Network Operator (MNO) The MNO operates its mobile network infrastructure to
provide connectivity to end-users; it merges the roles of MSP
and InP

Tenant The Tenant is service provider for its Subscribers, since it
acquires the virtual network services to make them available
to its users

Service Provider (SP) A Service Provider is the entity that offers services to

consumers. This role can be played by several entities, such
as the MNO, the MSP, the Software Network Function
Providers, the IT-SP (IT Service Provider), the NSP (Network
Service Provider), the CSP (Communication Service
Provider), the OSP (Online Service Provider)

Developers They can develop software for the creation of applications for
different stakeholders (e.g., network functions for MNOs,
applications directed to consumers)

Over-The-Top (OTT) OTTs could be defined as service providers responsible for
providing the most popular multimedia traffic on Internet.
Their name indicates that they operate on top of the network.
Some examples of OTTs services are YouTube, Netflix, and
Facebook

Brokers They act as intermediaries between the various stakeholders.
For example, resource brokers can be mediators between InPs
and customers, able to provide the latter with the resources
they required according to the negotiated service level
agreement (SLA)

Subscriber / End-users They are the users of mobile services
Others: They can benefit from 5G services or participate in their
» \erticals (e.g., Automotive, development

Healthcare, Energy, Transportation);

* Small and Medium Enterprise
(SME), Startups ;

* Public Administrations and
Infrastructure Owners, and
Regulatory and Standardization
Bodies;

* Industry Players (e.g., Standard
Developing Organizations (SDOs),
Certification Bodies);

» User Equipment Manufacturer.

Figure 2-1: The 5G stakeholders
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2.2.2 5G Business Models

According to [12| a Business Model (BM) can basically be defined as a paradigm
for the representation of the business dynamics established between an organization
and its customers in the supply of services. Several business models have been de-
scribed in the literature involving technologies that are significant for 5G ecosystems.
As an example, in [13] authors classify business models according to the provided
resources. First of all, different business models may arise by differentiating the con-
nectivity service offered to the diverse applications. With the Data-as-a-Service BM
the network operator can provide data produced in its network to traffic, logistical,
and manufacturing systems with the aim of improving their productive processes.
Another noteworthy business model is the Network-as-a-Service (NaaS), through
which operators can offer virtual networks to various service providers. This model
fosters the development of multi-tenancy, thanks to which different Tenants oper-
ating in various vertical markets can exploit the virtual network created ad-hoc for
them by the operator while sharing the same physical network infrastructure.

With reference to network slicing, the authors of [14] address the business models
enabled by the Network Slicing as Service (NSaaS) model. Three options are identi-
fied depending on the relationship between service provider and consumers: Business
to Business (B2B), Business to Consumer (B2C), and Business to Business to Con-
sumer (B2B2C). As it will be explained later, the choice of BM configuration can
have impact on the security of the involved stakeholders.

The role of a new stakeholder, that is the micro operator for 5G mobile networks,
is presented in [12] together with the description of three business models promoted
by it in order to complement the classic models centered on the offers of the MNO.
In the Vertical BM, the micro operator provides tailored services in limited areas; in
this case, the role of the micro operator could be performed by different actors, such
as an MNO, a network constructor, or a factory owner. With the Horizontal BM, the
micro operator locally hosts the services of an MNO, thus extending its connectivity
and ensuring the service continuity in its network; in the business ecosystem of this
model the main actor is the MNO. Finally, with the Oblique BM, the micro operator

can establish diverse collaboration to deliver local mass services.
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In [8], the new business models expected to be supported by 5G are outlined
and classified into three groups, based on the type of offered service. According to
the authors, the next generation of cellular networks will open up to new customers
and partnerships, reason why new business models are waited. According to the
Asset Provider BM, the involved actors establish relationships based on the services
of Anything as a Service (XaaS) and Network Sharing. Infrastructure is the main
asset of a network operator and, based on the different components that the operator
offers to third party, different models can be identified. Infrastructure as a Service
(IaaS) and Platform as a Service (PaaS) can all be generically identified as XaaS
and concern the supply by the operator of parts of its infrastructure as network
capabilities to third party. With Network Sharing, two or more operators can share
the same network infrastructure, according to static or dynamic policies. Within
the Connectivity Provider group, two options can be possibly offered: Basic or
Enhanced Connectivity. The former is equal to the 4G business model of providing
the best effort IP connection to consumers. Rather, the latter adds something
more to the offer, allowing to differentiate some characteristics of the connectivity
(e.g., Quality of Service (QoS), latency) and admitting configuration options to
consumers. The last group of business models is the Partner Service Prouvider,
which comprises Operator Offer Enriched by Partner and Partner Offer Enriched by
Operator. According to the first option, operators offer services enriched thanks to
collaborations with external partners. In the second case, the partners offer services
improved by the capabilities exposed by the network operators.

The categories introduced in [8] are well described in a table realized by the
authors and will be referred to in the remainder of the paper, when identifying the

kind of business relationships established between the examined stakeholders.

2.3 Risk analysis

This Section identifies the main security risks that may affect the key virtualization
technologies employed in 5G cellular networks, namely MEC, SDN, NFV, and Net-
work Slicing. A peculiarity of the risk analysis produced in this Chapter is that it is
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conducted in order to determine the possible risks for each threatened stakeholder

and considering the impact of possible business models on risk distribution.

2.3.1 The main security attacks on virtualized systems

Several types of traditional attacks can exploit the vulnerabilities of the major 5G
virtualization technologies. The following list of risks is inspired by the report
released by the Cloud Security Alliance (CSA) on the most frequent attacks on
Cloud Computing of the last years [15|, where each attack is described with an

industrial insight.

Data Breaches

This category includes a wide variety of attacks on data security. In any network
environment, data confidentiality must be ensured to maintain the secrecy of infor-
mation and data integrity has to be protected to prevent malicious attackers from
tampering data they should not access. These are the two most important guide-
lines that should be respected to guarantee the isolation of data, that is critical for
network providers,tenants, and users involved in multi-tenant virtualized environ-
ments. The relevance of these principles is outlined, for example, in [16] for MEC

and in [17] for the network slicing paradigm.

Insufficient Identity, Credential and Access Management

This group includes attacks caused by a misuse of login credentials and a wrong
authentication and authorization management. The identity of each consumer is
associated with its privileges within a virtualized environment. It is of paramount
importance that a service provider traces changes in the role and responsibility of
consumers associated with each identity in order to be constantly aware about the
authorized actions within the system. In addition, the identity of each entity should
not reveal sensitive information about it in order to protect its privacy. Examples of
attacks against privacy and authentication which can target virtualized 5G cellular

environments are reported in [18]. In [19] authentication and authorization are
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identified as two important security challenges in SDN domains.

Insecure Interfaces and Application Program Interfaces (APIs)

Consumers can access and interact with services offered in the virtualized system
through the APIs that are easily hackable if not adequately protected. In fact, they
are exposed to any external entity, which could abuse its privileges. An attack to
APIs could jeopardize the security of the whole network. In fact, in [20], attacks to
insecure APIs are classified as network security issues, since they could involve the

entire network and its configuration.

System Vulnerabilities

Obviously, also in virtualized digital ecosystems, bugs or flaws in the developed
software, can be targeted by attackers. Examples of software vulnerabilities in NF'V
are reported in [21]; these could be implementation flaws, design flaws, and update

or upgrade of software.

Hijacking attacks

As previously said, identity management is crucial in order to assign the proper
authorization to each entity within the virtualized system. An attacker can imper-
sonate another entity to obtain its credentials, thus manipulating its behavior. This
is what happens when an Account Hijacking is performed. The attacker pretends to
be the legitimate owner of data, thus breaching data security and jeopardizing the
entity’s reputation [22|. Generic Hijacking Attacks may consist of redirecting behav-
ior to certain elements of the network infrastructure. As an example, the problem

of SDN Controller and switch hijacking is faced in [23].

Malicious Insiders

Whoever commits a malicious action is not necessarily an outsider to the virtualized
system. Accidentally or intentionally, even an insider, such as a system administra-

tor, could behave incorrectly. For example, in [24], two attack scenarios are described
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in which an attacker manages to obtain confidential information about a user thanks

to some badly implemented virtualization procedures in an NFV context.

Data Loss

This category of attacks concerns the lack of data availability for consumers, which is
one of the prominent requirements of 5G virtualized mobile networks. Data Loss can
be caused by either intentional attacks or accidental events. In any case, the service
provider should store copies of data to bypass or contain the problem. Furthermore,
the version of backup has to be controlled and a dynamic adaptation to data updates

should be performed by service provider to maintain data integrity [15].

Abuse and Nefarious Use of Services or Resources

In this case, the consumer of services or resources does not behave diligently. It
could carry out some attacks that damage not only the provider but also other
consumers. According to [15] attacks of this kind often result in denial of services
for other consumers in Cloud environment, like the MEC one. In this work, any
attack that involves a malicious use of services and resources offered by the service

provider is considered to belong to this category.

Denial of Service (DoS)

A malicious consumer could flood some elements of the system with junk requests,
thus depriving other consumers of storage, compute or network resources. A good
explanation of DoS attacks is reported in [25], where some examples of Distributed
DoS (DDoS) are also described, which consist of attacks coming from several hosts
handled by one malicious entity. This survey focuses on DDoS attacks that can

affect SDN elements.

Shared Technologies Vulnerabilities

The isolation between environments offered to different tenants could have some
vulnerabilities. An attack to the hypervisor of the virtualized system, which has the

task of managing the mapping between physical and virtual resources, could break
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the isolation between multi-tenant environments. Through a Virtual Machine (VM)
FEscape, an attacker could succeed in penetrating the common network infrastructure
by breaking the isolation between the host machine and the breached VM; in this
way, it could access some central node and execute arbitrary code to manipulate it
[24]. Other common attacks that exploit multi-tenant VMs isolation vulnerabilities
are the VM Side Channel attacks. They are mentioned among the security risks for
network slicing in [26]. Finally, isolation between multi-tenant environments can be

breached caused by Outdated VMs not patched for recent vulnerabilities [20].

2.3.2 Multi-access Edge Computing

The technology

MEC has been standardized by the European Telecommunications Standards
Institute (ETSI) Industry Specification Group (ISG) for MEC [27]. Main purpose
of ETSI was to introduce an edge computing paradigm to provide Cloud Computing
capabilities in the location closest to the end users so as to meet the requirements of
5G mobile networks [28]. As an added value, MEC servers can gather information
about users and cell that can be harnessed by application providers to enrich the offer
to consumers so that they can enjoy top notch applications. MEC technology uses
servers installed at the edge of the network [29]; therefore, the Telco operators are the
owners of resources employed [30]. In 2017, ETSI ISG officially changed the name
of the paradigm from Mobile Edge Computing to Multi-access Edge Computing in
order to open to different communication technologies and non-cellular operators

I31].

The risks

Authors in [32] state that, in the general context of Cloud computing, security
issues arise both for consumers and providers owing to the outsourcing of the own
assets, for the former, and the opening of infrastructure, for the latter. The bound-
aries of the security checks that each stakeholder can apply throughout the MEC

environment depend on the implemented service model. According to [33], MEC
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can implement the same service models as those described by National Institute
of Standards and Technology (NIST) for Cloud Computing [34]. As a matter of
fact, E'TSI exposes some Proof of Concepts, developed according to the ETSI ISG
MEC Framework, in [35] and many of them are Software as a Service (SaaS) and
PaaS implementations. The three MEC service models are represented in Figure

2-2, which illustrates the management boundaries of MNO and Tenant.

.
[ Tenant Applications
Tenant —

L 0S & Middleware 0S & Middleware

{ Virtualisation Virtualisation MNO Virtualisation

MNO

r

Servers T
MNO
Network Network
Infrastructure as a Platform as a Software as a
Service Service Service
Host Build Consume

Figure 2-2: MEC service models

In this Section, the MNO is assumed to be the sole MEC service provider, as
in [28] [36] [37], and the entity responsible for managing the security of the offered
MEC services. Tenants and their Subscribers are considered as consumers. In
particular, Tenants are the customers that require network services from the MEC
service provider, while the Subscribers use the services delivered by means of the
Tenants [30]. In [38], the major state-of-the-art MEC security attacks are described
but no emphasis is placed on the 5G actor actually involved in the attack. Below,
the main MEC security risks are classified based on the stakeholders involved and
the implemented service model. The resulting classification is depicted in Figure

2-3.

SaaS

Through the SaaS model, the MNO provides complete software solutions to con-
sumers remotely hosting the entire application stack. The MNO must cater for the

most of the risks and it has to implement security measures to protect: applications,
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Figure 2-3: Stakeholder-based classification of MEC risks for different service mod-
els. I=Impact; R=Responsibility for attacked assets

operating system, virtual resources, and physical infrastructure. The Tenant has no
control over the MEC infrastructure and it is only responsible for the security of
data. The Subscribers have to rely on the security policies implemented by the
Tenant for the protection of their data.

Together with its own data, the MNO stores information on the Tenant and its
Subscribers and, thus, it is of paramount importance that strong security measures
are applied. It has to put a keen attention to both Data Loss prevention, due to
failure or attacks, and to Data Isolation, especially when data belonging to different
Tenants share the same MEC server. Data Breaches can happen both when a
malicious Tenant violates the MNQO’s data or when the Tenant’s data are violated
by a malicious or compromised MNO. For its part, the Tenant has to properly
safeguard the data of its Subscribers both from other Tenants and from other users.

The MNO must also implement robust Identity, Credential and Access Manage-
ment policies to protect its assets and prevent attacks such as Man-in-the-Middle,
whereby an attacker (e.g., a malicious or compromised Tenant) illegitimately ac-
cesses the offered service. Obviously, effective mutual authentication mechanisms
could help also the Tenant to avoid services provided by malicious MNO. Each

Tenant must safely guard its identity and those of its Subscribers.
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Malicious insiders in MNO system administration represent a further risk of
compromising the MNO reputation [39] and exposing to security risks the Tenant,
which may receive compromised services that may violate its data. In SaaS, this
threat is much more dangerous than the PaaS and IaaS cases because the MNO
has greater control over the network [15]. Similarly, a malicious entity inside the
Tenant’s system could breach the security of Subscribers.

With SaaS, consumers usually access the offered services through Web Browsers,
thus, the MNO has not to overlook vulnerabilities in the offered software and in the
used protocols (e.g., HT'TP) in order to protect its network from attacks. A typical
category of attack is the Abuse and Nefarious Use of Services, performed for example
by a consumer that executes a Malware Injection attack to the MNO’s MEC server
profiting from the services offered.

Last but not least, DoS attacks represent a threat to the whole MNO’s network,
as MEC server usually shares the same physical machines with other important
network functions that risk starve when a DoS attack to an offered application

occurs.

PaaS

Paa$ is the model that allows Tenants or third parties to develop their applications
over the MEC platform that is provided by the MNO. The supplied platform includes
the operating system and the infrastructure necessary for Tenants to build and run
their applications. Therefore, the MNO must protect the platform, while Tenants
are in charge for defending applications, data, and user access. While Subscribers
are susceptible to the same vulnerabilities as for the SaaS model, both Tenants,
developing their applications on the PaaS, and MNO are exposed to additional
risks.

Being an application developer and no longer an intermediary of the services
developed by the MNO, the Tenant must avoid software vulnerabilities to prevent
a Subscriber or an attacker from taking advantage of vulnerabilities and making a
Nefarious Use of Services. The MNO must avoid software flaws in the operating

system and in the virtual resources offered to Tenants while guaranteeing them
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access to the MEC platform through secure APIs to prevent Malware Injections.
Due to weak isolation among resources of the MEC platform assigned to appli-
cations belonging to diverse Tenants, attacks like Side Channel or VM Data Theft
may occur. At the same time, the applications running on MEC server and located
in different VMs may be developed by non-trusted Tenants; in this case, the MNQO’s
platform can be accessed by an attacker that manages to exploit a Lack of Isolation

between a vulnerable VM and the host machine.

IaaS

Offering IaaS, the MNO leaves to the Tenant the task of deploying its own operat-
ing system and applications, thus executing arbitrary software on its infrastructure.
In this case the MNO is in charge of protecting its assets, which include data and
servers underlying virtual resources offered as MEC services. The Tenants have to
face the security assurance for access, data, applications, and operating systems.
The MNO may be victim of additional threats compared to the previous cases, due
to the facts that: (i) a greater control is given to Tenants on data management (Data
Breaches risks); (i) usually the Tenant has the power to control the infrastructure
offered by the MNO through APIs (Interfaces and APIs risks) and execute arbitrary
code (Hijacking risks); (iii) Tenants could have a limited control over some network
functionalities (e.g., host firewall), thus influencing some RAN configurations by
exploiting a VM Escape attack (Abuse and Nefarious Use of Services risks);(iv) a
Tenant could run malicious code through the operating system of its VM or could
fail in updating its VM, thus exposing it to attacks. Tenants and Subscribers could
be victims of the same vulnerabilities reported for the SaaS and PaaS cases, with the
difference that the Malicious Insider threat within the MNQO’s system is less dan-
gerous than in SaaS and PaaS because the access of the MNO to sensitive Tenant’s

data is at the lowest level [15].

Other risks

A threat to MEC environment, possible with any type of service model and common

to MNO and Subscribers, is represented by billing risks [16]. Roaming scenarios are
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susceptible to this kind of attacks since the MNO managing the home network must
trust information collected by the MNO that owns the edge of the visited network.
The attack perpetrated against the “home” MNO occurs when a Subscriber manages
to manipulate the “visited” MNO by breaching the serving MEC server; in this way,
the attacker can communicate to its home network a smaller amount of data than
actually consumed, through the compromised MNO. On the contrary, damage to
a Subscriber is caused by a malicious or compromised serving MEC server, which
communicates an over-the-top consumption of data to the home network of the
Subscriber.

MEC server could be also a good solution to provide Enhanced Connectivity to
consumers, offering them the resources to optimize their connection settings. Ac-
cording to the authors of [37|, a possible use case of MEC consists in the allocation of
the optimal amount of bandwidth resources to each application running on the MEC
server; it falls into the “Network performance and Quality of Experience (QoE)” cat-
egory because aimed at improving the performance of mobile networks. MEC can
optimize the connection of the application to the cellular network by exploiting
collected real-time information, which could also be a valuable means for MNO to
become a Partner Service Provider by supplying various actors, such as Tenants or
generic application providers, with the information collected on users and cell. As
explained in [40], MEC can offer local context-awareness to application providers
to enhance services they deliver to consumers. In [28], the MEC for Industrial IoT
use case for 5G networks is described, where MEC servers are used to collect data
from devices and extract meaningful preliminary information before sending it to
the central server, located outside the mobile network. This information can be
provided as a service to third party vendors.

In all of these cases the security of users could be at risk. In fact, the information
that MEC servers gather on users must be kept safe in order to avoid Data Breaches

by malicious entities.

29



2.3. Risk analysis

2.3.3 Software Defined Networking

The technology

The hallmark of SDN is the possibility it offers to overcome the difficulties in
flexibly managing traditional IP networks through the decoupling of the data plane
and control plane |41]. In the SDN architecture, the interfaces take on a prominent
role. The Southbound Interface (SBI) defines the forwarding rules for the network
devices and the protocol which regulates the communication between control and
data planes, while the Northbound Interface (NBI) is offered by the SDN Controller
to the application developers [42]. The application plane can be defined in an SDN
architecture, which includes applications that establish network policies through the
NBI (e.g., firewalls, routing), thus producing a translation in southbound-specific
rules used to instruct the data plane devices [19]. Besides the traditional solution of
centralizing control in an SDN network, some distributed solutions are also possible.
In [43], a distributed and hierarchical SDN architecture is presented, in which a
different level of control is implemented in each part that composes a 5G network:
Radio Access Network (RAN), Transport Network (TN), and Core Network (CN).
Opportunities and challenges of a distributed SDN architecture are explained in [44].

In the developed risk analysis, the main business models enabled by the typical
use cases of a SDN-based-5G network are examined [45].

Flexible routing is a use case representative of the advantages offered by SDN.
The routing policy is usually managed by an MNO in 5G cellular networks to offer
an off-the-shelf solution to a Tenant (Case 1, labelled as C1 in Figure 2-4). Alterna-
tively, this use case can enable an Asset Providing BM, when the entity in charge of
managing the network exploits the infrastructure made available by a dedicated InP;
in this case, the MNO role is taken by MSP and InP (C3 in Figure 2-4). Control
and data plane functionalities can be implemented by diverse entities in SDN [45]
[46], therefore the MSP could be the supervisor of the control plane functionality,
while a third-party-InP could provide the physical resources that compose the data
plane.

According to the network management use case, a Tenant declares its service re-
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quirements via the NBI in order to allow the MNO to adapt its network policies. An
Asset Providing BM can be implemented, where the SDN Controller, for example, is
used to recognize the Tenant’s traffic and instructs SDN switches to route it to the
proxy used to protect the security of applications [47]. This BM can be replicated
in 5G cellular networks if the MNO that manages the SDN network provides service
to diverse Tenants.

Differently, the application-awareness use case can enable typical business mod-
els of the Enhanced Connectivity Provider type, as the MNO responsible for the
management of the Controller can adapt the network behavior to the connectivity
requirements of Tenant’s applications (C2 in Figure 2-4). As an example, the proper
amount of SDN switches can be allocated to different services to meet their QoS re-
quirements, based on the assigned priority class, and dedicated Controllers deployed
to manage the diverse priority groups [48|.

The monitoring and measurement use case enables a Partner Service Provider
BM in a 5G cellular SDN-network, when the information on the network collected
by the SDN Controller, used by the MNO to improve the service quality offered
to consumers, is harnessed also by an external partner to enhance the services it
provides. An example is given in [49], where the framework application providers
can use exposed API to access “as a service” the information on the perceived QoS
gathered by an SDN Controller and a measurement controller in the underlying
infrastructure. We consider this case different from the Asset Providing BM, as the
consumers exploit only collected information but do not directly use the assets of

the MNO (i.e., the SDN controller).

The risks

The main security risks that affect SDN technology are reported in various works
in the literature, including [50] [51] [52], that analyze the diverse security threats
impacting on the 5G systems. An analysis of the risks related to the application of
the SDN technology to 5G cellular networks is obtained, in this work, by considering

the existing literature. Figure 2-4 summarizes the risks classification.
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Figure 2-4: Stakeholder-based classification of SDN risks for different planes.
[=Impact; R=Responsibility for attacked assets; Ci=Case i

Control Plane (CP)

At the control plane, InP and the MSP (or the MNQO) can be victim of different
attacks, depending on the implemented business model. Specifically, the MSP can
play the role of consumer of a service offered by an InP (e.g., it uses the infrastructure
provided by the InP to develop its routing application); furthermore, the MSP or
the MNO could be provider of services to external consumers (e.g., when they offer
to external Tenants either the SDN network or just information collected through
this network).

Centralization of control decisions in the Network Operation System (NOS) is
a point of strength of SDN, but it represents also its main vulnerability to security
attacks (of the type of those reported in Section 2.3.1).

Control channels need to be protected as they are susceptible to message tam-
pering attacks that could both damage the NOS, which may lose the control of the
network, and jeopardize the trust relationship established between the MSP and the
InP providing the infrastructure. For its part, the InP must properly manage the

access to the offered infrastructure to shield its assets from being compromised and
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damaged.

When the MNO own and manages the CP, it has to implement strict NBI security
control, effective access and authentication mechanism to protect itself and especially
the Controller from threats when it exposes its assets or information to external
consumers. Also in case the MSP uses the infrastructure provided by an external
InP, adequate mutual authentication mechanisms should be performed, together
with protection measures for the SBI (against Eavesdropping or untrusted InP).

The SDN technology allows an MNO to offer its Network as a Service to Tenants
or generic third party developers which want to implement their applications [42].
Such players, outsider to the network, could flood the Controller with junk requests,
saturating its resources and making them inaccessible to any other applications run-
ning on it. Fake or manipulated switches could do the same thing against the MSP
managing the Controller in the case they are provided by an untrusted InP renting

its infrastructure.

Data Plane (DP)

Attacks affecting the data plane primarily concern either the InP or the MNO,
depending on the entity owning the network infrastructure.

An issue in common with the previous case is the necessity to secure data and
SBI to prevent (i) configuration attacks on forwarding devices that are more likely
when different entities manage the control and data planes, as well as (i1) Eavesdrop-
ping, Replay Attacks, and Flow Modification that can breach the confidentiality and
integrity of data transmitted to forwarding elements. Furthermore, the Controller
identity has to be checked through robust Identity, Credential and Access Manage-
ment policy to prevent Man-in-the-Middle attacks performed by fake Controllers
against data plane elements.

DoS attacks can also affect network devices, since the flow tables, received from
the Controller and stored in order to direct traffic, are limited in capacity. A mali-
cious or breached Controller could saturate the flow tables of the data plane devices

by sending them bogus forwarding rules.
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As for the consumers of network services (namely, Tenants, Subscribers and also
MSP when the infrastructure is provided by a dedicated InP), they all suffer the
consequences of possible attacks on the data plane, since the protection of their data

can be breached and the requested services may not be provided correctly.

Application Plane (AP)

Applications running on the SDN network architecture may be developed by the
MNO, administrating the network, or by external Tenants. Obviously, all attacks
affecting the control and data planes are also dangerous for applications, which could
not work in the event of network failure or malfunction. However, a noteworthy
threat to the application plane is that of Shared Technologies Vulnerabilities as in
5G cellular systems SDN supports multi-tenancy [53|. In this regard, the authors
of [54] explain how the division of resources in a multi-tenant SDN network can be
done. One possibility is that each Tenant has to install its own SDN Controller in
charge of instructing the SDN switches assigned to its virtual network. A proxy
Controller exists between the Tenant’s controllers and the physical switches and
represents the data plane for the former and the control plane for the latter. This
is inspired by [55], where authors state that diverse Tenants can run their own
network operating systems and operate their virtual SDN networks, thanks to the
combination of NF'V and SDN technologies and the implementation of an hypervisor
in charge of managing the different virtual networks. As regards the flow tables of the
shared switches, different policies can be applied to separate the entries of different
Tenants. Authors of [54] propose a Soft-Partitioning Resource Manager in order to
overcome the limitations of existing Hard and Soft partitioning strategies.

It follows that applications belonging to different entities could be run on the
same network and it is important that each of them is well isolated from the other.
Authentication mechanisms should prevent untrusted applications to become part
of the network share. This threat is a risk for Tenants, their Subscribers, and for the
MNO that provides the network. All the actors involved in the system could suffer

Data Breaches and Loss.
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2.3.4 Network Function Virtualization

The technology

NFV, described by ETSI in [56], is considered a key enabling technologies for
5G mobile networks [57]. Main challenge of NFV is to overcome the dependence of
network functionalities on proprietary and dedicated hardware [58|, thereby reducing
the time and complexity required to update and develop new network services.

A typical NFV system includes the following components. A Virtualised Network
Function (VNF) is a software implementation of a network function (e.g., firewalls,
Evolved Packet Core (EPC), Mobility Management Entity (MME)) running on the
NFV Infrastructure (NFVI) with the aim of accomplishing a certain task required
by the network. A VNF can run on a single Virtual Machine or on more than one,
each hosting a different component of the VNF. The NF'VI is the environment where
VNFs are made available and includes the compute, storage and network hardware
resources, the VMs, and a hypervisor responsible for abstracting and partitioning
the physical resources and making them available to the VNFs, thus managing the
mapping of network functions onto logical resources. The NF'V Management and Or-
chestration (MANQ) is in charge of orchestrating and managing network resources;
it contains: NFV orchestrator, VNF manager, and Virtual Infrastructure Manager
(VIM).

Based on the major use cases of NFV reported by ETSI in [59], specific business
models can be derived. NFVI as a Service (NFVIaaS) is the first noteworthy use
case listed by ETSI that foresees a service provider offering its NFVI as a service
to another service provider, which is relieved from managing the NFVI deployment
and thus can concentrate its efforts on a better services provision to consumers. In
[59], NFVIaaS is considered, to some extent, comparable to IaaS and NaaS service
models of Cloud Computing, since the execution environment of the VNFs is pro-
vided together with the necessary network connectivity. Based on [59] and [56] and
according to the E'TSI view of a single entity both managing infrastructure resources
and providing connectivity, we consider MNO as the player entirely responsible for

the NFVI. Consumers of NFVIaaS are the Tenants that deliver services to users via
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the offered NFVI (C5 in Figure 2-5). This is a clear example of Asset Provider BM.
Virtualisation of Mobile Base Station use case represents a possible implementation
of a Connectivity Provider BM, since an MNO can create new VMs to face hard-
ware resource congestion problems in the RAN, thus offering connectivity services
to users. Crypto as Service and Security as a Service are two examples of the VNF
as a Service (VNFaaS) use case [60], which allows to implement a Partner Service
Provider BM. In fact, third party applications developers or MNO (C4 in Figure

2-5) can offer VNFs to support Tenants requesting security services [59].

The risks
By virtue of the discussion on feasible business models via NFV| a risk classifi-

cation according to the threatened domain is introduced and summarized in Figure

2-3.
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Figure 2-5: Stakeholder-based classification of NFV risks for different domains.
[=Impact; R=Responsibility for attacked assets; Ci=Case i

36



2.3. Risk analysis

VNFs

When a VNF is attacked, its provider is the most affected stakeholder. This role can
be played by: the MNO, a Tenant or a third party developer, which could deploy
its own VNF by using the NFVIaaS offered by an MNO [59]|. Attacks on VNFs
introduced in survey [50] belong to some of the groups we listed in Section 2.3.1.
Considering that NFV transforms network functions into software, Software
Flaws can cause major threats. For example, through a Buffer Overflow, an attacker
might be able to insert malicious code into areas of memory that users should not
access, thus jeopardizing system behavior. The event of a badly configured VNF is
described in [52] as another possible system vulnerability. It can be caused by the
soaring demands for VNFs which contributes to increase the complexity of virtual-
ized systems. The grown system complexity can pave the way also to unauthorized
data access (Insufficient Identity, Credential and Access Management and Insecure
Interfaces and APIs), traffic Eavesdropping (Data Breaches), and DoS attacks. Fi-
nally, the dynamicity of the VNFs, whose life cycle is influenced by consumers’

demands, can also yield configuration errors that would make the system vulnera-

ble.

NFVI and NFV MANO

Attacks on NFVI and NFV MANO belong to the same group because it is very
likely that the same stakeholder builds the NFVI and manages it [56]. A risky sit-
uation for these domains arises when the NFVT is offered as a service by the MNO
to external entities which want to develop their VNFs. Possible threats the MNO
can incur are: Hijacking Attacks to the hypervisor (by malicious applications that
can reach it, e.g., through VM Escape and VNF Manipulation attacks) and to the
VIM (reached and manipulated through Privilege Escalation); Physical Host attack
to the resources offered by the MNO through malicious code execution on the VM,
DoS attacks to the storage and computing resources (used by the VMs on which the
VNFs run (referred to as Resource Interference attacks in [50])) and to the hypervi-
sor (that can be exhausted via Flooding Attacks).
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The risks associated with the listed attacks on individual elements of the NFV
system can become even more serious because of Shared Technologies Vulnerabil-
ities. As an example, NFV allows the co-existence of different VNFs providers on
the same NFVI. Each provider could implement its own security protocols on its
VNF, resulting in diverse security levels among the various VNFs. This condition
represents an important risk for the whole system, as it involves the presence of
vulnerable VNFs which could be an easy target for attackers. Side Channel and
VNF Location Shift attacks are other risks belonging to this category. Resource
Theft [51] is a further example of an attack based on this type of vulnerability, as a
malicious Tenant could access resources belonging to other consumers by exploiting

a failure in isolation.

2.3.5 Network Slicing

The technology

The network slicing paradigm has the main goal of making the 5G network flexi-
ble and scalable, so as to be able to guarantee a satisfactory supply of heterogeneous
services [61] over a single physical network infrastructure [62]. SDN and NFV are
the technologies that fostered the birth of network slicing, since they enable the
creation of different end-to-end virtual networks (i.e., slices) over the same physi-
cal infrastructure. The design of each slice is service-based, as it is steered by the
requirements of a particular service [63|. As an example, an end-to-end network
slicing framework to support the diverse IoT services on a 5G networks is proposed
in [64], where its benefits are highlighted; in the same paper, the authors carry out

an interesting review of existing research works on IoT network slicing.

The risks
The risk analysis for the network slicing paradigm is represented in Figure 2-6.
Network slicing is typical of multi-tenant environments, since an MNO can of-
fer its network as a service [65] by allocating its partitioned resources to different

services and even to different Tenants. Being this done by leveraging SDN and
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Figure 2-6: Stakeholder-based classification of Network Slicing risks. I=Impact;
R=Responsibility for attacked assets

NFV technologies, network slicing obviously inherits the risks already illustrated for
them. As a consequence, this Section only addresses the most representative risk for
the network slicing paradigm: Shared Technologies Vulnerabilities [26]. MNO can
protect itself from Breaches to its data, Hijacking, and DoS attacks on the elements
of the network by strongly isolating its network infrastructure from the virtual re-
sources assigned to Tenants. In this context, Security Policy Mismatch is a common
cause of threat to MNO and to the Tenants which slices are provided to. In fact,
if different levels of security are implemented on each slice, based on the type of
service provided, this might allow a malicious entity to attack the weaker slice, then
penetrate the isolation with the other slices or even with the host machine belonging
to the MNO.

With reference to the NSaaS business model defined in [14], the distribution
of security responsibilities changes according to the relationship between service
provider and consumers. With a B2B model, Tenants have the full control of the
protection of their Subscribers. In the B2C case, Tenants rent the slice without
worrying about which operator is providing it, thus having a greater risk of incurring
malicious or compromised MNOs. Finally, in a B2B2C configuration, three actors
are involved in the supply of services to users: the MNO offers network resources to
a Broker, which in turn provides the slice to the Tenant. The involvement of a third
party (i.e., the Broker) in providing the slice to the Tenant obviously increases the

possibility of attacks against MNO and/or Tenant.

39



2.4. Defence mechanisms

2.4 Defence mechanisms

A detailed investigation of the defence mechanisms that may be deployed to protect

5G virtualized networks would require an in-depth analysis of the many defence do-

mains and measures. However, this Chapter would not be complete if we completely

disregard this aspect. For this reason, we have included in this Section a very brief

(high level) overview of the the main defence mechanisms implementable to meet

the target security requirements in terms of confidentiality and integrity of data,

resilience, and protection of privacy.

Table 2.1 summarizes the defense mechanisms analyzed, the stakeholders who

benefit most from them, and the reference literature.

Table 2.1: The major countermeasures to protect virtualized 5G networks

Countermeasure

Benefits for Stakeholders

References

Authentication

and

Access Control

The service providers (i.e., InP, MSP/MNO,
Tenant) can protect access to their as-
sets. Consumers (i.e., MSP, Tenant, Sub-
scriber) can benefit from mutual authentica-
tion mechanisms to identify their legitimate
providers.

[66] [67] [68] [69)]
[70] [71] [72] [73]
[74]

Cryptography

Consumers (i.e., MSP, Tenant and Sub-
scriber) can protect their data that are the
main targets of attackers.

[75] [76] [77] [78]
[79]

Secure Virtualization

The MNO can protect its network from pen-
etration attacks. Data of Tenants and Sub-
scribers can be securely isolated.

[40] [80] [81] [82]
[83] [84] [85]

Resilience Assurance

Consumers (i.e., MSP, Tenant, and Sub-
scriber) can receive a minimum level of ser-
vice even in case of anomalies in the network.

[36] [87] [38] [90]
[91] [92]

Intrusion
Mechanisms

Detection

Service providers (i.e., InP and MSP/MNO)
can discover any attacks or anomalies in the
network and collect information on the per-
petrators.

[93] [94] [95]
[96] [97] [98] [99]
[100] [101] [102]
|103]

2.4.1 Authentication and Access Control

The management of authentication and access control can help to avoid most secu-

rity threats in environments rich in actors, services, and resources like a virtualized
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5G cellular system. Thanks to the implementation of authentication mechanisms,
each entity becomes identifiable. Thanks to access control, entities that can access
services and resources can be selected by each provider for the protection of its as-
sets. This countermeasure has the potential to mainly protects the service provider,
therefore the InP, MSP/MNO or Tenant, based on the cases analyzed. Consumers,
such as MSP, Tenant and Subscriber, can also benefit from mutual authentication
mechanisms as they allow to discover malicious providers.

In [66], authors present a distributed reputation management system that op-
timizes the resource allocation in computation offloading to the Edges, by relying
on reputation. This can be considered as a sort of access control measure, since
only reliable users can access the service offered through edge computing servers,
thus offering benefit to service providers. The use of a two-factor authentication
mechanism is suggested in [67] to strengthen security in edge-of-things systems. As
stated in [68], two-factor authentication can bridge the gap of text-password au-
thentication, that is the most simple and used authentication mechanism. Security
enhancement is assured by combining what the user has with what it remembers.
In fact, one step of authentication usually consists in using a token that the user has
(e.g., a smart card or a cell phone) and another step requires something that needs
to be remembered (e.g., a password or a Personal Identification Number (PIN)).
In order to cope with security and availability issues in a smart home, in [69] an
edge-of-things solution is proposed, which relies on the implementation of two-factor
authentication mechanism to make the procedure as safe as possible for the user.

In [70], authors propose the SDN-based AuthFlow architecture to aggregate
mechanisms of authentication and access control with the SDN technology. The
need for implementing authentication in SDN environments is also faced by au-
thors in [71], wherein they implement a mutual authentication procedure aimed at
protecting both the Controller provider and the network application developers.

A security-oriented MANO framework is proposed in 72|, which provides Iden-
tity and Access Management security functions. Besides, a Trust Insurance Mecha-
nism is presented in [73] to achieve collaboration among trusted VNFs running on

different platforms through the implementation of a trust authentication mechanism.
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As for network slicing, an efficient and secure service-oriented authentication
framework is introduced in [74] to support privacy-preserving slice selection and
anonymous authenticated key agreement for 5G-enabled IoT; the protection of the

users is the primary goal of the proposal.

2.4.2 Cryptography

The main security mechanism to implement to protect integrity and confidentiality
of data is cryptography coupled with a secure key management. By encrypting
the transmitted or stored data, many actors can be protected from Data Breaches
attacks. The major beneficiaries of this security measure are undoubtedly consumers
(i.e., MSP, Tenant and Subscriber), whose data are mainly targeted by attackers.

In [75], authors present a privacy preserving scheme based on the use of encryp-
tion on data transmitted by terminal devices towards the edge server. Plaintext
data is revealed only in the public Cloud center.

In [76], the symmetric and asymmetric cryptographic techniques implementable
in a Software-Defined Wireless Sensor Network (SDWSN) are described, because
considered suitable to resource-constrained devices that compose WSNs. SDN to-
gether with encryption mechanism is exploited in [77] to protect vehicles in a Ve-
hicular Cloud Computing. In particular, encryption is implemented to conceal the
real identity of each vehicles registered to the system and to secure inter-vehicle
communications.

The Long Term Evolution (LTE) NFV vulnerabilities are faced in [78|, where
authors propose the vEPC-sec architecture, which entails that VNFs share private
keys to encrypt exchanged control-plane messages.

Encryption mechanisms are implemented in [79] as part of a security solution for

the protection of intra-slice domain in a 5G network.

2.4.3 Secure virtualization

Different solutions can be implemented to abstract physical resources of a network

infrastructure into software entities to be offered to consumers.
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In [40], a comparison between VMs and Containers approaches is analyzed. VMs
represent the virtualization method most used in Cloud Computing. This technology
is based on the use of a central hypervisor that is responsible for mapping between
the physical and virtual resources assigned to each VM implemented in the physical
host. The abstraction provided by a VM affects the entire Operating System (OS);
this causes a slowdown in the boot process of the machine but, on the other hand,
guarantees a robust isolation between virtual environments. Containers technology
is newer and much lighter than the VM [80]. The typical lightness of the container
is given by the fact that the same OS kernel is shared by the different application
processes; therefore, a container must not activate its own dedicated OS thus en-
suring simplified deployment and faster availability than the VM. Despite all these
advantages, with containers the assets of the different Tenants should share the same
OS, thus, they would be more exposed to attacks on the shared technologies.

A similar comparison between security in VM and Containers is carried out in
[81], where also the Unikernel virtualization technique is considered. This is seen
as a valid solution to the lack of isolation that affects containers. With Unikernel,
lightweight VMs are realized allowing the allocation of OS and userspace layers on
a single VM layer. However, the authors point out that some security vulnerabil-
ities could arise due to the management of privileges for an excessive number of
Unikernels.

Authors of [82] conduct an interesting analysis on the impact of virtualization
technologies on Edge and Fog computing. Three supporting technologies are de-
scribed as suited to be implemented within the Edge architecture, that are Contain-
ers, Real-Time Operating Systems (RTOS), appropriate for services that have strict
requirements for the response times, and Unikernels, which revolutionize the idea of
VM. Security issues that arise from each technologies are surveyed and discussed.

Also in [83], authors demonstrate the ability of a Unikernel-based solution to
effectively deal with Cloud security and privacy concerns, while, in [84], strengths
and weaknesses of the Unikernel virtualization solution are highlighted.

A recent work which provides a comprehensive overview of all the main virtu-

alization models is [85], where authors also conduct a security analysis on each of
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them. To this aim, the authors define a reference virtualization architecture, identify
some vulnerabilities that could affect the different components of this architecture,
and assess the impact of these vulnerabilities on the diverse considered virtualization

models. In the following are some interesting conclusions inferred from this work:

e Virtualization based on type-I and type-II hypervisors is a popular model. The
main difference between the two types is that the type-I (also referred as bare-
metal hypervisor) runs on the host machine’s physical hardware resources,
thus having direct control on them, while the type-II (also referred as hosted
hypervisor) is executed on top of the host OS as any software application.
From the security analysis viewpoint, the two types are similar, except for
the vulnerabilities of the execution environment of the hypervisor, since the

type-II are the most affected.

e OS-level virtualization represents the containerization model, which envisages
that only the applications and their dependencies are integrated into a Con-
tainer. Many of the vulnerabilities identified by the authors have only a
medium impact on Containers, except for those of the execution environment
of the hypervisor and the VM-Hypervisor Crosstalks, which can cause DoS
attacks on the hypervisor and attacks on shared technologies, such as VM

Escape.

e The Unikernel solution emerges as the most effective and secure. A Unikernel
can embed only one application and a limited set of its dependencies that,
differently from Containers, also includes the libraries for hardware resource
management. Almost all the vulnerabilities identified by the authors have a
medium or low impact on Unikernels, excluding those concerning the OS Ker-
nel Oversight category, since the isolation of the OS kernel from the application

is more at risk than type-I and type-II virtualization models.

Choosing the proper virtualization implementation technique can help address
many vulnerabilities, thus protecting the MNO, against penetration of its network
by malicious entities, and Tenants and Subscribers, which do not risk their data

being violated.
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2.4.4 Resilience assurance

Resilience assurance has been investigated in the literature as a security measure for
virtualized environments. As stated in [86], Cloud is vulnerable to many security
threats, thus it is important that the Cloud service provider guarantees a sufficient
level of service even after an anomaly occurs: this is a definition of resilience that well
suited to all virtualized environments. Resilience assurance is a benefit especially
for consumers, that could be MSP, Tenant, and Subscriber, that, despite everything,
can receive a minimum level of service.

In [87|, edge system availability is ensured by the deployment of some Mobile
Agents (MAs), that are special-purpose software running in edge machines to handle
possible faults. A proactive failover mechanism for the resilience of NFV-enabled
edge computing is proposed in [88]. In [89], NFV and MEC paradigms are combined
to improve network performance in terms of flexibility, latency, and capacity, in the
face of the 5G systems requirements. Faults forecasting is carried out through a
proactive failure-recovery management layer, which contains a module charged with
running machine-learning-based prediction algorithms. The improvement in latency;,
ensured by the proactive mechanism compared to the reactive one, is demonstrated
in the performance evaluation.

The resilience assurance in SDN is stated as an important issue in many works in
the literature, such as [90] [91] [92], that elaborate different solutions to the urgent

resilient Controller placement problem.

2.4.5 Intrusion detection mechanisms

Further valid solution to face security threats in the virtualized 5G environment
consists in the use of intrusion detection mechanisms. Usually, the service provider,
like MNO, is the entity responsible for detecting anomalies in the system. Once
the problem has been identified, fault recovery techniques can be implemented to
ensure a continuous service to consumers. The application of intrusion detection
mechanisms is an advantage primarily for InP and MSP/MNO, which usually deal

with the provision of services, therefore have a greater interest in finding any attacks
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or anomalies in the network and collect information on the perpetrators.

Honeypots are an example of intrusion detection mechanism. The goal of a hon-
eypot is to catch attacks or anomalies and gather information about them. In [93],
honeypots are defined as unique security resources, as they are different from other
security protection techniques. The main difference is that the value of a honeypot
is defined by the amount of attacks it lures, differently from other security mech-
anisms which have to repel malicious behaviors. Everything could be a honeypot,
not only computer but also password, application, network of computers, etc.. For
example, in [94], some flexible honeynets are efficiently managed through the use of
NFV and SDN and deployed for the security of IoT networks. The implementation
of honeypots as intrusion detection tools in Cloud Computing is common in the lit-
erature [95][96][97]. Some works also deal with the deployment of honeypots in edge
computing environments. In [98], the HoneyBot technique is proposed to detect,
track, and isolate malicious nodes acting inside a corporate network in which D2D
communications are established to allow computational offloading among collabo-
rative mobile devices. HoneyBots are honeypots positioned in the network in order
to lure attacks from malicious nodes. Therefore, the incoming and outgoing flows
from HoneyBots are constantly monitored. Authors in [98] also show the impact of
honeypots positioning within a MEC system. In [99], a Virtual Honeypot Device is
used in order to make the system adaptive to security breaches by malicious edge
devices; it is a device with dummy data that has to generate log files about ongo-
ing attacks to send to an Attack Database Repository for predicting similar future
attacks.

In [100], an intrusion detection mechanism based on machine-learning is imple-
mented in a virtual SDN environment testbed to identify DDoS attacks. Authors in
[101] propose a security solution for SDWSNs which includes intrusion prevention
and collaborative anomaly detection systems.

A real-time attack detection and mitigation mechanism for 5G network slicing
scenarios is presented in [102] which is based on the P4 data plane programming
technology. In [103|, authors introduce a framework to strengthen security protec-

tion in 5G slices that exploits two open source intrusion detection systems, that are
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Snort [104] and Suricata [105], while Ntopng [106] is used for deep packet inspection,

useful to prevent complex attacks.

2.5 The three stakeholder model - discussion

Throughout this Chapter, the risk analysis has been grounded on what has been
referred to as the three stakeholder model. This model focuses on the security respon-
sibilities shared across three main players, namely MNO, Tenant, and Subscriber,
which are illustrated in Figure 2-1 together with other 5G stakeholders. This model
is simple to handle and lies at the basis of practically any cellular/5G deployment.
However, it is fair to remark that this model is just a starting baseline; indeed, the
virtualization levels that can be nested on 5G infrastructures may be definitely more
complex than such a three-layer model. On one side, it may involve certainly more
than three “layered” stakeholders, with a Tenant of a bearer service being in turns
provider for a value added service and hierarchically hosting its own (higher layer)
Tenants; on the other side, the nature of such players can be extremely different,
from virtual operators to content distribution providers, to vertical service providers
or application providers, and so on.

It follows that a detailed analysis of all such possible scenarios appears cumber-
some and would take quite far away from the goals of this Chapter. Moreover even
if the specific roles and responsibilities do clearly differ in tailored scenarios (for
instance, the stakeholders and roles that come into play in a vertical business in a
Smart City domain are arguably very different from those in the Media & Enter-
tainment sector), the dynamics of the relationships between additional stakeholders,
with a view to security, can be inferred by applying the principles illustrated in this
Chapter in a sort of “recursive”, layered manner.

The main argument at the basis of this discussion stems from the observation
of what has been done so far as best practice in classical Cloud settings. Here, as
for instance discussed in [107], security responsibilities and obligations in real world
Cloud deployments are typically contracted by means of pragmatic shared security

models which focus on the careful analysis and attribution of responsibilities between
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the Cloud service provider and the enterprise. The point is that, apart from the
specific (and often non trivial, see e.g., [108]) details which clearly depend on the
type and nature of the contracted cloud service, the model itself is conceptually
simple, as it pragmatically focuses just on the two contracting parties (the Cloud

provider and the contracting enterprise), and focuses on the distinction between:

e the responsibility of the Cloud service provider to maintain a secure and con-
tinuously available service (in essence, guarantee security of the service itself),

and

e the responsibility of the enterprise to ensure secure use of the service

Such a distribution of responsibilities can be found also in network service sce-
narios. Among many others, a well known real-world example is the case of AWS
IoT Greengrass, through which Amazon offers different functionalities to edge de-
vices for various customers, among which many large companies - such as Bayer,
LG, Philips, and so on [109] - which may in turn provide services to their customers.

Indeed, and in more generality, unlike the classical Cloud scenario where a stake-
holder (e.g., an enterprise or a public Institution) contracting a Cloud service often
is also the end user, the typical model of “verticals” in the 5G fosters the emergence
of stakeholders which, on the lower layer, rely on Cloud networked services, and
in turns sell value added services to their own customers, and hence share security
responsibilities with them with the same paradigm introduced above.

The focus on a three-layer model was primarily motivated by this “layered” re-
lation among stakeholders which naturally emerges when considering 5G Tenants,
offering their services to the Subscribers, and, at the same time, leveraging network
services from the MNO. It is obviously true that the pile of stakeholders can be much
larger than just three, but, at least in most contexts, the sharing of security respon-
sibilities can be reduced to the analysis of the relation between each stakeholder and
the “adjacent” ones, i.e., the lower and higher ones in the hierarchy.

Going back to the previous example of AWS IoT Greengrass, a company that

contracts IoT services from AWS will share security responsibilities only with AWS,
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and not with the “layer” underlying AWS itself, for instance Intel as Cloud technol-
ogy provider. Obviously, the possibility of envisioning scenarios in which roles and
responsibilities are specified and detailed across the entire stack of potentially mul-
tiple players cannot be ruled out a-priori, but most of the scenarios may be captured
and analyzed by the presented pragmatic three-layer model.

For instance, the following real-world four-player exemplary business model,
closer to the 5G domain, can be considered. An Over-The-Top (OTT) (layer three)
distributes its contents through a pay-TV platform (layer two) that uses the mobile
network of the MNO (layer one) to provide the contents through its application to
its customers (layer four). Here as well, the model for sharing security responsibility
among the three players at the highest layers can be shifted down and applied to
those at the lowest ones thanks to the principle that each layer makes the lowest
layer transparent to the one above it. It is, obviously, assumed that trustworthiness
relationships are established between a stakeholder operating at a level of virtual-
ization and that or those of the lowest level that offer him a service/infrastructure.
Since the manager of the pay-TV platform must meet the OTT’s needs, it may be up
to it to perform some security functions on behalf of the OTT. Referring to Figure
2-6, it could represent the distribution of responsibilities among the stakeholders
involved in this real-world four-player exemplary, considering the manager of the
pay-TV platform in place of the Tenant and the OTT in place of the Subscriber, be-
ing the OTT a consumer of the services offered by the pay-TV platform. Therefore,
practically most of the responsibility for the network’s assets lies with the MNO,
while the remainder is managed by the manager of the pay-TV platform, in charge
of ensuring the level of security required to the OTT. Another level of distribution
of the security is added if the consumers of the services provided by the OTT are
considered. In fact, they too could incur, for example, into risks of Data Breaches,
even if they have not security responsibilities on provided services. In this case,
what is illustrated in Figure 2-6 remains mostly valid considering the manager of
the pay-TV platform instead of the MNO, the OTT instead of the Tenant and the
consumers instead of the Subscriber.

A further degree of complexity not considered in the three-layer basic model
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is related to the horizontal dimension, i.e., to any multi-domain situations. For
example, two MNOs could provide their own infrastructure and collaborate, through
the intervention of a Broker, to build a network slice for an Online Service Provider
(OSP). In this case, both the impact and the security responsibility are differently
distributed among the various stakeholders. The data relating to the OSP and the
consumers of its services are distributed over the networks of two different MNOs and
could be managed by the Broker, in charge of mediating the collaboration between
the MNOs and guarantee an optimal service to the OSP, thus also protecting the
OSP’s assets. Obviously, the protection of the assets of the MNO is also a partial
responsibility of the Broker, so the network of each MNO must be well isolated from
that of the other and from the consumers of the services. Regarding the distribution
of the impact, all the involved actors are potential victims of the threats described
in Section 2.3.1, especially those of Data Breaches. Only for the Broker a low impact

can be estimated for most of the described attacks.

2.6 Conclusions of Chapter

This Chapter has illustrated the results of a security risk analysis in virtualized 5G
cellular environments, conducted from an innovative perspective: the one of the
emerging new stakeholders. 5G key virtualization technologies (i.e., MEC, SDN;,
NFV, and Network Slicing) have been analyzed from the viewpoint of security and,
for each of them, a stakeholder-based risk classification has been provided, distin-
guishing the possible different roles played by each actor depending on the business
model implemented. Furthermore, an overview of the most common and effective
defense measures that can be implemented to face and mitigate the effects of the an-
alyzed risks is provided. The aspects of interest in this kind of analysis are manifold.
Security is a key requirement of next generation cellular networks, even more when
virtualization technologies are implemented. The greater number of actors involved
in 5G environments makes a proper distribution of security responsibilities crucial.
Therefore, a stakeholder-based risk analysis helps identifying the most vulnerable

circumstances and actors. Finally, it is worth to repeat that not all possible scenarios
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may be modeled using a three-layer approach. There may be, in fact, cases where
it might be appropriate to introduce more complex relationships across multiple
stakeholders down in the stack. Still, the pragmatic three-layer model introduced in
this Chapter captures the majority of scenarios and is capable of representing many

real business cases in the emerging 5G market.
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Chapter 3

D2D to secure 5G multicast

transmissions

D2D communication is considered as one of the key enabling technologies for 5G
networks as it allows offloading of data generated by the huge number of connected
devices. In this respect, group-oriented services are among the most interesting us-
age scenarios. Indeed, D2D can improve the performance of Conventional Multicast
Scheme (CMS) in cellular networks which is known to suffer from low spectral effi-
ciency. Security is a further key field of investigation for 5G system as any threat
to privacy and security may lead to both deteriorated user experience and ineffi-
cient network resources utilization. Security issues are even more in focus for D2D
connections between devices that are in mutual proximity. To improve the CMS per-
formance and also sustain security requirements of the 5G networks, this Chapter
introduces a secure D2D data transmission algorithm. Making use of mechanisms
such as encryption and signature, this algorithm aims to protect the exchanged data
and the privacy of the devices involved in the communication. A simulation cam-
paign conducted using MATLAB shows the ability of the proposed solution to take
advantage from the establishment of secure D2D communications and efficiently

utilize network resources.
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3.1 Introduction to Chapter

5G networks have to support a huge number of heterogeneous connected devices
in manifold usage scenarios. Autonomous driving, tactile Internet, personal Cloud,
disaster alert, video streaming and downloading are among the most challenging 5G
use cases. Some technologies can play a key role in helping to satisfy the demand-
ing requirements of the foreseen use cases. D2D communications and multicasting
are certainly among these. The former because of its capability to offload cellu-
lar data traffic, enhance spectrum efficiency, and extend cell coverage [110]. The
latter because of its capability to answer to the increasing user demand for multi-
cast /broadcast multimedia services (mobile TV, IP radio broadcasting, and video
streaming) [111].

Regarding 5G in general, in 3rd Generation Partnership Project (3GPP) the 5G
radio access roadmap foresees two tracks: one is based on the evolution of Long
Term Evolution (eLTE), and the other on the design of the New Radio (NR) access.
Thus, the core enhancements/changes of the 5G paradigm are (i) the standardiza-
tion of a new radio interface (i.e., called New Radio — NR — in 3GPP and other
standardization bodies) and (7i) the empowering of the existing LTE systems in
order to handle use cases (e.g., mMTC, Vehicle to Everything (V2X), Sidelink) for
which NR is still not mature yet (i.e., the full specification of NR it was agreed
just on the 15th of June during the 3GPP RAN#380 plenary). Consequently, in
relation to the former case, it is good to point out that LTE constitutes an essential
piece of the 5G puzzle and can be considered as a 5G-ready technology due to the
variety of enhancements and new features already introduced in Rel-14 and Rel-15
timeframes in 3GPP. Therefore, even if the research efforts on D2D (i.e., later called
Sidelink) and multicast/broadcast services started way before the concept of “5G”
gained momentum, it is fairly evident that these technologies have evolved over the
years to meet requirements more and more challenging.

Multicast transmission is an effective means for delivering group-oriented services
since users can be fed through a single Point-to-Multipoint (PtM) transmission by

exploiting the broadcast nature of the radio channel. In order to handle multi-
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cast and broadcast services over cellular networks, the 3GPP has standardized the
evolved Multimedia Broadcast Multicast Service (eMBMS) [112]. The approach for
delivering multicast traffic in cellular networks, the so-called CMS [113], is known to
suffer from poor spectral efficiency. According to it, all users belonging to the mul-
ticast group are served with the same data rate imposed by the user with the worst
channel conditions. Despite this approach guarantees fairness because all users are
always served and receive the same treatment, it suffers from poor performances
because users with good channel conditions are constrained to the low data rates
that cell-edge users can sustain.

In [114] a D2D-aided radio resource management policy is proposed for eM-
BMS, named D2D-enhanced CMS with Single Frequency (D2D-SF), with the aim
to increase the aggregate data rate of CMS while maintaining the CMS short-term
fairness. This protocol includes a first step, in which users with the best channel
conditions are served via CMS directly by the eNodeB (eNB). Then, the served
nodes forward the received data to the excluded users over D2D links. The pe-
culiarity of this approach is that the forwarding devices send data simultaneously
on the same frequency to their D2D receivers. Even though the good results of the
protocol D2D-SF have been widely demonstrated, security in communications is not
taken into account.

The need to look at aspects related to security stems from the fact that the 5G
system is designed with security requirements in mind. In particular, the following
properties make 5G a trustworthy multi-service platform: resilience, communication
security, identity management, privacy and security assurance [115]. In addition to
the magnified risk of security threats due to the huge number of 5G connected
devices, D2D communications cause further problems due to connections happening
directly between devices in proximity [116].

Several works in the literature deal with security in D2D communications. A
classification and discussion of solutions to secure D2D communication can be found
in [117][118], wherein also a comparison of the different approaches is performed in
terms of their ability to satisfy D2D security requirements, such as confidentiality

and integrity, authentication, privacy, non-repudiation, and so on. Among these
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compared approaches, the work in [119] is identified as the more effective, since it is
able to satisfy most of the security requirements posed by 5G networks [117][118].

This Chapter presents an algorithm that improves the CMS performance by ex-
ploiting secure D2D communications. The proposed enhanced CMS with secure
D2D communications (eCMS-sD2D) can efficiently and securely deliver multicast
traffic in 5G networks. As in the cited [114], D2D clusters are formed in order to
forward data towards users with worst channel conditions, which are excluded from
a first multicast transmission by the eNB. The algorithm introduced in this Chapter
enhances the work in [114] by selecting the Relay Node (RN) (which is in charge
to forward data sent by the eNB towards users unable to directly receive the multi-
cast transmission) in each D2D cluster on the basis of its trustworthiness measured,
by means of security mechanisms, as their capability of reliably acting as data for-
warders. Thus, the proposed scheme can be seen as a clear security enhancement
with respect to [114] since it takes into account the D2D communications security
aspects previously not considered at all. In particular, security procedures inspired
from [119] are implemented in order to guarantee confidentiality and integrity of
data transmitted in D2D communications, and D2D users’ privacy protection. Se-
curity mechanisms as encryption, Hashed Message Authentication Code (HMAC),
and signature, are used to manage the message exchange between the peers. Data
encryption is realized through a symmetric encryption algorithm, with the same pri-
vate key used to encrypt and decrypt data. The private key is generated through an
enhanced version of the Diffie-Hellman Key Exchange (DHKE) protocol, in which
the public key exchange is intermediated by the eNB, representing the trusted third
party. In addition, message authentication helps to avoid the Man-in-the-Middle
attack, which represents the primary vulnerability of the DHKE algorithm. Thanks
to the designed security mechanisms, many typical D2D attacks can be avoided.
Among these, Eavesdropping, Impersonation and Masquerading, besides the already
cited Man-in-the-Middle. The detection of any security attack performed by a net-
worked node reduces the reliability of the node and, consequently, the probability
of being selected as data forwarder.

The remainder of the Chapter is organized as follows. Section 3.2 and 3.3 present,
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respectively, the related works in this field and the basics of the proposed eCMS-
sD2D. Section 3.4 describes the designed algorithm in details. Results from the
simulative analysis are shown in Section 3.5. Conclusive remarks are given in the

last Section.

3.2 Related work

In the literature, many works deal with the candidate supporting technologies for
enabling 5G networks [120], [57]. D2D communications is considered among these
because of its capability to improve network performance in terms of delay, through-
put, energy efficiency, and spectral efficiency.

The D2D taxonomy presented in [121] distinguishes between inband and outband
D2D. Inband D2D communications use the cellular (i.e., licensed) spectrum and can
be further categorized as underlay or overlay when the radio resources are shared
with cellular users or are dedicated to D2D links. Differently, outband D2D exploits
unlicensed spectrum. To this aim, an extra interface must be used and controlled
by the cellular network (i.e., controlled mode) or by the users (i.e., autonomous
mode). Usually, the underlay inband D2D is preferred to the other modes, because
it better utilizes the spectrum and is suitable for all types of devices. As concerns
the resource allocation in D2D communications several solutions can be found in
the literature related to D2D [122] or in closely related fields [123].

An interesting usage scenario for the D2D technology is multicasting. Multi-
cast and broadcast services are enabled in 3GPP Release 8 through the eMBMS
architecture. According to [124], the group-oriented services are protagonists in 5G
networks, and multicasting is an effective means to offer these services. Establish-
ing direct communications between devices in proximity has shown to improve the
multicasting performance. In [114], the D2D-SF approach has been designed to
improve the performance of the CMS, counting on D2D communications occurring
simultaneously at the same frequency. This paradigm has shown encouraging results
in Long Term Evolution-Advanced (LTE-A) systems.

A further work focusing on content sharing by exploiting both D2D and mul-
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ticasting technologies can be found in [125|. In this article, the authors present a
Device-To-Device Multicast (D2MD) scheme for content sharing in cellular networks
by taking into account social and physical attributes in D2MD cluster formation,
and jointly optimizing power and channel allocation among D2MD clusters. How-
ever, trust and security aspects are still overlooked even if they play a fundamental
role when involving social and physical relationship. Another work that address
a similar topic is presented in [126]. Here, the authors consider a scenario where
D2D users may demand multicast data at various rates and, in return, they offer
different profits (revenue) to the telecom operator. However, it is shown that sat-
isfying the user requests to maximize the profit is an NP-hard when the resource
blocks are limited, and thus they propose a greedy heuristic algorithm to solve this
problem. An interesting analysis of content dissemination scenarios is presented in
[127], where two game theoretic medium access strategies, based on energy-aware
utility functions, are proposed. The impact of cellular network characteristics on
D2D communication is analyzed in [128], where the authors also exploit the benefits
of Network Coding (NC) in the design of an adaptive cooperative protocol for the
D2D data exchange.

No attention has been given so far to security which represents an important
aspect for 5G networks; this is the focus of this Chapter. According to [129], pri-
vacy and security issues must be faced in order to definitely make D2D a successful
technology. In [117], a thorough analysis on these problems is conducted. First, the
difference between security and privacy concepts is defined. Then, the requirements
to be satisfied in order to guarantee both security and privacy in D2D communica-
tions are listed, and the possible attacks are identified. Finally, related works and
proposed solutions are described. Among these, Zhang et al. describe in [119] a
secure data sharing strategy able to guarantee D2D privacy and security in LTE-A
networks. The basic idea is to encrypt data transmitted in the D2D link using a sym-
metric encryption algorithm and generating the private key, for data encryption and
decryption, following the DHKE. The strength of this strategy lies in the interven-
tion of the eNB that represents a trusted third party and protects against malicious

behaviors such as the Man-in-the-Middle attack. In [118], security solutions pro-
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posed to improve D2D in 5G networks are analyzed. In addition to reporting D2D
security requirements, threats and solutions, this work hints the role that the so-
cial relationships could play in improving the D2D security. This is an interesting
starting point for future research aimed at exploiting concepts, such as social trust,
to evaluate how much a network node can be reliable. In the algorithm presented
in this Chapter, the security dimension is added to the D2D-SF solution proposed
in [114] in order to make it suitable to 5G network and to cope with typical D2D

vulnerability attacks.

3.3 Background

LTE-A is the solution proposed by 3GPP to bring broadband on mobile radio sys-
tems [130]. It offers a bandwidth of up to 100 MHz by exploiting the following
additional bands compared to LTE: 450-470 MHz, 698-862 MHz, 790-862 MHz,
2.3-2.4 GHz, 3.4-4.2 GHz, and 4.4-4.99 GHz. At the physical layer, Orthogonal Fre-
quency Division Multiple Access (OFDMA) and Single Carrier Frequency Division
Multiple Access (SC-FDMA) are used, respectively for the downlink and the uplink
directions. In OFDMA, the Resource Block (RB) is the smallest unit of resources
that can be allocated to a user. The RB is 180 kHz wide in frequency and 1 slot long
in time. In frequency, RBs are either 12 x 15 kHz subcarriers or 24 x 7.5 kHz sub-
carriers wide. The number of subcarriers used per RB for most channels and signals
is 12 subcarriers. The number of RBs to allocate to each user varies depending on
the available bandwidth. For example, if a bandwidth of 20 MHz is available, 100
RBs can be allocated. Every millisecond, the eNB decides how many RBs to assign
to each user based on the Channel Quality Indicator (CQI) that has been commu-
nicated to it. CQI also determines which Modulation and Coding Scheme (MCS)
the user can support. The CQI to MCS mapping foreseen in LTE-A networks is
reported in Table 3.1 [114].

The eMBMS architecture, depicted in Figure 3-1, has been standardized to sup-
port multicast and broadcast services over LTE-A networks [112].

As explained in [124], the eMBMS architecture defines nodes belonging both
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Table 3.1: CQI-MCS mapping in LTE-A

CQI Modulation Efficiency Minimum Rate Efficiency Minimum Rate

index Scheme D2D D2D Cellular Cellular

[bit/s/Hz] [kbps] [bit/s/Hz] [kbps]
1 QPSK 0.1667 28.00 0.1523 25.59
2 QPSK 0.2222 37.33 0.2344 39.38
3 QPSK 0.3333 56.00 0.3770 63.34
4 QPSK 0.6667 112.00 0.6016 101.07
5 QPSK 1.0000 168.00 0.8770 147.34
6 QPSK 1.2000 201.60 1.1758 197.53
7 16-QAM 1.3333 224.00 1.4766 248.07
8 16-QAM 2.0000 336.00 1.9141 321.57
9 16-QAM 2.4000 403.20 2.4063 404.26
10 64-QAM 3.0000 504.00 2.7305 458.72
11 64-QAM 3.0000 504.00 3.3223 558.72
12 64-QAM 3.6000 604.80 3.9023 655.59
13 64-QAM 4.5000 756.00 4.5234 759.93
14 64-QAM 5.0000 840.00 5.1152 859.35
15 64-QAM 5.5000 924.00 5.5547 933.19

to the radio access network (E-UTRAN) and to the EPC. The eNB and the mul-
ticell/multicast coordination entity (MCE) belong to the E-UTRAN. The former
is the evolved network node responsible for the direct interaction with users, the
latter has to manage the coordination of the various eNBs (it allocates resources
to each eNB and coordinates admission control). The EPC is composed by the
Broadcast Multicast-Service Center (BM-SC) and the Multimedia Broadcast Multi-
cast Service-gateway (MBMS-GW). The first is responsible for the initialization of
the Multimedia Broadcast Multicast Service (MBMS) session and for the manage-
ment of some security functions (e.g., the authorizations for the MBMS subscribers),
the second is in charge of forwarding the MBMS packets to the eNBs involved in the
delivery service. These nodes need to be enhanced in order to support multicasting
over 5G networks.

In order to efficiently manage the multicast and broadcast services over the
5G network, two main issues have to be faced: designing efficient radio resource
allocation algorithms and providing trustworthy communications. With respect to
the resource allocation problem, as previously discussed, the CMS approach [113]
has been traditionally utilized for delivering multicast content because of its native

short-term fairness capability. The possibility to improve the performance of CMS
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Figure 3-1: eMBMS architecture

by exploiting D2D communication has been proposed in [114]. But, since D2D

communications are managed directly by the users, serious security problems arise.

3.3.1 Diffie-Hellman solution for security

A direct communication between devices over the wireless insecure channel is vul-
nerable to various types of attacks. Some basic security requirements have to be
met in order to protect transmitted data and users’ privacy. Among these, there are
data confidentiality and integrity, authentication, non-repudiation, and reliability.
According to Diffie and Hellman, cryptography is the best way to satisfy most of
these requirements. In [131], they have proposed a public key distribution system
suited to the scenario of two peers which have to exchange data in a secure way.
Starting from the knowledge of two public keys, they can generate the same secret
key to be used for both encrypting and decrypting data. The strength of the pro-
posed technique is due to the difficulty of computing logarithms over a finite field
(Galois Field) GF(q) with a prime number ¢ of elements. Let:
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Y =a”® mod g, for1 <X <q-1, (3.1)

where « is a fixed primitive element of GF(¢q) known to both users involved in
the D2D communication, and X is the logarithm of Y to the base a;, mod ¢, so that

it can be computed as:

X =log, Y mod ¢, for1<Y <¢q-1. (3.2)

While computing Y from X is easy, the calculation of X from Y can be much
more difficult. It is necessary to choose a number ¢ consisting of many digits in
order to make the system more robust. The security of the technique crucially
depends on the difficulty of computing logarithms mod ¢. When users ¢ and j want
to communicate privately, first of all they must agree on the values of ¢ and o. Then,
each user generates an independent random number X;, uniformly chosen from the
set of integers {1,2,3,...,q — 1}, and keeps it secret. X; is the logarithm of Y; to the
base a, mod ¢, where Y; is the public key that user ¢ must compute and send to 7,

computed as:

Y; = X mod ¢ (3.3)

The key used for both enciphering and deciphering by the two users is:

Ki; = a™%i mod ¢ (3.4)

User ¢ obtains K; by obtaining Y; from user j and letting:

K= Yin mod ¢ = (o))" mod ¢ = o™ mod ¢ (3.5)

Similarly, user j obtains K;; as:

K;; =YY mod ¢ (3.6)

For an untrusted third party it is impossible to generate the same key Kj;, since
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it can not know X; and X; in any way because they are kept secret by users [131].
In addition to the DHKE algorithm, the use of message authentication can help to
avoid the Man-in-the-Middle attack, which represents the main vulnerability of the
DHKE algorithm.

3.4 The proposed eCMS-sD2D protocol

The reference scenario for the formulation of the introduced algorithm is composed
by a set of devices interested in downloading data over the 5G network. This generic
scenario is suitable to several types of applications, from software update to video
downloading, and to both human-oriented and machine-oriented communications.
Data transmission is accomplished over a multicast transmission by the eNB. The
considered architecture is composed by all the nodes foreseen in the eMBMS stan-
dard architecture, but procedures must be improved to make multicast transmission
more suitable for 5G networks. The proposed solution, called eCMS-sD2D, aims to
enhance performance and security of a multicast CMS transmission. All steps of the

proposed eCMS-sD2D solution are depicted in Figure 3-2.

Step 1 - Multicast service delivery notification
Through this first step, the eNB invites users interested in the service to form

the Multicast Group (MG) by registering with the network.

Step 2 - CQI collection

Users belonging to the MG send their CQI values to the eNB. Each User Equip-
ment (UE) has to communicate not only the cellular CQI value for its link towards
the eNB, but also those for the D2D links to its neighbors. The eNB stores the

received D2D CQI values in a matrix.

Step 3 - Multicast and D2D configuration selection
Thanks to the collected information, the eNB can establish: (i) the set of regis-

tered UEs to serve through the multicast transmission, (ii) the MCS to use for the
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Figure 3-2: eCMS-sD2D procedures

multicast transmission in the CMS coverage area, (iii) the users served in multicast
which can act as relay nodes by forwarding data received directly by the eNB to-
wards the cell-edge users, (iv) the D2D pair to establish, and (v) the MCSs to use
in each D2D communication.

The eCMS-sD2D approach envisages the formation of some D2D clusters com-
posed by the selected RN and the associated users that it has to serve through D2D
communications. Users inside the cluster receive the multicast content by the RN
through unicast D2D communications, i.e., the RN will transmit the same content
to each D2D receiver belonging to its cluster by setting the appropriate MCS to
each D2D link.

The multicast and D2D configuration selection is accomplished through an iter-
ative procedure. First of all, the eNB orders the received cellular CQI values from
the lowest to the highest. For every CQI value, it determines the subset of UEs
which can decode data transmitted with the correspondent MCS and the subset of
UEs which, differently, are in worst channel conditions and must be served through

D2D communications. Among all the eligible configurations (i.e., those in which
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all UEs, belonging to the MG, receive all data), the eNB finally selects the one
that guarantees the mazimization of system data rate. Please refer to the D2D-
enhanced CMS with single frequency solution presented in [114] for more details on
the implementation of this step.

Once the multicast and D2D configuration is defined, the operations aimed at
securing D2D communications are carried out. Security mechanisms described in

the following are inspired by [119].

Step 4 - Keys distribution

In order to protect privacy of registered UEs, the eNB computes a pseudoidentity
(PID) for each of them. For each U E}, that registered with the network using its real
ID (RIDy) the eNB computes a pseudoidentity as: PIDy = Ho(RIDy), where H,
is a secure hash function, chosen and published by the eNB. In order to protect the
privacy of the users and not increase the total overhead, the eNB never distributes
the PIDs to the users, but each of them has to compute its PID autonomously,
using the same function of the eNB (i.e., Hy). Then, through a secure control
channel, the eNB sends to the D2D users their private and public keys. It obtains
the first key by choosing x; € Z (i.e., a set of integers with a prime number ¢ of
elements) and computes the second key as X; = ¢, where ¢ is the fixed primitive
element of Z used as generator/base. Note that Hy, ¢, g, H;, and the symmetric
encryption algorithm Encye,() (the last two will be mentioned in the future steps)

are all security parameters chosen and published by the eNB.

Step 5 - D2D imitialization
After receiving the keys, the D2D receiver (in the following indicated by UE;)
sends an initialization message to the eNB. This message is composed by:
PID;||P;||z]|h[(z;" & opad)||h[(z;” & ipad)||[P1D;|| Fi||]] (3.7)
where:

e P, is the index of the portion of data that the user requires to receive. Indeed,
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too large data can be divided into multiple portions, each identified by a
specific index. The eNB keeps track of the portions of data sent to each user

to avoid data retransmissions.
|| is the operator used to concatenate strings;

z is the first public key for generating the secret key k. that will be used for
data encryption and decryption. It is computed as z = g¢, where ¢ € Z; is

randomly chosen by U E};

h[(z; ®opad)||h[(x] ®ipad)||PID;||P||z]] is the HM AC,,(PID;||P;||z). Gen-
erally, the H M AC)(m) is used to guarantee the integrity and authentication of
the message m. It is based on the use of any cryptographic hash function h ap-
plied to a combination of the original message m and the secret key k. In Equa-
tion (3.7), z; is the key padded out to size, opad and ipad are specified padding
constants. In the remainder of the Chapter, h[(kT & opad)||h[(kT @& ipad)||m]]
will be expressed as h(e, k), where e denotes the message attached by the
HMAC and k is the secret key hashed together with the message. Note that
x; is only known by the sender U E; and the receiver eNB. In all future steps,
the verification of the HMAC will always be performed by the recipients of the
messages to verify message integrity and authentication, hence from here on

this procedure will be omitted.

Step 6 - D2D pair announcement

After receiving the initialization message, the eNB authenticates the requesting

user in the normal cellular communication mode, obtaining its RID and checking if

it is registered. In positive case, the eNB has to inform both D2D devices involved

in the direct communication of their imminent communication. So, it randomly

selects a € Z; and computes u = g as the first public key for generating the secret

key ks to use in the exchange of private messages with the selected D2D transmitter

(i.e., the RN). To communicate to UE; that has been chosen as RN of the D2D

communication, the eNB sends to it the following message:
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PLD;||PLD;||z[[ul[P||h(e, ;) (3:8)

Simultaneously, to acknowledge the reception of the initialization message, the

eNB sends to U E; a response message with PID and public key of the selected RN:

PID|[PLID;[|X;]| B [h(e, 2:)- (3.9)

Step 7 - Data transmission

First of all, the eNB must sign with o; data to send to devices:

where H; is a secure hash function, zq is the private key of the eNB, M is data
to be transmitted. After that, it performs multicast transmission to users with the
best channel conditions, using a CMS.

UFE;, which has received data sent by the eNB, has to forward them to the
previously notified D2D receiver. Then, it carries out all the operations aimed at
securing D2D communication. First of all, to allow the receiver to generate the secret
key k., it randomly selects b € Z; and computes y = g® as the second public key
for k.. It does not send y directly to the UE; but it sends it to the eNB, randomly
choosing f € Z7, generating the secret key ks = u/ = ¢g* and using it to encrypt the
public key y. Then, UFE; must encrypt data, so it generates the communication key
k. = zb = g and uses it to encrypt the data M. After computing M’ = Ency (M),
UE; signs the message by calculating:

0y = Hi(PID;||B||M'||T||o1)™ (3.11)

where T is the timestamp used against the replay attack. Thus, the secure D2D

communication takes place when the RN sends the following message to the receiver:

PID;||PID;||F||[M'||T; |04 |0 (3.12)
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Step 8 - Public key report

In order to allow the eNB to generate the secret key k, used to encrypt the public
key y, UE; computes v = g/ as the second public key for kg, using f € Z, chosen
in the previous Step. So, it sends to the eNB a report:

PID;||PID;||P||Ency, (y)||v]|Ts][h(e, z;) (3.13)

Step 9 - Data check

After receiving data, UE; first has to verify the identity of the transmitter. To
this aim, it compares the PID; reported on the message received by UFE; with that
communicated by the eNB and, if the two do not match, the packet is dropped, oth-
erwise it proceeds with the next steps. So, it checks the signature of the transmitter
(i.e., o9) and, if it is valid, data are considered sent by the entity corresponding
to PID;. Once the identity of the sender is verified, UE; needs to generate the
decryption key k. to obtain the plaintext. To do this, it sends a public key request
message to the eNB:

PID;||PID;||P||Ty||h(e, x;) (3.14)

After receiving this message, the eNB decrypts the Ency, (y), first generating the

decryption key kg, and sends the response message to U E;:

PLD|[PID;|| B[yl Te|[Ti]|h(e, 2:) (3.15)

where T; is employed to record the feedback time.

It is important to underline that in the traditional DHKE algorithm, public keys
are exchanged directly between the direct-communicating users. Instead, in eCMS-
sD2D the public keys exchange is mediated by the eNB, which represents the trusted
third party. This can help to avoid the Man-in-the-Middle attack.

Thanks to the reception of the public key y, UE; can get the communication
key by computing k., = y¢ = ¢". So, it can decrypt the message M’ to obtain the
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original data M. To verify the origin of data, it also checks the signature o; and, if
it is valid, data are accepted, otherwise, it is possible that data may have corrupted.
In this case, UF; must send to eNB a beacon in order to report the fabrication of

the original data and to allow it to identify the attacker:

B = PIDi||PID;||B||M'||T[|o1]|o2||h(e, z:) (3.16)

The beacon must be sent within the timestamp 77, which satisfies the condition
T! < T; + AT, where AT is the time interval, starting with 7}, where the eNB is
willing to wait for feedback from U E;.

Thanks to Equation (3.16), the eNB must keep track of any malicious behavior
of users. If beacon arrives during the time interval AT, the eNB first checks the
validity of oy and, if it is invalid, it is judged that data are not the original ones
and may be fabricated by the transmitter. So, the eNB also verifies the validity of
o9 to ensure that the fake message comes from the entity corresponding to PID;.
A malicious behavior amount (MBA) counter is stored by the eNB for each user
which does not transmit data correctly in the D2D communication. Thus, in case of
a malicious behavior of UL}, the eNB increments by one its MBA counter. When a
user’s counter exceeds a given threshold, named maliciousness threshold, the user is
punished by the network, i.e., it is excluded from future communications. The mali-
ciousness threshold belongs to the interval [0, 00). Its value is of utmost importance
in the evaluation of the performance of the proposed protocol, as it determines its
degree of selectivity. A user UE), € N (where N is the set of registered users) can
be chosen as RN only if its MBA value is less than or equal to the maliciousness

threshold, i.e. the following condition must be verified:

MBA, <THRESHOLD (3.17)

This means that the value of the threshold represents the maximum number of
malicious behaviors tolerated to allow a user playing the role of transmitter (i.e.,
RN) in a D2D communication. When it is set to zero, only users with a MBA value

equal to zero can be selected as RN, which means that selecting a malicious user
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is only possible if the user has never had a malicious behavior in the past. As the
value of the threshold increases, the algorithm is always less selective, this means
that more users which in the past have already behaved maliciously can be chosen

as RN.

3.5 Performance evaluation

A simulative analysis in MATLAB has been performed to study the performance of
the proposed eCMS-sD2D protocol. The considered scenario consists of a variable
number of users uniformly distributed in a single LTE-A cell of dimension 100m x
100m, with available bandwidth of 20 MHz, which corresponds to 100 RBs. A Time
Division Duplex (TDD) LTE frame type 2 configuration 3 is used. Each slot (or
Transmission Time Interval (TTI)) in the frame lasts 1 ms, so the entire frame has
a duration of 10 ms. The inband D2D mode is chosen, so uplink slots are reserved
to D2D communications. In the downlink slots, a multicast transmission allows to
send data to in-coverage devices.

The performance of the proposed eCMS-sD2D protocol is evaluated on the basis

of the following metrics:
e Data loss in D2D communications because of an unreliable transmitter;

e Mean Throughput, measured as the mean data rate value experienced by the
D2D receivers. It is independent of the nature of the communication transmit-
ter (i.e., if it is malicious or not). In particular, even if the data transmitter is
a malicious user, the amount of data it delivers is counted in the throughput

computation;

e Mean Goodput, measured as the mean useful data rate value experienced by
the D2D receivers (i.e., rate of data that has been forwarded by non malicious
transmitters). This metric takes into account the reputation of the user. In
fact, if a RN behaves maliciously, the amount of data that it delivers does not

cause a goodput increase;
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e Aggregate Data Rate (ADR), computed as the sum of the data rates experi-
enced by the D2D receivers;

e Good ADR, computed as the sum of the useful data rates experienced by the

D2D receivers;

o Mean number of malicious nodes accounting for malicious D2D receivers that

have been served and selected relay nodes;

o Mean number of malicious relays that have been selected to transmit data in

D2D communications.

In the following simulation results, the proposed eCMS-sD2D is compared with
the existing protocol presented in [114], in which the security of D2D communi-
cations is not guaranteed. The performance of eCMS-sD2D are analyzed by con-
sidering three different values of the maliciousness threshold (equal to 0, 40, and
80).

The results in terms of mean throughput and goodput are presented in Figure 3-
3(a) and (b), respectively, under increasing percentage of malicious UEs. By looking
at Figure 3-3(a), curves are almost overlapping, because throughput does not depend
on security. Differently, the results in terms of goodput depicted in Figure 3-3(b)
are substantially different. In fact, D2D-SF exhibits significantly lower performance
with respect to eCMS-sD2D that achieves goodput values as close to the throughput
as the maliciousness threshold is lower. In detail, as the threshold increases, eCMS-
sD2D becomes less selective, therefore more similar to D2D-SF, in which no selection
is applied in the choice of RNs. On the contrary, when the maliciousness threshold
is set to zero, eCMS-sD2D shows the better results since also nodes that behaved
maliciously just once are not selected as RN.

A similar reasoning holds for the ADR metric. In fact, looking at Figure 3-4,
while the ADR is almost identical for eCMS-sD2D (under all maliciousness thresh-
olds under analysis) and D2D-SF, the good ADR is significantly lower than ADR
when no security mechanism is implemented (see the last pair of bars). Furthermore,
the increment of the maliciousness threshold causes a performance degradation since

security mechanisms are less stringent.
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Figure 3-3: Mean (a) throughput D2D and (b) goodput D2D for eCMS-sD2D, with
three different settings of the maliciousness threshold, and D2D-SF, under increasing
percentage of malicious nodes
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Figure 3-4: Comparison between ADR D2D and Good ADR D2D for eCMS-sD2D,
with three different settings of the maliciousness threshold, and D2D-SF, with 75%
of malicious nodes
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This significant degradation of the goodput/good ADR is due to the high amount
of data loss, as confirmed by Figure 3-5. Thanks to the implementation of the
security mechanisms foreseen in eCMS-sD2D, data loss can be reduced of about
70%. In particular, when the maliciousness threshold is set to zero, thanks to the
better selection of RNs, eCMS-sD2D shows the best results. Nevertheless, data loss
is not zero, due to the fact malicious RN can be identified only after the eNB detects
an incorrect behavior. As the threshold value increases, the efficiency of eCMS-sD2D

in terms of selection of RNs is always lower, so the results are increasingly similar

to D2D-SF.
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Figure 3-5: Data loss for eCMS-sD2D, with three different settings of the malicious-
ness threshold, and D2D-SF, under increasing percentage of malicious nodes

Because of security, as shown in Figure 3-6, the mean number of malicious D2D
UEs that gain service is reduced (see the first bar with respect to the forth bar).
However, despite this metric shows an improvement of about 10%, it takes into
account both malicious users served by the CMS transmission (on which the security
mechanisms do not have impact) and selected malicious RNs. This is the reason why
the performance improvement of eCMS-sD2D with respect to D2D-SF is limited.
Going more in depth in the analysis, Figure 3-7 show the mean number of selected

malicious RNs under increasing percentage of malicious users. The reduction in the
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number of selected malicious RNs is of more than the 50% also in case of a high

number of malicious nodes (75% of malicious nodes).
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Figure 3-6: Mean number of malicious D2D nodes for eCMS-sD2D, with three differ-
ent settings of the maliciousness threshold, and D2D-SF, under increasing percentage
of malicious nodes

3.6 Conclusions of Chapter

In this Chapter an innovative protocol has been described, called eCMS-SD2D (en-
hanced CMS with secure D2D communications), which aims to ensure a secure
management of a multicast service while also efficiently utilizing network resources
of the a 5G network. In doing this, mechanisms as signature and encryption have
been implemented in order to increase the data protection and the privacy when
nearby devices aim of transmitting each other through proximity-based links (e.g.,
D2D). The outcome of the performance evaluation shows that, with the proposed
approach, it is possible to decrease the data loss caused by malicious users (con-
sidered in the reference scenario) by guaranteeing, at the same time, reasonable

data-rate to the users within the multicast group during a radio transmission.
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Figure 3-7: Mean number of malicious relays for eCMS-sD2D, with three different
settings of the maliciousness threshold, and D2D-SF, under increasing percentage
of malicious nodes
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Chapter 4

A trustworthiness model for security

in 5 networks

The design of the 5G systems has met the severe requirement of managing an al-
ways increasing amount of traffic generated by both humans and machines, while
guaranteeing data security. Among the enabling technologies that can turn 5G into
a reality, D2D and Multicasting certainly play a key role because of their capability
to largely improve network resources utilization and to address emerging use cases
requiring the delivery of the same content to a large number of devices. D2D com-
munications can help to improve traditional point-to-multipoint transmissions by
reducing the multicast coverage area and exploiting properly selected relay nodes
as data forwarders towards users with worse channel conditions. However, security
issues are even more challenging for D2D connections, as data exchange happens
directly between nodes in proximity. To enhance performance and security of de-
livered traffic in 5G-oriented networks, in this Chapter the Secure and Trust D2D
(SeT-D2D) protocol is introduced, according to which trustworthiness inferred from
both direct interactions and social-awareness parameters is exploited to properly
select relay nodes. Main contributions of this research product consist in the in-
troduction of a model for the assessment of network nodes’ trustworthiness and
the implementation of security mechanisms to protect the data transmitted in D2D
communications and the privacy of the involved users. The conducted simulation

campaign testifies to the ability of the proposed solution to effectively select relay
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nodes, which leads to an improved network performance.

4.1 Introduction to Chapter

Autonomous driving, tactile Internet, virtual and augmented reality, broadband
and media everywhere, seamless connection of pervasive embedded sensors are just
examples of the most attractive yet challenging use cases that the 5G network will
turn into reality. D2D and Multicasting communications are expected to play a key
role in helping to satisfy the demanding requirements of the foreseen use cases. The
former, thanks to its capability to offload cellular data traffic, enhance spectrum
efficiency, and extend cell coverage [121]; the latter, thanks to its capability to
answer the increasing demand for multicast /broadcast multimedia services (such as,
mobile TV, IP radio broadcasting, and video streaming and downloading) [111].

Multicast transmissions represent the top notch solution to deliver group-oriented
services, since multiple users can be fed through a single PtM transmission by ex-
ploiting the broadcast nature of the radio channel. In order to handle multicast and
broadcast services over cellular networks, the 3GPP has standardized the eMBMS
[112].

The traditional approach to multicast traffic delivery in cellular networks is the
so-called CMS [113], which guarantees perfect fairness, since all users are served
and receive the same treatment, although it suffers from poor performance levels
because users with good channel conditions are constrained to the lowest data rate
that cell-edge users can sustain. This is why in several works in the literature,
D2D communications are exploited to improve the performance of multicast service
delivery [114, 125, 132, 133]. An interesting approach to select D2D transmitters,
based on the channel conditions of the links between the D2D peers, for example, is
proposed in [114].

The 5G system leveraging the mentioned solutions is, however, exposed to severe
security threatens. Besides the magnified risk of security threats due to the huge
number of 5G connected devices, D2D communications can raise further issues due to

the direct connections between devices in proximity [118|. To make 5G a trustworthy
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multi-service platform, resilience, communication security, identity management,
privacy and security assurance must be provided [115].

In this Chapter, a mechanism to effectively deliver trustworthy multicast/broad-
cast traffic in 5G-oriented networks, named SeT-D2D, is presented, whose novelty is
that two contributions are considered in computing node’s trustworthiness: (i) the
one derived from direct interactions, thus based on the actual behavior of the node
following its selection as a relay node, (ii) and the other based on social trustwor-
thiness parameters, thus able to give a first evaluation even in absence of previous
interactions. The idea of using both contributions stems from the fact that, espe-
cially in its early stages, it is very likely that a requester node has not interacted
directly with a service provider (i.e., the RN) in the past; therefore, the latter is
unable to properly evaluate its maliciousness due to the unavailability of informa-
tion on its trustworthiness. This issue is called cold start problem in the literature,
and implies that several interactions have to take place before a node is able to
understand if another node is malicious or benevolent. The trustworthiness model
introduced in this Chapter considers both contributions to face this problem. Fur-
thermore, security techniques are implemented in the presented SeT-D2D to protect
the data transmitted via D2D communications and the privacy of users involved
in the transmission. Namely, data transmitted in D2D are encrypted by using a
symmetric encryption algorithm for which the two peers generate the secret key by
leveraging the DHKE protocol. Another innovative factor compared to other exist-
ing works on D2D communications is that user identity privacy is preserved through
the use of Subscription Concealed Identifier (SUCI) derived from the Subscription
Permanent Identifier (SUPI) according to the 3GPP TS 33.501 [134].

The remainder of the Chapter is organized as follows. In Section 4.2 useful back-
ground information are provided. Section 4.3 and 4.4 are about, respectively, a brief
overview of related works in the area of reference and a detailed description of the
proposed SeT-D2D protocol, while Section 4.5 outlines the designed trustworthiness
model. Results from the performance analysis are shown in Section 4.6. Conclusive

remarks are given in the last Section.
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4.2 Background

4.2.1 The 5G ecosystem

The 5G cellular network deployment involves a radical change compared to previ-
ous generations. A plethora of innovative technologies are expected to be utilized,
thanks to which novel use-cases will be supported. Based on use cases’ requirements,
three different service categories have been defined: (i) enhanced Mobile Broadband
(eMBB), which includes services demanding very high peak data rates and im-
proved QoE (e.g., ultra high definition TV); (i) mMTC, which require connectivity
for a massive number of energy-constrained IoT devices; (i) Ultra-Reliable and Low
Latency Communication (URLLC) supporting the most stringent requirements in
terms of reliability and latency (e.g., V2X applications) [135, 61]. Thus, “flexibil-
ity” is the key design concept in 5G networks to meet the diverse requirements of
each category. In this view, SDN, NFV, and D2D communications are among the
more promising enabling technologies that the 5G system can exploit [57]. In par-
ticular, the D2D paradigm enables two devices to exchange data directly without
going through the network. Countless benefits can be brought by D2D technology
to cellular communications, among which high data rate, low latency, extension of
the network capacity, energy saving, and network offloading stand out. While on
the one hand the 5G enabling technologies will allow the network to offer a greater
number of services at improved conditions, on the other hand several new challenges

must be faced, especially regarding network architecture and security.

4.2.2 Security means

The DHKE algorithm is a well-known method for securely exchanging cryptographic
keys, particularly suited to the generation of a secret between two peers since it
requires only the exchange of information that, even if intercepted, does not allow
an eavesdropper to obtain the secret. A critical vulnerability of DHKE is the Man-
in-the-Middle attack, in which a malicious user impersonate a legitimate peer.

The concealment of the SUPI is another important security mechanism to ensure

78



4.2. Background

the protection of user privacy. The 3GPP specifies that, in order to preserve the
subscribers privacy, the SUPI should not be transferred in clear text over NG-RAN
(5G RAN) except routing information [134]. Thus, following 3GPP guidelines, SUCI
has to be transmitted during authentication procedures [134]. It is calculated by
encrypting a part of the SUPI with the Home Network Public Key securely provi-
sioned by the home network. Only UE and home network can de-conceal the SUCI
to obtain SUPI; in the home network, the Subscription Identifier De-concealing
Function (SIDF), located at the Authentication credential Repository and Process-
ing Function / Unified Data Management (ARPF/UDM), is responsible for this
functionality. The reference architecture for the protocol presented in this Chapter
is that described by 3GPP in [136], from which Figure 6-1 is taken, with the ad-
dition of security features and procedures described in [134]. As reported in [134],
only in three cases the protection of the SUPI may be missing: (i) unauthenticated
emergency sessions, (4i) if the home network has set null-scheme to be used, (%ii) if

the home network has not provisioned the public key needed to generate a SUCI.
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Figure 4-1: The reference 5G architecture [136]

4.2.3 Evaluating nodes’ trustworthiness

In the research area addressing secure and trusted D2D communications, the social
trustworthiness is considered a valuable means.
The literature uses the term trustworthiness (in brief, trust) with a variety of

meanings. In this Chapter it is referred to by adopting one of its main interpre-
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tations: the reliability trust. The reliability trust is the subjective probability by
which an individual, A, expects that another individual, B, performs a given action
on which its welfare depends. Two fundamental concepts of the theory of trust-
worthiness are: (1) functional trust, that is the trust in the ability of a node to
provide services, and (2) referral trust, that is the trust in the ability of a node to
provide recommendations. In the scenario examined in this Chapter, referral trust
is not considered, since the centralized nature of the network architecture makes it
lose meaning, and the functional trust, here denoted by the term service trust, is of
primary importance. The service trust (st) is the trustworthiness parameter used
to measure the trust in nodes’ ability to provide services. Several trustworthiness
models have been proposed for different technologies and architectures, ranging from
Peer-to-Peer (P2P) to IoT and Social IoT (SIOT).

In the social-trustworthiness-related literature, a fundamental parameter is rep-
resented by the service integrity belief (in brief, integrity), that allows to predict
the behavior in future interactions and to obtain a trustworthiness value closer to
Ground truth. In this way, the calculation of trustworthiness is not based only on
the degree to which a node has satisfied past interactions (i.e., the competence),
but also on the deviation in the degree of satisfaction of the recent interactions with
respect to the remote ones (i.e., the integrity).

The decay (or decaying) factor indicates the expiry of data related to a given
transaction. For the computation of the decay factor, some trustworthiness models
consider only a number of transactions occurred after the one considered (current
validity of the interaction or cardinal contribution), while others consider the time
elapsed from the considered transaction (recency of the interaction or temporal
contribution). However, the joint use of both contributions would allow a better
estimate.

In the proposed trustworthiness model, an indirect contribution is considered for
assessing the trust of a node that, based on various parameters (i.e., relationship
factor, centrality, and intelligence), allows to evaluate the trustworthiness of a node
even in the absence of direct interactions. Considering both a direct and an indirect

contribution in trust computation allows to mitigate the cold start problem, as ex-
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plained in Section 4.1. More details about how the indirect contribution is measured

are given in Section 4.5.

4.3 Related work

4.3.1 D2D for multicasting and related security issues

Considered as one of the most important technologies for 5G, D2D communication
has been the subject of a vast scientific literature [121, 114, 133]. In [114], D2D
technology is presented as the means to improve the performance of a multicast
transmission via the establishment of direct communications between devices in
proximity. Also in [125], D2D communications are considered highly valuable to
improve content sharing in 5G cellular networks, since they can offload traffic from
cellular base stations and guarantee an efficient management of radio resources.
The problem of power and channel allocation to multicast D2D communications is
tackled in [132] where two different solutions are proposed, both demonstrating the
superiority of multicast D2D performance, especially in terms of throughput. In
the mentioned research, not enough attention has been put on security, which is of
paramount importance for 5G. As evidence, a security architecture for 5G networks
is defined in [137], where network segments are logically divided into Security Realms
(SR). For each of them, security controls that could be implemented are classified
in Security Control Classes (SCC).

Privacy and security issues must be faced to definitely make D2D a successful
technology for 5G systems. In [117], a thorough analysis on these problems is con-
ducted. First, the difference between security and privacy concepts is defined. Then,
the requirements to be satisfied in order to guarantee both security and privacy in
D2D communications are listed, possible attacks identified, and solutions suggested.
In [118], security solutions proposed to improve D2D in 5G networks are analyzed.
In addition, when dealing with D2D security requirements, threats, and solutions,
this work hints at the role that social relationships could play in this context.

A secure data sharing strategy able to guarantee D2D privacy and security in

LTE-A networks is proposed in [119]. The SeT-D2D algorithm aims to overcome
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the gaps of this interesting research, providing a twofold contribution. First, until
a node is selected as a D2D transmitter, there is no information on its nature.
Second, once a node is punished because of its malicious behavior, there is no way
to redeem its reputation. The latter can be a problem when a node that usually
performs efficiently and trustfully is actually itself a victim of attack and temporary
performs some malicious behaviors. From this time on, it is considered not eligible
any more for the role of D2D transmitter and there is no way to rehabilitate it; if this
node has the potential to be more efficient than others, an avoidable degradation of

communications performance is observed.

4.3.2 Social trustworthiness models

The benefits of proximity-based mobile social networking are discussed in [138]. In
[139], devices’ characteristics (such as brand, type of friendship with other nodes,
and computational capabilities) are considered to compose the social trustworthiness
of each node, to the purpose of setting up trustworthy D2D communications between
nodes with a good reputation. In [140], a paradigm melting social trustworthiness
and D2D communications is introduced to extend the coverage area of future 5G
cells through the use of reliable relays. A framework that designs the caching based
D2D communication scheme by taking social ties among users and common interests
into consideration is proposed in [141].

The Self-ORganizing Trust (SORT) model for P2P scenarios is proposed in [142].
Each peer computes the trustworthiness of other peers based on past interactions and
recommendations, by using only locally available information. In particular, they
measure the trustworthiness in providing services and in giving recommendations.
To evaluate interactions and recommendations, they use importance, recentness,
and peer satisfaction parameters. The introduction of the concept of integrity, as
“the level of confidence in predictability of future interactions”, is one of the major
contributions of [142]. A flaw of the model in [142] concerns the decay factor, which
only considers the cardinal contribution.

In [143], the authors present an access service recommendation scheme in a SIoT

scenario which considers the social relationships among things. An energy-aware
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mechanism is also proposed to be utilized as a restrictive factor in trustworthiness
evaluation. Even the recommendation is based not only on the past performance
but also on the social relationship and on the energy status of nodes. Also in the
model presented in [143], the decay factor is evaluated as a useful contribution
to the computation of the trustworthiness of the network nodes. However, only
the temporal contribution is considered, which leads to the previously discussed
drawbacks.

Another well-known trust model in P2P systems is Peertrust [144|. It presents
a transaction-based feedback system built on three basic parameters and two adap-
tive factors: the feedback that a peer receives from other peers, the total number
of transactions that a peer performs, the credibility of the feedback sources, the
transaction context factor, and the community context factor.

In [145], the authors propose to use reputation as a means to establish the
reliability trustworthiness of resources in a P2P scenario. In addition, an approach to
manage and exchange reputations, based on the use of fuzzy techniques, is presented.

A scalable, adaptive, and survivable trust management protocol in a dynamic loT
environment is designed and evaluated in [146]. Since entities in an [oT system are
connected via the social networks of the entity owners, a social IoT based Community
of Interest (Col) is considered. The same authors, in [147|, propose an adaptive
trust management protocol for SloT systems in which social relationships evolve
dynamically among the owners of IoT devices. According to this approach, a social
[oT application can adaptively choose the best trust parameter settings in response
to changing IoT social conditions.

Two other noteworthy works are [148| and [149]. In [148|, each node computes
the trustworthiness of its friends on the basis of its own experience and on the
opinion of the friends in common with the potential service provider. To evaluate
the trust level, a feedback system is used and the credibility, the centrality, and the
intelligence of the nodes are combined. Differently, in [149], information about each
node is distributed and stored by making use of a distributed hash table structure

so that any node can exploit the same information.
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4.3.3 Main novelties introduced by the proposed trustwor-

thiness model

The designed trustworthiness model has the main purpose to provide a fine-grain de-
tection of service supply profile changes. To achieve this goal, the following features

are leveraged:

e Both direct and indirect contributions are considered, which are clearly sepa-
rated and properly weighted. This allows greater control over the weight that
can be associated (even dynamically) to each contribution. This choice derives
from the opinion, broadly shared in the literature [142, 143, 145, 146, 148, 149],
that this approach enables an easy runtime tuning of these two main contri-
butions. Furthermore, the indirect contribution has been designed with the

alm to mitigate the cold start problem.

e BEach parameter contributing to the trust computation is properly weighted to
improve the adaptability to the considered scenario. This design principle has
been used in [143, 148, 149| for the indirect contribution, and in [142| for the
direct contribution. As an example, weighting the integrity parameter allows
to set possible punishments. Depending on the reference scenario, the central
controller (e.g., the Next Generation NodeB (gNB)) can decide the degree of
harshness of the punishment given to a relay node providing a bad service.
The simulative results that will be presented in the following of this Chapter
demonstrate that, by correctly calibrating the integrity weight, the desired
decrease of service trust is obtained. In this way, a service trust value closer

to the Ground truth is reached.

e In the computation of the integrity parameter, the assessment of how the
short-term service opinion deviates from the long-term service opinion is pro-
posed. A different approach is followed in [142|, where the deviation from the
average behaviour is calculated based on the deviation of the last satisfaction
value (associated to the last transaction) from the average value of satisfaction

computed over past transactions. The motivation behind the choice made in
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the proposal presented in this Chapter is that considering short-term service
opinion and long-term service opinion allows to obtain the expected service

integrity belief and a service trust very close to the Ground truth.

e Both the cardinal and the temporal contributions are considered in the com-
putation of the decaying factor to its approximation to the Ground truth.
In particular, the temporal decay can be better evaluated in scenarios where
the considered interaction is occurred a long time before (long time interval),
although it is among the last ones occurred (from a cardinal point of view).
Also the cardinal decay can be better evaluated in scenarios in which many
interactions occurred after the one considered (short time interval), although
this latter is recent. In the literature, only the temporal contribution [143| or

only the cardinal contribution [142] is considered.

4.4 Providing trusted D2D communications in 5G-
oriented networks

In the reference scenario, devices located in the same coverage area are interested in
downloading the same data. Main purpose of the proposed protocol is to optimize
the data delivery from the provider to the network nodes, resorting to the estab-
lishment of secure and trusted D2D communications. (1) The D2D implementation
is finalized to support the multicast communication and to avoid that a mere CMS
transmission penalizes all the receiving devices, by imposing to all disadvantageous
transmission conditions caused by the cell-edge nodes. (2) D2D communications are
trusted because an innovative model is introduced to assess the trustworthiness of
potential D2D transmitters, in order to select trustworthy relay nodes. (3) Security
in D2D is fixed, since the privacy of communicating devices is preserved and data
transmitted are protected through the implementation of a symmetric encryption
algorithm, for which the secret key is generated according to the DHKE protocol.
In detail, according to the proposed SeT-D2D protocol, devices with the best
channel conditions are served directly by the gNB through a CMS transmission.
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Then, data are sent to cell-edge devices (i.e., those excluded from the multicast
transmission because of their bad channel conditions) through secure D2D commu-
nications. Security is achieved by carefully selecting the D2D transmitters, referred
to as relay nodes, and the implementation of some security mechanisms (such as
DHKE, HMAC, and cryptography) aimed at guaranteeing confidentiality and in-
tegrity to data exchanged between devices in proximity. The selection parameters
considered to choose the best RN for each D2D communication are: the channel
quality indicator relative to D2D link (i.e., D2D CQI) and the trustworthiness of
cell nodes.

According to the 5G security architecture presented in [137], Table 4.1 reports the
SR-SCC mapping related to the use case analysed in this Chapter (i.e., secure D2D
data transmission). In the access network domain, the gNB shall be responsible for
managing the credentials of users and protecting their privacy; moreover, identity
of users has to be verified. In the application realm, data destinations shall be
controlled since only registered users shall be reached; furthermore, the true identity
of users shall not be revealed to the applications, therefore, fake identities could be
used to reach them. For an effective management of the overall network, some
security mechanisms have to be implemented in order to provide information about
the trustworthiness of the system. Finally, the UF realm includes the “other UE
domains" that also cover D2D communications. Data transmitted during the direct
communication between devices shall be confidential and their integrity be protected.
To this aim, security keys could be used to allow data encryption. In addition,
the privacy of users shall be protected and the identity of the devices involved in
the direct communications be checked to track any possible malicious behavior.
As regards network and infrastructure & virtualisation, i.e. the last two realms
presented in [137], the security mechanisms proposed in this Chapter do not affect
these network segments, thus no security control class is reported for them.

The proposed SeT-D2D protocol aims to implement the reported security con-
trols for each security realm. In the following, all steps of SeT-D2D are described

in detail.
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Table 4.1: SR-SCC mapping for the reference use case of SeT-D2D

Security realms (SR) Security control Security control examples
classes (SCCQ)

AcceEss NETWORK Authentication, Identity Credentials management, pri-
and Access Management, vacy  protection, identities
Privacy checks.

APPLICATION

Identity and Access Man-
agement, Privacy

Data destinations controls, use of
fake identities for privacy protec-
tion.

MANAGEMENT

Trust and Assurance

Knowledge of system trustwor-
thiness.

USER EQUIPMENT

Confidentiality, Integrity,
Authentication, Privacy,
Non-Repudiation

Security keys management, data
encryption, D2D users identities
checks, D2D users privacy pro-

tection.

NETWORK
INFRASTRUCTURE &
VIRTUALISATION

4.4.1 Multicast service delivery notification

Initially, the gNB announces the multicast service. It invites interested users to form

the MG by registering to the network.

4.4.2 Registration & Authentication

Users must register to enjoy the multicast service notified by the gNB. Mutual
authentication between UE and network is a primary requirement to ensure the se-
curity of both. Thus, the authentication procedure described by 3GPP in [134] is
implemented in the SeT-D2D algorithm. According to [134], Extensible Authenti-
cation Protocol for Authentication and Key Agreement (EAP-AKA’) and 5G AKA
are the protocols supported for the mutual authentication between UE and network.
In particular, the ARPF/UDM node selects the proper authentication method for
the user based on its SUPI and the subscription data. As already mentioned in the
previous sections, the subscriber privacy is protected through the concealment of its
permanent identifier to eavesdroppers on the air interface; the SUCI is transmitted
in its place for this purpose. The likelihood of the occurrence of a SUPI catching
attack is much lower than that of International Mobile Subscriber Identity (IMSI)
catching [150], nonetheless 3GPP states that, in some cases, SUPI is at risk of being
exposed to attackers (see Section 4.3). For the scope of the definition of the SeT-
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D2D protocol, we assume that users are always identified by their SUCI in the air

interface, so the privacy of their identity is protected.

4.4.3 CQI collection

The network needs information from users about the conditions of their channels
to decide which devices to serve through the multicast transmission and which via
D2D communications. During this step, each device belonging to the MG sends to
gNB its CQI values, concerning both its connection with gNB and the D2D links to

its neighbors.

4.4.4 Trustworthiness parameters collection

The proposed trustworthiness model envisages the setting of some parameters con-
cerning the “social state" of network nodes. During this step, cell nodes send to
the gNB the information necessary to assess their trustworthiness in absence of di-
rect interactions with the other nodes. Details on the model will be provided later,
while, during this step, each device ¢ communicates the following trustworthiness
parameters: its relationship factors (i.e., F;; Vj friend of 7 in the cell), information
to compute its centrality (i.e., R;;), and information on its intelligence (i.e., I;). The
last term mainly refers to the computation capabilities of the device and it is better

discussed in Section 4.5.

4.4.5 Multicast and D2D configuration selection

Thanks to the collected information, the gNB can plan: (i) the set of registered
UEs to serve through the multicast transmission via CMS; (4i) the MCS to use for
the multicast transmission in the CMS coverage area; (7ii) the set of registered UEs
to serve via D2D communications because of their bad channel conditions; (iv) the
served UEs which can act as RNs by forwarding data towards the cell-edge users,
thus forming the D2D pairs.

Pseudocode shown in Table 4.2 illustrates the sequence of steps executed to select

the best multicast and D2D configuration.
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Table 4.2: Multicast and D2D configuration selection in SeT-D2D

1: Data: U,CQI,CQI°¢,CQI? SF,F,R,I,threshold
2: Result: U™, P4 MDC
3: for all c € CQI do

4 for all u € U do

5 if CQIS < c then

6: Insert w in U™

7 end if

8: end for

9: for allr e U\ U™ do

10: Find s € U™|CQIZ, # 0
11: Compute st.s(SF,F,R,I)
12: if st,; > threshold then
13: Insert s in PR"

14: else

15: s is not a possible transmitter for r
16: end if

17: for all p € PR" do

18: Find max(CQI,)

19: Update P?
20: Insert r in U4
21: end for

22: end for
23: if U™ UUY = U then

24: Insert M DC, in MDC
25: end if
26: end for

27: Find m € MDC|THR,,, is max

> According to Eq. 4.9

> M DC, is related to CQI=c

Variables that are used are:

U, the set of registered UEs;

e CQI, the set of all CQIs (i.e., [1,15]);

o CQI°, the set of cellular CQIs of registered UEs (e.g., CQI¢ is the cellular

CQI for UE u);

e CQI% the set of D2D CQIs between nearby UEs in the cell (e.g., CQI¢, is the

D2D CQI between UEs r and s);

o SF, the set of satisfaction factors s f;; related to the D2D pairs that interacted;

o [’ the set of Fj; related to pairs of UEs for whom there is some kind of social

relationship;
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o R, the set of RR;; of registered UEs;

e [ the set of I; of registered UEs;

e threshold, is established to assess the eligibility of possible D2D pairs;

e U™ the set of registered UEs to serve in multicast;

e P2 the set of D2D pairs;

e VMDC, the set of eligible multicast and D2D configurations;

e U\ U™, the set resulting from the difference between the sets U and U™;
e st,.s, the service trust value between UEs r and s;

e PR" the set of possible D2D relays for user r;

e U? the set of users that can be served in D2D as a transmitter is found for

them;

e THR, representing throughput (e.g., THR,, is the throughput related to con-

figuration m).

The multicast and D2D configuration selection is accomplished through an itera-
tive procedure. First, the gNB sorts the received cellular CQI values from the lowest
to the highest. Then, it analyzes every possible CQI value and, for each, determines
the subset of UEs which can decode the data transmitted with the correspondent
MCS and the subset of UEs which, differently, are in worst channel conditions and
must be served through D2D communications (lines 3-8). The selection of the most
suitable D2D transmitters is the heart of the proposal. The gNB has stored infor-
mation about the D2D CQIs of cell nodes; thus, it knows what the potential RNs
for each D2D receiver could be. For each of them, it computes the value of service
trust to have a measure of their trust in the ability in providing services (lines 9-11),
as will be detailed in Section 4.5. At this point, it classifies as “not eligible” the
devices for which the service trust is not at least equal to an established threshold

(lines 12-16). Among the remaining ones, the gNB selects, for each D2D receiver,
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the device with the highest D2D CQI towards it, i.e., the most efficient one (lines
17-21). As a consequence, D2D pairs are formed. This procedure is performed for
each analyzed CQI value, in order to investigate all possible configurations. The
term “configuration" indicates the set of nodes to be served in multicast and those
to be served in D2D, which depends on the MCS selected for the CMS transmission.
Among all the eligible configurations (i.e., those in which all UEs, belonging to the
MG, are able to receive data), the gNB finally selects the one that guarantees the
maximization of transmission performance (lines 23-27).

Once the selection of multicast and D2D configuration is accomplished, the op-

erations aimed at securing D2D communications are carried out.

4.4.6 D2D initialization

The D2D receiver (in the following referred as UE;), which wants to receive data,
sends an initialization message to the gNB to communicate its identity (i.e., SUCI)
and the key generated for the implementation of the DHKE algorithm. In this
message and also in those to follow, the use of message authentication (i.e., HMAC)

is envisioned for the integrity and authentication of transmitted data.

4.4.7 D2D pair announcement

After receiving the initialization message, the gNB verifies that the identity of the
requesting UE is among those previously registered to the network. In positive case,
the gNB communicates to each device of the D2D pair the identity of the other
peer. Furthermore, it sends to the relay node, UE}, the key previously received by
UE;, that it will need for the generation of the encryption key through the DHKE

algorithm.

4.4.8 Data transmission

The gNB must sign data, before starting the multicast transmission to cell nodes, in
order to attest their origin. The gNB computes the signature by applying a public
hash function (H) to the data to be transmitted (D) and by encrypting the resulting
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digest with its private key (pk): o1 = Hp, (D). After that, it sends data to users
with the best channel conditions, using CMS. UFE;, which has received data sent
by the gNB, has to forward it to the previously notified D2D receiver; therefore, it
carries out all the operations aimed at securing the D2D communication. It selects
the key to be sent to the gNB so that UFE; can generate, via the DHKE algorithm,
the secret key used to encrypt data. After that, the RN itself generates the secret
key and encrypts data. Eventually, UE; signs encrypted data and sends them to
UE;: 0j = Hp,(D'), where pk; is the private key of UE; and D’ is the encrypted
data.

4.4.9 Data check

After data reception from the RN, U F; must ensure that data comes from the trans-
mitter previously announced by the gNB. If so, in order to accomplish the DHKE
procedure and to obtain the plaintext, it requires to the gNB the key previously
selected by UE};. It is worth mentioning that, in the traditional DHKE algorithm,
non-secret keys are exchanged directly between the communicating peers. Instead,
in SeT-D2D the key exchange is mediated by the gNB, which represents a trusted
third party. This helps in avoiding Man-in-the-Middle attacks that represent the
main vulnerability of DHKE.

Data are accepted by U E; if and only if their origin is verified through the gNB’s
signature check (if this signature is not valid, then data may have been tampered
by UE;). In any case, UE; must send to the gNB a report in order to communicate
some parameters on the quality of the transmission and, possibly, to report the
fabrication of the original data, thus allowing the gNB to identify the attacker. The
gNB waits for the report for an established waiting period. If it receives a report
which announces a data security breach, then it checks by its own the information
reported by UE;. If the data breach is actually occurred and if the gNB ensures that
data were sent by UEj, then the gNB sets to 0 the good transmission flag (gt Z-lj )
related to the [ transmission from UFE; to UE;, in order to indicate that the D2D
communication has not been successful. The same thing happens if the gNB does

not receive any report by the end of the waiting period. On the contrary, if the
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report received from UFE; indicates a well completed D2D transmission, the gNB

!
sets to 1 the gt f;;.

All steps of the proposed protocol are depicted in Fig. 4-2.
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Figure 4-2: The SeT-D2D protocol

4.5 Trustworthiness model

In this Section, the trustworthiness model designed to allow the selection of trust-
worthy nodes acting as relays in secure D2D communications is described. In the
scenario under analysis, the gNB operates as a central controller that is able to assess
whether the RN has transmitted data correctly or not (i.e., if it exhibits a malicious
behavior or not). The main problem in such a scenario is that, especially in the
early stages, there is no information on the trustworthiness of the service provider

(i.e., the RN). In fact, a requester node that never interacted directly with a RN is
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not able to make a judgment on it. Moreover, before being able to understand the
true nature of the RN (if it is a malicious or benevolent node), several interactions
will have to take place. In short, the system is affected by the cold start problem,
which we cope to by designing a trustworthiness model including not only a direct
contribution, accounting for the direct interactions between nodes, but also an indi-
rect contribution, accounting for structural and social properties independent of the
transactions (interactions) between the nodes. For this reason, even in the absence
of previous transactions, it is already possible to evaluate the maliciousness of the
provider and, consequently, to reduce the cold start problem.

In the trustworthiness realm, with the term functional trust the ability of a node
to provide services [151] is meant. In this Chapter, in adopting the nomenclature
used in [142], the functional trust is referred to as service trust for a more immediate
understanding of the concept that it implies. In turn, service trust can be divided
into direct service trust and indirect service trust [151].

The direct service trust is measured through the opinion of the requester that
directly interacted with the provider in the past and, thus, can judge its ability in
providing the requested service. The indirect service trust results from the evaluation
of the service that the RN has indirectly provided, i.e., through the opinions of the
nodes that have already directly interacted with the service provider. Since in the
considered scenario the gNB works as a trusted third party, the indirect service trust
(and, more specifically, the service reputation) results from the real behaviour of the
provider 7 in all the past transactions in which j has provided a service. In a general
trustworthiness model, also the concept of referral trust (named recommendation
trust in [142]), that is the trust in the ability of a node to provide recommendations,
can be included. In the scenario under investigation, referral trust is not analyzed
since the centralized nature of the network architecture makes it lose meaning.

In order to model the service trust, some factors must be introduced that are
described by using concepts of graph theory. With ¢ and 5 two nodes of the graph
are represented and with [ the interaction (transaction) that occurs between them.

The first step is to find a way to evaluate the interaction between the specific

pair of nodes 7, j. Generally, in the literature, there are three parameters necessary
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to achieve this goal. The first factor is s Z-lj that represents the satisfaction of i’s
I interaction with j. This contribution allows a node i to provide an evaluation
of the service it has received by the provider j [142, 143, 144, 148, 149|. Since in
the analysed case the gNB is a central entity able to assess whether the RN has

transmitted data correctly or not, the following property can be considered as valid:

sfi; = gtf}; (4.1)

where gt ilj is the good transmission flag for the specific interaction [ between

l

node ¢ and node j. It is worth mentioning that gtf;; assumes a value of 1 if the

interaction between ¢ and j is successful, 0 otherwise.

l

Generally, the satisfaction s f;; can also keep into account other factors in addition

to the contribution of security, such as throughput TPZZJ and delay Déj. In such a

l

case, the expression of sf;; is the following:

s z'lj = thfilj + ¢szlj + O-Déj (4.2)

Equation (4.1) is considered for computing the satisfaction of the interaction
to specifically focus on security. In fact, by assigning the good transmission flag
calculated by the gNB as the satisfaction value, we have a correct and objective
evaluation of the occurred data transmission.

The second parameter needed to evaluate the transaction between the specific

l

pair of nodes ¢ and j is sw;;, that represents the importance (or relevance) of i’s [t

interaction with j. It is used to discriminate important transactions from irrelevant

ones [142, 143, 144, 148, 149]

L

ij» that represents

The last term to consider for evaluating the interaction is sd

lth

the decaying factor of i’s I" interaction with j [142, 143| that is expressed as:

Mt Vg if In(jt —t']) > 1

S0, = (4.3)

l .
Hon; TV otherwise

Looking at Equation (4.3), sh;; indicates the size of i’s service (interaction)

history with 7, that is the total number of interactions occurred between i and j
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[142|, while [ represents the number of the current interaction between ¢ and j, ¢
is the actual time, and ¢/ is the occurrence time (generation time) of the current
interaction. Also the existence condition of the logarithm is imposed, that is |t —
t!] > 0. Variable p and v represent the weights of the two contributes and must
be set on the basis of the scenario under investigation. In particular, the first
contribution of the decaying factor takes into account the number of interactions
occurred after the one under analysis (current validity of the interaction), while the
second contribution accounts for the time elapsed from the considered interaction
(recency of the interaction). The first term is derived from [142], while the second
from [143]. In particular, the first contribute is important in scenarios in which
many interactions occur in a short time interval. In fact, even if an interaction took
place recently, since other interactions occurred later, it may be not consistent with
the current situation. The second contribution has been added because it can allow
to account also for cases where not many interactions occur. In these scenarios,
the interaction considered may be the last occurred between that specific pair of
nodes, but the same can be no longer trustworthy if it happened a long time ago.
By merging these two contributions, as explained above, a decaying factor that can
more accurately consider both the decay phenomena is expected.

The competence belief and the integrity belief constitute the direct contribution
of the service trust and are expressed as a function of the parameters introduced so
far. The service competence belief measures how well an acquaintance satisfied the
needs of past interactions [142].

Sh“(s lsw§j55ﬁj)

SCbZ‘j = l:ih-- ] (44)
=1 (Swéjs%‘)

This term is fundamental because it stores the past history of the transactions
occurred between each pair of nodes.
The service integrity belief is the level of confidence in the predictability of future

interactions [142].

shij
) (805 — SOlemy? (4.5)

1

1

.
51 s,

ij —
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Small values of integrity translate into a more predictable behavior of j in future
interactions. The idea is to consider not only the degree to which a node has satisfied
past interactions, but also the deviation in the degree of satisfaction of the recent
interactions with respect to the remote ones. The concept of predicting the degree
of satisfaction of future interactions is found in the literature in Bayesian Systems
and Belief Theory models (including Subjective Logic [151]). These models use
the Probability Density Function (PDF) and the expected values of PDFs. A less
complex way to try to calculate predictability of future interactions is by using the
standard deviation [142]|. The novelty introduced in this model is to use the standard
deviation for calculating the predictability of future interactions and to consider the
service opinion long as the mean value. The advantage is that this method is simple
and allows greater control. Furthermore, it does not resort to complex formulas (like
Bayesian Theory and Belief Theory), which also include other parameters such as
uncertainty.

The two terms used to calculate service integrity belief are service opinion long

and service opinion recent as in [148; 149]. They can be expressed as:

Llon
Do (s z’ljswéj&séj)

SOl = ~ (4.6)
’ lL:l1 (Swfjs‘szl'j)
Lree oo pl ool o8l
1 (sf;sw;:80;;

SO{]?C = l—lLTEC J b j) (4.7)

=1 (Swzl'jSCSzl'j)

They represent the long-term and the short-term service opinion of ¢ about j and
are based on the satisfaction of 7 with respect to the services provided by j. L'
represents the long-term opinion temporal window and L™ the short-term opinion,
with L!" > L and [ indexes from the latest to the oldest transaction.

So far the parameters that underlie the calculation of the direct contribution of
service trust have been described.

The first term included in the indirect contribution of the service trust is Fj,
that is the relationship factor indicating the type of relation that connects ¢ with j
[148, 149]. It represents a unique characteristic of the SIoT. The types of existing
social relationships are described in [152]: the Owner Object Relationship (OOR) is
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established between two objects that belong to the same owner and rarely include
a malicious node; the Co-Location Object Relationship (C-LOR) connects domestic
objects; the Co-Working Object Relationship (C-WOR)) links objects belonging to
the same workplace; the Social Object Relationship (SOR) is established between
objects that meet occasionally; the Parental Object Relationship (POR) is created
between objects of the same model. The process of establishment of these relation-
ships precedes the interactions, as it is mainly based on the number and duration
of previous contacts occurring between the devices. The SWIM simulator [153]
has been used with the aim of generating traces of people’s mobility. It has been
properly modified to obtain traces of the mobility of devices owned by people. A
trustworthiness value has been associated with each social relationship as shown in

Table 4.3, according to [148].

Table 4.3: Possible numerical values of social trustworthiness relationships

Relationship Description Trust
OOR Objects owned by the same person 0.9
C-LOR Objects sharing experiences 0.8
C-WOR Objects sharing public experiences 0.8
SOR Objects in contact for owner’s relations 0.6
POR Objects with production relations 0.5
No relationship 0.1

The second term of the indirect contribution is also of a social nature and is

R;; = \‘I;;:‘I’ that is the centrality of j in the life of i, where |K;;| represents the
common friends between i and j, and |V;| is the neighborhood of node i [148, 149|.
This term is very important because if a node has many relationships, it is expected
to assume a central role in the network in terms of leadership, efficiency in problem
solving, and personal satisfaction of participants. Furthermore, if two nodes have
many friends in common, it is likely that they have similar evaluation parameters
about building relationships.

The third parameter of the indirect contribution of the service trust is I;, that
is the intelligence of j, representing its computational capabilities [148, 149|. It

is a static characteristic of the objects since it does not vary over the time, but

depends only on the type of the object considered. A smart object is expected to
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have more capabilities to cheat with respect to a “dummy” object, thus leading to
riskier transactions.

As stated in Section 4.4, UE; will send to the gNB the F}; and R;; values related
to each of its neighbors. Furthermore, it sends its own I; value.

The last term constituting the indirect contribution of the service trust is the
service reputation sr;. Generally, a node can get information about the ability in
providing service of 7 by asking the opinion to other nodes that have already received
a service from j. In particular, in distributed scenarios, service reputation can be
calculated by considering only the subjective opinion of a specific subset of nodes
to which j has already provided a service. Often, this subset is the neighborhood
of the requester node ¢ since there is no trusted third party. In the considered
scenario, the gNB works as a central controller and computes the service reputation

by considering the real behaviour of the provider j as:

|V

57y = () (4.9

i 9=
where |N;| is the set of nodes that have already interacted with j and n; is the
total number of transactions in which j has supplied a service.
Finally, the service trust between nodes i and j (st;;) can be computed with the

following formula:

o _( log(shi; + 1)

o b — Bosib,.
" 1+ log(shi; + 1)) (Buschi; = Pasibu )+

(4.9)

+<1 n log(ihij n 1)) (ysrj+ €Fy; + CRi; +0(1 — 1))
characterized by this structure:
a x DirectExperience +  x Indirect Experience
where « grows and [ decreases with the number of interactions. Values of a and
( are taken from the literature [148].
Thanks to this structure, as the number of interactions increases, an increasing

weight can be assigned to the direct experience contribution. A similar structure

is used in [142, 143, 145, 146, 148, 149]. In the direct contribution, the first term

99



4.6. Performance evaluation

(service competence belief) corresponds to the direct functional trust; while, the first
term of the indirect contribution (service reputation) corresponds to the indirect
functional trust [151]. To ensure that st;; assumes values between 0 and 1, the sum
of the constants of both the direct and indirect contributions are equal to 1.

In the described model, the threshold is not considered to definitively exclude
the nodes that did not behave trustworthy, for several reasons. First of all, in any
case the model will tend to naturally assign low values of service trust to malicious
nodes, thus excluding them (not definitively) even without using a threshold. A
second reason is that, unlike threshold-based models, the presented model is able
to recover the benevolent nodes which behaved badly for a few interactions (for
example, because they have been temporarily infected by viruses). Obviously, the
recovery process is not immediate and depends on the past history of the node.
To conclude, Table 4.4 shows the weights of the parameters used to carry out the

simulations. These values are relayed by existing works [142, 148, 149].

Table 4.4: Values of the weights of parameters used to test the trustworthiness model
of SeT-D2D

Weight Parameter Value

51 Competence 1

Ba Integrity 0.5

ol Reputation 0.5

€ Relationship 0.175
Factor

¢ Centrality 0.175

0 Intelligence 0.15

4.6 Performance evaluation

The performance of the proposed protocol have been tested via the MATLAB tool.

The considered scenario consists of 100 devices uniformly distributed in a 100 m x
100 m cell. Inside the multicast group, including all terminals, a portion of devices
is served according to a CMS approach, while those in worst channel conditions
receive data via D2D connections. A NR frame with transmission numerology = 0

is considered in the simulations, that is a frame with 15 KHz subcarrier spacing
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composed by 10 slots, each lasting 1 ms. A bandwidth of 20 MHz with 100 RBs is
available. The NR frame used in the simulations consists of six slots in format 0,
three slots in format 1, and one slot in format 2, organized as in a TDD LTE frame
type 2 configuration 3. The Inband D2D mode is chosen, therefore uplink slots
are reserved to D2D communications. In downlink slots, the multicast transmission
takes place.

The following metrics are used to assess the performance of the proposed proto-

col:

e Percentage of wasted capacity on the D2D link caused by the selection of

untrustworthy transmitters.

o Mean number of non-corrupted received kbits, which indicates the amount of

data correctly downloaded in D2D, as transmitted by non-malicious relays.

e Percentage of malicious relay selection, computed as the percentage of frames,

over all simulation time, in which at least one malicious relay has been selected.

Below, before discussing the performance offered by the proposed protocol, it
is demonstrated how some features introduced in the trustworthiness model can
help overcome the drawbacks highlighted in Section 4.3. Then, the performance en-
hancement that the proposed SeT-D2D protocol can provide will be illustrated with
respect to: (i) exploiting only information derived from past interactions, thus re-
garding security (Se-D2D), and (ii) a security- and trust-unaware algorithm (D2D).
Note that the Se-D2D comparison protocol corresponds to those defined in [119],
while the D2D protocol represents a legacy D2D communication. The work of SeT-
D2D proposed approach is analysed under two different kinds of attack model. In
case of on-off attacks (inspired by [154]), malicious nodes exhibit their malevolent
nature only during on periods. Differently, receiver-selective attacks reflect the case
of a node that behaves maliciously only toward specific receivers.

As stated in Section 4.5, only nodes with an st value higher than a predetermined
threshold are considered as possible relay nodes. Figure 4-3 shows the results of an

experimental analysis carried out with the aim to define the most appropriate value
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of such a threshold. Since, under all analyzed percentages of malicious nodes (rang-
ing from 15% to 60%), the mean number of non-corrupted received kbits reaches the
highest value around the threshold value of 0.3, in all simulations results that will
be shown in the following, the threshold is set to this value. As expected, Figure
4-3 also allows to appreciate that higher amount of non-corrupted data is delivered

to receiver nodes under lower percentage of malicious nodes.

Mean Number of Non-Corrupted Received kbits

0 1 1 1 )
0.1 0.2 0.3 0.4 0.5

Threshold

Figure 4-3: Mean number of non-corrupted received kbits under varying malicious-
ness threshold for SeT-D2D

4.6.1 Proof of concept of the trustworthiness model

First, the calculation of the service integrity belief sib;; measured by node i by
referring to the service received by provider j (see Equation 4.5) is considered.
Similarly to [142], an approach based on the standard deviation has been followed
since it is simpler than the Bayesian and Belief models and allows greater control.
In Figure 4-4, the proposed approach in case service integrity belief is calculated
according to Equation 4.5 is compared with the case in which it is computed with
the SORT integrity formula proposed in [142]. The ideal case in which node j always

provides an excellent service (i.e., sf is always equal to 1 and corresponds to the
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Ground truth) is analysed. In such a condition, since the deviation in the degree
of satisfaction of recent interactions with respect to the remote ones is null, node i
expects that j exhibits the same behavior shown in the past. By looking at Figure
4-4, it can be noticed that, by using SORT, the service integrity belief tends to be
overestimated, while the service trust is underestimated. Differently, the adoption of
the presented model allows to obtain the expected service integrity belief (the curve
is always equal to 0) and a service trust very close to the Ground truth. Similar
conclusions can be drawn also in non-ideal scenarios (i.e., when node j does not

always provide satisfactory services).

Groundtruth

0.8 //"/_ef—’si ]

—=o— Our Service Trust

0.6 - — & — Our Service Integrity Belief

—=— SORT Service Trust

0.4 -
— = — Sort Service integrity belief

 e---— ———8———=a——— @ —— — & — — — 0 — — — & — — — 8— — — —

02" -
/
|
I

O o —o— b o o— o N - o

20 40 60 80 100 120 140 160 180 200
Number of transactions

Figure 4-4: Performance comparison obtained by the model presented in SeT-D2D
with different service integrity belief formulas, in a scenario with sf (service satis-
faction) always equal to 1

By focusing on the decaying factor séﬁj of the [ — th transaction between node
i and provider j (see Equation 4.3), in the literature, some models (such as [142])
consider only the cardinal contribution that keeps into account the number of trans-
actions occurred after the considered one (current validity of the interaction), while
other research works (such as [143]) focus only on the temporal contribution related
to the time elapsed from the [ —th transaction (recency of the interaction). With the
aim to provide a good approximation of the decaying factor, the presented model
considers both contributions. Two scenarios are analysed in which ten transactions

take place either in a short time interval (Fig. 4-5(a)) or in a long time interval
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(Fig. 4-5(b)), respectively. In the “short time interval” scenario, a transaction takes
place every 0.01 s. Differently, in the “long time interval” scenario there is a pause of
3600 s between the fifth and the sixth transaction. In both cases, only the last five
transactions are assumed to have sf = 1 (i.e., node i evaluates as satisfactory the
service received by j in the last five transactions). Figure 4-5(a) shows that, when
considering only the cardinal contribution (n = 1, v = 0), the weight of last five
transactions increases compared to the case in which only the temporal contribution
is taken into account (u = 0, v = 1). The curve lying in the middle represents
the case in which both contributions are considered and weights 1 and v are set,
as an example, to 0.5. Differently, by looking at Figure 4-5(b), it can be inferred
that the temporal contribution alone (1 = 0, v = 1) makes the last five transactions
more relevant. The straightforward reason for this behaviour is that, in scenarios
wherein the considered transaction is recent in time, although followed by several
further interactions (i.e. the situation represented by the “short time interval” sce-
nario), models that keep into account only the temporal contribution could reduce
the decay factor since they evaluate only the recency of the interaction. However,
the likely high number of interactions occurred after the considered one might have
led to changes that the temporal contribution alone is unable to catch. Indeed, in
this case, accounting also for the cardinal contribution would make the presented
model more effective. Differently, in scenarios in which the considered interaction
is not recent, although it is among the last ones occurred (i.e. the situation repre-
sented by the “long time interval” scenario), a higher weight given to the temporal
contribution could increase the effectiveness of the model. To conclude, both the
decay contributions should be accounted for and, in doing so, the proposed solution
becomes flexible enough to allow getting all intermediate performance levels that
lie in between the two limit cases represented above. This is achieved by properly
setting the weights p and v in the calculation of the decay factor.

As a final remark, it is worth stressing that the proposed trust model is ex-
plicitly designed for SIoT scenarios. Thanks to the presence of the intelligence,
centrality, and relationship factor parameters, it allows the calculation of an indi-

rect contribution even in the total absence of transactions (i.e., in the absence of
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Figure 4-5: (a) Short time interval scenario, and (b) Long time interval scenario for
SeT-D2D

105



4.6. Performance evaluation

service reputation), which makes it possible to mitigate the cold start problem. This
will emerge in Figures 4-6, 4-7, from the comparison between Se-D2D and SeT-D2D.
Besides, it gives weights to parameters so as to allow a greater adaptability to the

considered scenarios. This last advantage emerges in Figure 4-11.

4.6.2 Proof of concept of the SeT-D2D protocol

Fig. 4-6 shows the benefits that the proposed SeT-D2D can bring with respect to
Se-D2D and D2D in terms of mean number of non-corrupted received kbits (Figure
4-6(a)), percentage of wasted capacity (Figure 4-6(b)), and percentage of malicious
relay selection (Figure 4-6(c)) for an increasing percentage of malicious nodes. Plots
show that utilizing information deriving from security is of primary importance and
that a further considerable performance enhancement can be achieved when social
trustworthiness is also kept into account. In fact, SeT-D2D protocol is able to deliver
the highest amount of non-corrupted kbits, thus leading to the lowest percentage of
wasted capacity, thanks to the infrequent selection of malicious relay nodes.

To further prove the effectiveness of the proposed SeT-D2D protocol, Figures 4-7
show an analysis under increasing file dimension, representative of the performance
that SeT-D2D could assure in different use cases, ranging from alert messaging
to file downloading. Results testify that, for all considered file dimensions, SeT-
D2D exhibits the best performance in terms of both mean number of non-corrupted
received kbits (Fig. 4-7(a)) and percentage of wasted capacity (Fig. 4-7(b)). This

last metric is insensitive to file dimension while the former shows an increasing trend.

4.6.3 Analysis of on-off attacks

A malicious D2D transmitter could follow different attack models. In the following
analysis, the response of the trustworthiness model presented in this Chapter is
shown under three different attack rates (i.e., 30%, 50%, and 80%), indicating the
percentage of simulations over the total number of executed runs in which the relay
acts maliciously against all its receivers. These are referred as on-off attacks. Attack

simulations can be consecutive or have an irregular pattern.
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Figure 4-6: (a) Mean number of non-corrupted received kbits, (b) percentage of

wasted capacity, and (c) percentage of malicious relay selection under varying per-
centage of malicious users per cell (for the evaluation of SeT-D2D protocol)
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Figure 4-7: (a) Mean number of non-corrupted received kbits, and (b) percentage

of wasted capacity under increasing file dimension (for the evaluation of SeT-D2D
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In case of consecutive attacks, the node could exhibit its malicious behavior after
a period of time in which it hides its real nature by avoiding to carry out any attacks.
Vice versa, it could behave maliciously initially, then moving to a good behavior.
Figures 4-8 show how st;; evolves over time for the D2D pair 45 that interacted
during all simulations. The relay node behaves correctly when the attack model
profile is equal to 1. Contrarily, it performs a malicious behaviour when the profile
is equal to 0. Two complementary attack models are analyzed. In the first one,
the malicious transmitter initially performs a good behavior and then attacks all
its receivers for a number of simulations related to each attack rate (Figures 4-8(a),
4-8(b), and 4-8(c)). The opposite attack profile is considered in Figures 4-8(d), 4-
8(e), and 4-8(f)). All graphs show a trend in the value of the service trust that is
consistent with the evolution of the attack model, as the value of st;; grows as long
as the relay transmits data correctly, and begins to decrease when it exhibits its
malicious nature. This proves that the proposed trustworthiness model produces a
service trust value that reflects the nature of the node, thus representing an effective
estimate of node’s trustworthiness.

Figure 4-9 shows the trend of st;; under an irreqular attack model characterized
by a discontinuous behavior of the malicious relay due to frequent transition from

correct to corrupted D2D transmission. Also this Figure demonstrates that the
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proposed trustworthiness model is able to produce a service trust value that is

coherent with the attack model profile.

‘% st value === attack model

Service Trust Monitoring

1 4 5 8 9 10 12 13 14 15 19 20
Nsim

Figure 4-9: Service trust monitoring in SeT-D2D in case of irregular attack model

Figure 4-10 is a further proof that the trustworthiness model reacts well to both
types of attack model (consecutive and irregular) since, by varying the attack rate,
the amount of non-corrupted data delivered to the D2D receiver is similar in both
cases.

A further test of the trustworthiness model responsiveness to on-off attacks is
done by simulating a periodic attack model in which the malicious relay alternates
a good and a bad behavior at regular intervals. Figure 4-11 depicts how st;; evolves
when different (3, values are used to weigh the integrity of the D2D interacting
couple. As discussed in Section 4.5, when evaluating the direct experience in the
interaction between receiver ¢ and malicious relay 7, a proper decrease in the value
of st;; is guaranteed by an appropriate proportion between competence (i.e., scb;;)
and integrity (i.e., sib;;) values of the D2D pair (Equation (4.9)). The higher the
value of [, the greater the decrease in st;;. This may not be an advantage when a
node manifests a single malicious behavior, not necessarily intentional, as its trust

value falls considerably, making its recovery very slow. This analysis proves that
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Figure 4-10: Mean number of non-corrupted received kbits under varying attack
rate in SeT-D2D

the choice of the 5 weight is very important and must be made based on the type
of application and the severity to be attributed to incorrect behaviors. In all other

simulations, (5 is set to 0.5.

4.6.4 Analysis of receiver-selective attacks

Unlike on-off attacks, with receiver-selective attacks, a malicious relay exhibits its
bad nature at any time but not with all data recipients. Purpose of this analysis is
to observe the effect of these attacks on the reputation of the malicious node and,
consequently, on the evaluation of its service trust.

The curves in Figures 4-12 represent the service trust value referred to the inter-
acting pairs in all executed simulations. Figure 4-12(a) shows the trend of st;; for
the pair ij, where j is the malicious relay and 4 is its only victim receiver among
the three receivers that it serves. Differently, in Figure 4-12(b), st,; is computed
between the malicious relay 7 and the non-victim receiver w.

By looking at Figures 4-12, st;; has a trend which depends on the behavior
that the relay exhibits with the peer. In fact, the gNB calculates for non-victim
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Figure 4-12: Service trust monitoring in SeT-D2D between malicious relay and: (a)
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node (see Figure 4-12(b)) a service trust value that is substantially higher than
the one computed for the victim node (see Figure 4-12(a)), due to the different
direct contribution values. This proves that the higher the information available
regarding security, the lower the influence of reputation on service trust and that
the SeT-D2D mechanism is able to quickly provide a differentiated estimation of the
real malicious/non-malicious nature of the relay to victim and non-victim nodes,

respectively.

4.6.5 Security analysis

This Section is aimed at highlighting the security assurances that the SeT-D2D
protocol offers. Similar security analysis are also conducted in [119, 155, 156].

Thanks to the implementation of a symmetric encryption algorithm and a secure
key agreement between the peers, confidentiality and integrity of data transmitted
in D2D communications are ensured. Thus, data remain confidential (i.e., not un-
derstandable by unauthorized parties) and integral (i.e., not modifiable by those
who do not have the key).

As previously explained, a secret key is generated by both the D2D transmitter
and receiver through the DHKE protocol and is used for the encryption/decryption
of data sent over D2D links. The DHKE algorithm allows resistance to attacks by
eavesdroppers, since it ensures that the generated secret key is not intercepted by
malicious users.

By employing the gNB as a trusted third party in the interactions between
the D2D peers, the SeT-D2D protocol also ensures resistance to Man-in-the-Middle
attacks, which represent the DHKE’s main vulnerability.

The authentication of the nodes belonging to the multicast group is managed,
in the SeT-D2D protocol, by using the procedures described by 3GPP in [134].
Furthermore, the application of the HMAC to the messages sent by the D2D peers
to the gNB and vice versa guarantees the authentication and the integrity of the
transmitted messages. HMAC envisages the implementation of a hash function to a
particular combination of the message to be transmitted and the private key known

only by the sender and recipient. In so doing, any modification to the transmitted
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message would be easily detectable by the receiver, for which the verification process
of the message authentication would fail.

Moreover, the SeT-D2D protocol requires that the signature is implemented by
the message senders (i.e., gNB and relay nodes) in order to certify the origin of the
data and guarantee the non-repudiation of the transmitted messages.

Finally, the assurance of the privacy protection of the users is obtained by trans-

mitting their SUCI instead of the SUPI for their identification on the air interface.

4.7 Conclusions of Chapter

In this Chapter, the SeT-D2D protocol has been defined in order to foster a trusted
multicast service delivery in 5G-oriented networks through an improved version of
the CMS aided by secure D2D communications. The selection of trustworthy and
efficient D2D transmitters is the heart of the proposal, since both channel conditions
of D2D links and trust parameters affect the procedure carried out to choose the best
relay node for each D2D receiver. Furthermore, data sent via D2D communications
are protected thanks to the implementation of an encryption algorithm, for which
the keys are generated through a trusted use of the DHKE protocol.

In order to evaluate the performance of the proposed SeT-D2D protocol, a sim-
ulation campaign has been conducted by using the MATLAB tool. The comparison
with other protocols, which either do not use social trustworthiness to evaluate the
trust of the nodes (i.e., Se-D2D) or do not take into consideration at all trustwor-
thiness (i.e., D2D), shows that SeT-D2D allows a better management of network
resources, ensuring more efficient data delivery. In fact, SeT-D2D effectively guar-
antees a proper selection of trustworthy D2D transmitters, thanks to the use of a

trustworthiness model consistent with the actual nature of the network nodes.
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Chapter 5

The value of security for 5G MTC
traffic

To date, group-oriented communications have been mainly exploited for delivering
multimedia services in human-oriented communications while, in 5G cellular net-
works, objects are the main target. IoT plays a key role in 5G networks, wherein
mMTC feature a use case as crucial as challenging since cellular IoT connections
are predicted to grow heavily in the next future. To boost capacity and energy effi-
ciency, the 5G network can leverage D2D communications which are recognized as
an effective offloading technique. This is achieved thanks to the fact that, in legacy
D2D communications, data are directly sent from one device to another, avoiding
the crossing of the network. Obviously, the distributed nature of such a communi-
cation paradigm and the inherent broadcast nature of the wireless channel make it
necessary to think how to secure the so called “sidelink" transmissions. This Chapter
proposes a protocol for the efficient and reliable management of multicast services
in a 5G-oriented IoT scenario, in which security is a crucial requirement to be met.
The proposed protocol is tailored to Narrowband IoT (NB-IoT) and makes use of
D2D communications with the aim of improving network efficiency and optimizing
network resource utilization. In addition, cyber security and social trustworthiness

mechanisms are exploited to secure D2D communications.
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5.1 Introduction to Chapter

5G cellular systems are hyper-connected networks mostly consisting of pervasive
smart objects. If human communications have been the reference target in previous
generations of mobile networks, they will be hugely overtaken by communications
among objects in next-generation cellular networks. The 3GPP has specified a 5G
system architecture aimed to support a wide set of use cases, typically grouped into
three classes: eMBB, URLLC, and mMTC [57]. Focus of this Chapter are mMTC
communications, given such soaring demands for smart objects connectivity.

The number of cellular connections among objects belonging to the diversified
world of the IoT is expected to reach 4 billions by 2024 [157]. In fact, “smart-
things networks” are going to be exploited in the more disparate fields spanning
from healthcare to agriculture, intelligent transportation system, education, indus-
try, gaming, and so on. It follows that [oT networks will be composed of even-
more-intelligent heterogeneous objects which, being typically resource-constrained,
have the common feature of requiring a low energy consumption. This is why 3GPP
standardized the NB-IoT technology, optimized to guarantee longer battery life to
resource-constrained cellular devices.

In the road towards 5G systems, the increase in the number of connected objects
is complemented by the growth in demands for group-oriented communications. In
fact, although several IoT applications primarily involve the Uplink (UL) direction,
there are also many use cases, such as massive media distribution and software
update, that require the same data to be sent from the network to groups of IoT de-
vices, i.e., in the Downlink (DL) direction. To date, group-oriented communications
have been mainly exploited for delivering multimedia services in human-oriented
communications, while, in 5G networks, objects are the main target. Although
typical traffic flows involving objects are related to sensing and automation activi-
ties, multimedia applications have a great potential in the IoT ecosystem. This is
testified by the increasing interest towards the Internet of Multimedia Things, an
innovative concept according to which heterogeneous multimedia things can interact

and cooperate to achieve multimedia-based applications/services [158|. In fact, as
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also stated in [159], the target of multimedia services is shifting from traditional
TV to streaming on connected devices, such as mobile devices and monitoring de-
vices. The feasibility of delivering less-demanding multimedia IoT applications over
NB-IoT has been investigated in [160].

Actually, multicast transmissions could allow to largely weigh down latency and
energy consumption of the receiving IoT devices. The traditional way of serving
multicast traffic is the CMS, which assigns the group data rate based on the device
that experiences the worst channel conditions. As stated in [161], guaranteeing all
multicast receivers a similar performance experience is as necessary as challenging,
since the instantaneous channel condition of each device in the multicast group
varies independently. Despite using CMS all devices receive the same treatment,
the transmission is heavily constrained by the cell-edge users. As a consequence,
CMS fails to offer a high QoE, which is the quality focus of 5G networks [162]. This
is the reason why it is necessary to design effective methods for delivering multicast
services over HG networks.

The Single Cell Point to Multipoint (SC-PTM) architecture and procedures have
been standardized to deliver multicast traffic within a NB-IoT cell. Although NB-
[oT and SC-PTM are the current standards for IoT, still several features need to
be applied to further optimize the performance of IoT data delivery. In this regard,
Machine-type Multicast Service (MtMS) is proposed in [163] to define the proper
architecture and transmission procedures to manage the MTC multicast traffic. Al-
though this architecture is well-suited to IoT traffic, it does not take into account any
security problems, even though their undoubted importance in the 5G ecosystem.

Among the enabling technologies of 5G networks, D2D communications stand
out for the advantages they can bring in terms of latency, data rate, spectral and
energy efficiency, thanks to the proximity between the communicating devices [121].
As in [164], D2D communications are often established as an underlay to cellular
networks with the aim to meet the increasing demand for mobile data services,
achieve high data rates, and reduce the traffic load on the base station. On the
other hand, a clear weakness in 5G-oriented D2D communications is undoubtedly

the vulnerability to security attacks, during data exchanges. Security is one the
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main requirements of the 5G mobile networks, mainly due to the fact that many
actors are involved in the provision of services, therefore, sensitive data are exposed
to different parties, some of which may not be trusted. Moreover, softwarization is
a key technique in the development of the 5G, hence, technologies such as MEC,
NFV, and SDN are considered enabling for the future generation networks. Despite
the undoubted benefits brought by these technologies, they cause the network to be
exposed to many new security threats, which must be managed efficiently. Many
works in the literature deal with the vulnerabilities of 5G virtualization technologies
and potential solutions [38] [165] [24].

In ToT scenarios, where devices are often called upon to transmit sensitive data
through insecure wireless channels, this flaw pushes to look for highly effective mech-
anisms for both data confidentiality and integrity guarantee, user authentication and
authorization, and device protection. This problem has been tackled in [166], where
a protocol intended to secure D2D communications is defined in which D2D peers
generate a private encryption key by using a trusted version of the DHKE protocol.
The public keys exchange is then mediated by the base station that acts as a trusted
third party. The main drawback of the presented protocol is that there is no way
to disclose the bad nature of the nodes before they exhibit their malicious behavior.
Furthermore, the proposed protocol is not properly tailored to the IoT domain, in
which the presence of resource-constrained devices poses specific challenges.

In this vein, this Chapter proposes the MtMS with secure and trust D2D (MtMS-
stD2D) protocol, specifically designed for the highly reliable delivery of multicast
traffic to a set of machines in IoT scenarios. It leverages D2D communications over
sidelinks, coupled to a secure mechanism based on the DHKE protocol. It is worth
mentioning that sidelink is defined in [167] as the interface between UEs for sidelink
communications, which also include the D2Ds, thus it is the link over which the
communication between devices in prorimity occurs.

The main contributions of this Chapter are the following:

e the architecture presented in [163] is enhanced by the inclusion of secure
sidelinks, aimed at improving the performance of the multicast transmission,

while ensuring protection of data transmitted in D2D;
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e the security protocol described in [166] is strengthened by the possibility to
estimate the reliability of nodes also before they perform a malicious behavior,
thanks to information on the social relationships established among nodes in

the network;

e an analysis of the protocol feasibility in terms of energy consumed to imple-
ment the proposed solution on resource-constrained nodes of a NB-IoT net-
work, such as those that populate IoT scenarios, is carried out in order to
determine which kind of use case could take advantage from the MtMS-stD2D

architecture.

The remainder of the Chapter is organized as follows. In Section 5.2, the research
background is presented. Section 5.3 illustrates the scenario under investigation,
while Section 5.4 describes in details all MtMS-stD2D procedures. Obtained results

are shown in Section 5.5, while conclusive remarks are given in the last Section.

5.2 Background

This Section starts with the description of the basics of NB-IoT, the cellular technol-
ogy which is the reference of the proposal of this Chapter. Then, the management
of multicast transmissions in NB-IoT will be discussed. Afterwards, research works

related to security will be surveyed.

5.2.1 The NB-IoT technology

NB-IoT is a cellular technology, first defined in 3GPP Release 13, designed to meet
the requirements of low-cost IoT devices located in weak-coverage signal areas. En-
ergy saving, coverage extension, and capacity increase are among its main benefits.
It can extend device battery lifetime by up to 10 years, improve coverage by 20 dBm
compared to LTE, and manage the massive capacity of IoT scenarios [168|.
NB-IoT is not the only solution in licensed spectrum proposed for IoT applica-
tions, as two other alternative technologies actually exist: LTE for Machines (LTE-

M), also introduced in 3GPP Release 13, and Extended Coverage Global System
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for Mobile Communications (EC-GSM), created from the GSM standard. NB-IoT
stands out for the reduced amount of required resources. In fact, only 180 kHz of
bandwidth can be used for both downlink and uplink. This choice makes NB-IoT
compatible with other technologies. It can be implemented in a 200 kHz GSM carrier
or, within an LTE carrier, using a 180 kHz Physical Resource Block (PRB).

NB-IoT can be deployed by choosing among three different operation modes: (i)
in standalone mode, it is implemented as a dedicated carrier, using one of GSM; (%)
in in-band mode, it is deployed inside an LTE carrier, occupying one or more PRBs;
(111) in guard band mode, it can use the frequencies of the LTE carrier guard bands.
As regards the in-band and guard-band modes, resources must be properly assigned
to NB-IoT not to create interference with legacy LTE signals. Therefore, although
NB-IoT is an independent RAN technology, it is compatible with the previous ones,
because it offers a good flexibility in the implementation.

The physical layer of NB-IoT is characterized by innovative features, required
for the management of the narrow bandwidth. In Release 13, the Frequency Di-
vision Duplexing (FDD) mode is required. Thus, in NB-IoT, uplink and downlink
are frequency divided. In addition, half-duplex mode is supported by devices that,
therefore, can not simultaneously receive and transmit. In the downlink, NB-IoT
supports OFDMA with 15 kHz subcarrier spacing. A frame is composed of ten
subframes, each lasting 1 ms, and each subframe is composed of two 0.5 ms slots.
Therefore, the downlink transmission scheme is the same as that of LTE. In the up-
link direction, the SC-FDMA is used and both single-tone and multi-tone transmis-
sions are feasible. For the single-tone transmission, it is possible to choose between
a 3.75 kHz or 15 kHz subcarrier spacing. If the 3.75 kHz option is selected, slot will
last 2 ms. Multi-tone transmission modes are the same as those of the LTE uplink:

15 kHz subcarrier spacing with 0.5 ms time slot [169].

5.2.2 Multicast support in NB-Io™T

SC-PTM has been standardized by 3GPP to manage multicast transmissions in NB-
[oT networks. It extends the MBMS standard, from which it inherits many features,

including procedures.
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The main nodes of the MBMS architecture are: the BM-SC, which is the source
of the multicast content and is responsible for the initialization of the MBMS session
and for some security functions, such as the management of the authorizations for
the MBMS subscribers; the MBMS-GW, which is in charge of forwarding MBMS
packets to the Base Station (BS) involved in service delivery; the MCE, which has
to manage admission control and radio resource allocation to the BS [124].

MBMS service is subscription-based and it foresees the implementation of the
following procedures: subscription, service announcement, joining, MBMS notifi-
cation, session start, data transfer, session stop, and leaving. Devices subscribe
to the network their interest in receiving MBMS services and the network peri-
odically announces them the available services. A device, interested in receiving
a certain service, joins the multicast group to which the service will be offered,
through the joining procedure. Subscribed devices must constantly monitor the
Multicast Control Channel (MCCH) for service information and listen for future
service announcements. Despite the many advantages that MBMS can bring to cel-
lular networks [170], this latter aspect is one of the most critical for IoT networks,
since it can affect the Discontinuous Reception (DRX) cycle of the IoT devices and,
therefore, cause a relevant energy wastage. For these reasons, SC-PTM procedures
have to be modified in order to properly meet the requirements of the NB-IoT

resource-constrained devices [171].

5.2.3 Securing communications

In [57], among the listed 5G requirements, improved security mechanisms, that can
work effectively in the presence of a likely huge amount of data transmitted over cel-
lular networks, are recommended. In the IoT landscape, devices often communicate
sensitive data over the insecure wireless channel, thus, security and privacy require-
ments have to be satisfied to guarantee both data and device protection [172]. Many
works in the literature deal with the security problem in the 5G mobile networks,
the most significant of which are collected in [50|. Among the different covered
topics, the authors highlight the most effective solutions proposed in the literature

to overcome some challenging security issues. Solutions are grouped in access con-

121



5.2. Background

trol, authentication, communication, and encryption areas, the same targeted by
the protocol proposed in this Chapter.

In the 5G network, D2D communications are a widely accepted technology for
enhancing spectrum efficiency, improving network resource utilization, and extend-
ing battery lifetime [121]. However, as also stated in [118], the establishment of
secure D2D communications is a critical point, because of the additional problems
caused by the fact that data are exchanged directly between devices in proximity.
A malicious transmitter may decide to drop the data packets directed to the D2D
receiver or may modify them, without the network or recipient being aware of the
misbehaviour.

Among proposals for securing D2D communication, an interesting solution is
presented in [119]|. This is the work that inspires the protocol presented in [166],
which satisfies many security requirements, such as non-repudiation, authentication,
authorization, confidentiality, and integrity. It uses some security mechanisms, such
as encryption, HMAC, and signature to manage the messages exchanged between
the two peers involved in direct communication. To this aim, the encryption of
transmitted data is performed through a symmetric (i.e., private-key) encryption
algorithm. The private key is generated through an enhanced version of the DHKE
protocol. The enhancement consists in charging a trusted third party (i.e., the BS)
to manage the public keys necessary for the generation of the secret key. In detail,
the DHKE algorithm states that each of the two peers, involved in the generation
of the secret key, produces a preliminary public key to be sent to the other, so that
it can calculate the same private key. According to DHKE, the peer ¢ can compute

the secret key K;; as follows:

Ky = Y7 mod g = () mod g = o™ mod g (5.1)

Xi mod ¢ is the public key of peer j, a is a fixed primitive element

where, Y; = «
of GF(q) and ¢ is a prime number (both known to the two involved peers), X; and
X are independent random numbers respectively chosen and kept secret by peer i
and peer 5. Similarly, peer ; computes the same secret key thanks to the knowledge

of Y;, that is the public key of peer i:
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Kij = Y mod ¢ = ()% mod ¢ = ™ mod ¢ (5:2)

7

In legacy DHKE, the peers directly exchange their public keys. Differently, in
the proposed enhanced version, each peer sends its public key to the BS, which will
forward it to the other peer, following a request coming from it and only after having
verified its identity and legitimacy to request for that information. The literature
on the subject confirms that these design choices are well suited to IoT scenar-
ios, like the one examined in this Chapter. In fact, many research works assume
the intervention of a trusted third party in the key generation mechanism between
resource-constrained devices [173] or of a centralized security framework to detect
incoming attacks [174]. In [175], the authors propose GT-QoSec, a game-theoretic
joint optimization of QoS and security in Heterogeneous Networks (HetNet) that
can also serve a large number of devices requesting various types of applications. In
this scenario, the eNB implements intrusion detection techniques to monitor threat
levels of the network and plays a key role in ensuring adequate security ranks to each
device. Regarding the choice of symmetric encryption, many works in the literature
confirm that this is the best choice for resource-constrained devices. Works [176]
and [177] proposed symmetric encryption algorithms, that are less demanding in
terms of energy consumption compared to an asymmetric approach.

So far, the advantages of the algorithm presented in [166] have been illustrated
in order to legitimize whether this algorithm is partly used also in the protocol
presented in this Chapter. In fact, similarly to [166], the presented protocol exploits
an enhanced version of the DHKE protocol, where the BS acts as a trusted third
party in order to avoid the Man-in-the-Middle attack, a well-known vulnerability
of DHKE. In this proposal, the BS contributes to the establishment of secure D2D
communications and to the detection of any malicious behaviour of devices that may
have been intentionally deployed for breaching network security. Since both DHKE
and D2D communications are distributed by nature, the BS (already in charge
of delivering data from/to devices) also exploits, at a global level, any security
information gathered by devices in local data exchanges. In order to enhance the

protocol presented in [166], it was necessary to think about how to reduce the number
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of undetected malicious devices selectable as D2D transmitters (or relay nodes). So,
in addition to [166], the prtocol presented in this Chapter foresees that the BS
implements a careful selection of the D2D transmitters by considering, not only the
malicious behavior of the nodes that have already played the role of relays, but also

taking into account the “social” reputation of the devices within the network.

5.3 System model

This Chapter considers an IoT scenario, wherein the MTC multicast traffic is man-
aged through the proposed algorithm, named MtMS-stD2D. D2D communications
are established between devices directly served by the BS and the terminals ex-
cluded from the multicast transmission, because of their adverse channel conditions.
A secure protocol is implemented over sidelinks in order to protect the transmitted
data. The protocol aims to avoid giving a forwarding role to devices that exhib-
ited a malicious behavior in the past. Since a node cannot be considered as “not
secure” (i.e., unreliable) until it behaves maliciously, the protocol also estimates the
reliability of network nodes by leveraging a simple, yet effective, trust model avail-
able from the literature and based on the SIoT paradigm [152]. Social relationships
that can be established among nodes are: POR, among objects created by the same
producer in the same period; C-LOR, that affects smart things that always work
in the same place; C-WOR, between objects that collaborate to achieve a common
goal; OOR, that binds objects owned by the same holder; SOR, due to the meeting,
sporadic or continuous, of the owners of the objects, that consequently get in touch.
Examples of applicative use-cases that could benefit from the presented protocol
are massive media distribution, software update of a group of machines owned by a
customer/Tenant, or delivery of alerting messages.

A common trend in cellular technology is to deploy femtocells which are small, in-
expensive, and low-power base stations that represent a cost-effective means of data
traffic offloading from the macrocell. Femtocells are generally consumer-deployed
and connected to their own wired backhaul connection. It is expected that 70% of

wide-area [oT devices will use cellular technology in 2022 [178]. Thus, it appears
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clear that femtocells will play a significant role in the next-to-come scenario, and
will drive the fast realization of the IoT, because of their ability to provide high data
rate services in a less expensive manner [179]. For this reason, a femtocell is con-
sidered for the formulation of the MtMS-stD2D protocol, in which an Home-evolved
NodeB (HeNB) provides connectivity to a small-cell of devices, thus guaranteeing
latency and energy consumption reductions and improving coverage and reliability
compared to the traditional macrocell. In particular, NB-IoT is exploited for radio
links between the HeNB and devices, whereas proximity-based transmissions (i.e.,
D2D) are established among devices in mutual proximity. The idea to investigate is
to offload the portion of traffic that cannot be handled by NB-IoT via short-range
sidelinks. The motivation behind this choice is that, by utilizing a low-power tech-
nology, energy consumption of the devices can be reduced, even if the lack of support
of D2D communication in NB-IoT must be obviated. Thus, it is assumed that the
relay nodes are equipped with two radios: a NB-IoT interface, connecting the relay
node to the HeNB, and an LTE-A radio, for the direct communication with cell-edge
users. This assumption is realistic since [oT devices are currently equipped with a
wide range of radio technologies, that include both long- and short-range connec-
tivity, such as Long Range (LoRa), LTE, NB-IoT, Bluetooth, and LTE Cat-M1.
This requirement can be seen as a further “hardware constraint” in the relay node
selection process.

The MtMS-stD2D architecture, depicted in Fig. 5-1, derives from the MtMS
architecture (defined in [163]) and properly enhances it to support secure D2D com-
munications. It is composed of the following nodes: HeNB, which provides con-
nectivity to a small-cell of devices; HeNB gateway (HeNB-GW), which aggregates
control and data traffic of various HeNBs; MtMS serving center (MtMS-SC), im-
plemented at the Service Capability Server (SCS), it is responsible for initializing
the MtMS session, obtaining the multicast content and the information about the
receiving devices; MtMS coordination entity (MtMS-CE), which manages the join-
ing procedure by paging the indicated devices; MtMS gateway (MtMS-GW)), which
receives data from the MtMS-SC and forwards them to the cells with paged devices.
MtMS-GW and MtMS-CE are implemented at the HeNB-GW.
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Figure 5-1: Reference architecture of MtMS-stD2D protocol

Despite the proposed MtMS-stD2D architecture strictly relies on the presence of
the HeNB, it does not pose severe scalability problems. First of all, the number of
devices under coverage of the HeNB is limited, since femtocells are considered. In
addition, not all devices in the cell must implement the security protocol; in fact,
only D2D communications, which involve a limited portion of devices over the total
number of nodes in the femtocell, are designed to be secured.

In view of the goal of serving resource- and energy-constrained IoT devices, the
overhead introduced by the proposed security mechanism, which is then evaluated

through an energy consumption analysis, needs a keen attention.

5.4 MtMS-stD2D

In the reference IoT environment, resource-constrained devices have to receive mul-
ticast data from the network. In many IoT scenarios, the UL direction is the most
analyzed, since IoT devices are assumed to have the task of sending data to the
network (sensing). Actually, use cases such as massive media distribution, software

update, and delivery of alerting messages are equally important and frequent in
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IoT. For this reason, this Chapter focuses on procedures for efficient and secure DL
service delivery.
The procedures and sub-procedures of the MtMS-stD2D protocol are described

below and summarized in Table 5.1.

Table 5.1: Procedures and sub-procedures of MtMS-stD2D protocol

Procedures Sub-procedures

A) Subscription
B) Initialization

C) Joining 1) Paging

) Random access

3) D2D pairs selection

4) Service request

5) D2D pair announcement

D) Data transfer 1) Multicast transmission
) stD2D communication
3) Report
4) Public key exchange
)

Alarm beacon or null

E) Session stop

5.4.1 Subscription

The subscription procedure is performed by the service provider. For example, in
the case of massive media distribution, it is realistic to assume that the owner of
devices communicates to the network which devices must receive the multimedia
data. This allows energy saving, since it prevents devices from interrupting their

DRX cycle to monitor service announcements.
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5.4.2 Initialization

MtMS-SC is responsible for the initialization of the MtMS session. It receives data
from the service provider and forwards them to the MtMS-GW.

5.4.3 Joining
Paging

The joining procedure starts with paging, aimed at waking up the subscriber devices
before data transmission. The MtMS-stD2D protocol includes an enhanced DRX-
based group paging, which consists in the creation of subgroups of devices to be
paged on the basis of their DRX cycle, at different times. The HeNB is in charge
of performing paging to wake up target subgroups of devices, when necessary, since
it is assumed that the network is already informed on which devices should receive
the multicast data. This assumption is realistic in IoT scenarios, since one of the
main applications of group-oriented communications are massive media distribution
and software update. In these cases, the service provider (e.g., the owner of the
devices) can communicate to the network which devices must receive the service.
The enhanced DRX-based group paging allows to: (i) minimize the number of
multicast transmissions required to deliver data to all devices in the cell, and (i)
prevent the waste of energy caused by the interruption of the DRX cycle for service

announcements monitoring.

Random Access

Whenever a subgroup is paged, the awakened devices must perform the random
access procedure to synchronize with the network. On this occasion, each device
also sends information about: (i) the conditions of the direct channel towards the
HeNB (i.e., CQI), (i) the CQIs of the sidelinks which connect it to the nearby
nodes in the network (i.e., D2D CQls), and (74) the values of social relationships

with other network nodes to allow HeNB estimating nodes’ reliability.
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D2D pairs selection

This phase represents the heart of the proposal of this Chapter, since it involves the
use of social trustworthiness and security metrics in the selection of D2D transmit-
ters. Based on their CQI, the network determines which devices to serve directly
and which to serve in D2D. In selecting the best D2D transmitters for the given
receivers, the network, particularly the MtMS-CE, considers both the reliability of
the possible relays and the D2D CQIs. In [114], the authors demonstrate the con-
venience of considering the conditions of the D2D channel in the selection process
of the best transmitter for a given receiver. First, the MtMS-CE computes the

reliability value for each possible relay as:

SRF!, MDCE' =0
NRV} = (5.3)

MDC;, MDC; ' #0

where:
e NRV} is the Node’s Reliability Value referred to node k at time instant ¢.

e SREF}] is the Social Relationships Factor for node & at time instant ¢ It
derives from the social relationships between node k and the other nodes of
the network. In fact, as in [180], a value € [0, 1] is assigned to each type
of the five social relationships discussed in Section 5.3. The kind of social
relationship established between network nodes affects their reputation as long
as a node exhibits a malicious behaviour when working as a D2D transmitter.
For this reason, the SRF value has a great impact on the protocol performance
especially in the early stages, when very few D2D communications have been

set up.

e MDC} ! is the Malicious D2D-transmissions Counter of node k before the cur-
rent time instant. More details on this counter will be given below. Briefly, it
may be a value € [0, 00), representing a measure of non-reliability of the node,
since it tracks the number of times the node, selected as a D2D transmitter,

behaved maliciously.
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The MtMS-CE bans as non-eligible for the role of relays all nodes for which
NRV > 1, because they evidently behaved maliciously at least in one D2D trans-
mission. Afterwards, it splits eligible devices in three priority classes based on their
NRVs: high, medium, and low. The MtMS-CE checks the D2D CQIs between the
possible relays, belonging to the high class (i.e., the most reliable), and the D2D
receivers. If there is a relay for each receiver, the selection ends. Otherwise, MtMS-
CE considers the medium priority class. Only if no relay is found among the nodes
with medium reliability values, then MtMS-CE considers the low priority class. In
case MtMS-CE cannot find a transmitter for each recipient, D2D communications

are not established and all network nodes are served via CMS.

Service request

In order to guarantee confidentiality and integrity of data transmitted over sidelinks,
a secret key is generated by each transmitter and receiver by performing the DHKE
protocol, as in [119]|. The exchange, between the peers, of the public keys, required
for the generation of the same secret key, is always mediated by a trusted third
party, that is the HeNB. The D2D receiver, DEV;, sends a service request message
to the HeNB to communicate its identity and the public key generated for the
implementation of the DHKE algorithm. In this and in the following messages
exchanged between a device and the HeNB, the use of message authentication (i.e.,

HMAC) is envisioned for the integrity and authentication of each message.

D2D pair announcement

After receiving the service request message, the HeNB authenticates the requesting
device in the normal cellular communication mode, checking if its ID is registered. In
the positive case, the HeNB has to perform the D2D pair announcement, informing
both the D2D receiver (i.e., DEV;) and the D2D transmitter (i.e., DEV}) of their
imminent communication. Thus, it sends to each peer the identity of the other.
Furthermore, it sends to DEV} the public key received by DEV; during the service

request step.
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5.4.4 Data transfer
Multicast transmission

As previously mentioned, during the initialization procedure, the service provider
sends multicast data to the MtMS-SC, which forwards them to the MtMS-GW.
The latter signs data before sending them to the HeNB. This way, it will always be
possible to recognize the original data from the service provider. When data arrive
at the HeNB, it performs the multicast transmission to the first paged subgroup by
using CMS.

Secure-D2D (sD2D) communication

When DEV;, which belongs to the served subgroup, receives data from the HeNB, it
already knows it has to forward them to the previously notified D2D receiver; so, it
carries out all the operations necessary to guarantee a secure D2D communication.
In order to ensure confidentiality and integrity to data packets sent over sidelink, it
encrypts them with a symmetric encryption algorithm using the secret key generated
through the DHKE algorithm. In addition, it reports in the message its identity
(i.e., ID;) and signs it before sending it to the D2D receiver. This guarantees

non-repudiation.

Report

As mentioned, the HeNB acts as a trusted third party in the public keys exchange,
required by the DHKE algorithm for the two peers to generate the same secret key.
To this aim, the relay node sends the HeNB the public key used in the previous step

to derive the encryption key.

Public key exchange

After receiving data, DEV; first verifies the identity of the transmitter. To this aim,
it compares the identity reported in the message received over sidelink by DEV] (i.e.,
ID;) with that communicated by the HeNB. If they do not match, the packet is

dropped; otherwise, it proceeds with next steps. Afterwards, it checks the signature
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of the transmitter and, if it is valid, data are considered good because sent by the
entity corresponding to /D;. Once the identity of the sender is verified, DEV; needs
to generate the decryption key to obtain the plaintext. Thus, it sends a public key

request message to HeNB.

Alarm beacon

Thanks to the reception of the public key, DEV; can get the private key and obtain
the plaintext data. To verify the origin of data, it also checks the signature of
the MtMS-GW and, if it is valid, data are accepted, otherwise, it is possible that
data have been tampered. In this case, DEV; must send to the HeNB an alarm
beacon as the evidence of the fake message and to track the malicious attacker. The
HeNB waits for the beacon for a AT time after sending the public key to DEV;, if
any alarm beacon arrives during this time interval, then the HeNB first checks the
validity of the signature of the MtMS-GW. If the signature is invalid, it assumes
that the message did not come from the service provider and may be fabricated by
the transmitter. So, HeNB also verifies the validity of the signature of the relay
node to ensure that the fake message comes from the entity corresponding to 1.D;.
One counter is stored by the HeNB to track any malicious behavior of D2D relay
nodes: the MDC. In case of a malicious transmission by DEV;, HeNB increments its
MDC by one. This counter contributes to define the node’s reliability, as explained
in Section 5.4.3.

5.4.5 Session stop

The MtMS session is completed when data are sent to all devices initially subscribed.

5.5 Performance evaluation

5.5.1 Security analysis

The features of a D2D communication make it willing to various security threats.

3GPP has released T'S 33.303 in which it describes the security procedures that can
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be implemented in Proximity-based Services (ProSe), in particular for the public
safety use case [181|. The protocol presented in this Chapter aims at optimizing
the encryption key generation procedures also making them eavesdroppers proof.
Hence, first, the security requirements for reliable D2D communications are listed
and, then, which of these requirements are met by the MtMS-stD2D protocol will
be highlighted.

e Data confidentiality and integrity. Confidentiality prevents data from being
accessed by unauthorized entities. Data integrity avoids an attacker from

tampering data transmitted in a private communication.

o Authentication. It is important for identifying the entities that perform ac-
tions. It allows the association of identification credentials with the entity that

owns them.

e Privacy. The protection of information related to network users concerns the
privacy assurance. In the age of General Data Protection Regulation (GDPR),
this is a fundamental requirement in many contexts, such as eHealth and smart

wearables.

e Non-repudiation. The non-repudiation of an action is important for the detec-
tion of malicious entities. If this requirement is met, a malicious user cannot

deny having done a bad deed, so network can possibly punish it.

The main contribution to security offered by the MtMS-stD2D protocol is the
reliability assurance: thanks to the proposed selection mechanism, it is very likely
that a reliable and efficient relay will be selected to forward data through D2D com-
munications over sidelinks. As regards the protection of data packets transmitted in
D2D, their confidentiality is guaranteed by the implemented symmetric encryption
algorithm, while their integrity is assured by the use of the HMAC. The construction
of the HMAC, in fact, implies that only who knows the used private key (i.e., in the
MtMS-stD2D protocol, the owner device and the HeNB) can modify the message; in
this way, also the authentication of the message is achieved, because only the owner

of the private key can have generated it. Furthermore, thanks to the signature im-

133



5.5. Performance evaluation

plementation, non-repudiation is accomplished. This is particularly important in
the sD2D communication step (see Section 5.4.4), when the relay has to sign data
before transmitting it to the D2D receiver. Once the signature has been checked, if
it is successful, the relay can not deny that it was the origin of data transmission
and, if it has been malicious, the network is able to take into account its bad deed.
Finally, it is worth mentioning that, in the MtMS-stD2D protocol, the exploitation
of the BS as a trusted third party is an additional security guarantee, since, by cen-
tralizing the security control, it is possible to avoid attacks by distributed devices,
such as Man-in-the-Middle and byzantine generals problem. The fact that the BS is
fundamental for the existence of the network implies that it is also the most secure

and protected node, lowering the risk of central entity vulnerabilities.

5.5.2 Simulation results

The performance of the proposed protocol have been tested via the MATLAB tool.

The considered scenario consists of 1000 devices distributed in the edge of a
circular NB-IoT cell with a 1000 m radius. Inside the multicast group, including
all terminals, a portion of devices is served according to a CMS approach through
NB-IoT, while those in worst channel conditions receive data via D2D connections.

According to NB-IoT specifications, a bandwidth of 180 kHz is available for the
communication between HeNB and device, and the in-band mode is deployed. As
regards D2D communications on LTE-A, a bandwidth of 20 MHz, which corresponds
to 100 RBs, is available. A TDD LTE frame type 2 configuration 3 is used. Each slot
(or TTI) in the frame lasts 1 ms, so the entire frame has a duration of 10 ms. The
Inband D2D mode is chosen, so uplink slots are reserved to D2D communications.
In downlink slots, the multicast transmission takes place.

Simulations are conducted by varying the percentage of malicious devices and
the dimension of the downloaded file. In particular, file dimension varies from 5 kb
to 10 MB in order to analyze the performance of the proposed protocol (shown in
the graphs as stD2D) in different use cases, spanning from alert messaging to high
dimension file downloading. Security messages dimension is set according to [119].

Finally, for purely simulation purposes, an almost ideal situation has been considered

134



5.5. Performance evaluation

in which devices send to the HeNB accurate values of trustworthiness, computed as
in [148]. In particular, values in the range [0,0.4] and [0,1]| are respectively assigned
to malicious and non-malicious nodes with the ultimate goal to select the most
reliable nodes to work as relays.

The following metrics are used to assess the performance of the proposed proto-

col:

e Percentage of wasted capacity on the sidelink, caused by the selection of un-

reliable transmitters.

o Mean number of non-corrupted received kbits, which indicates the amount of

data correctly downloaded in D2D, as transmitted by non-malicious relays.

e Average wasted energy by D2D receivers. In the D2D protocol (without se-
curity) the waste is caused by the reception of data sent by malicious relays;
in the proposed protocol (stD2D) the waste is caused both by sending the
data necessary to secure D2D communications and by receiving data sent by

malicious relays.

e Percentage of energy consumed to secure D2D communications, computed with
respect to the total energy required for the operation of D2D relays and re-

ceivers in the proposed protocol.

e Energy consumed to download data, computed for the stD2D protocol and in
the case where data are sent directly by the HeNB to the node, in unicast

mode (without D2D and security).

All these metrics are related to security assurance, since they measure at which
extent the protocol is able to select reliable relays and limit the waste of device
resources.

In Figures 5-2 and 5-3 three possible implementations of the D2D communication
are compared: in the D2D case, the communication takes place without security; in
the sD2D case, the reliability of network nodes keeps into account only the respective

stored MDCs; in the stD2D case, the D2D communication is secure and the node’s
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reliability is based both on security and social trustworthiness. The dimension of
the file to download is set to 500 kb.

Figure 5-2 shows that considering both security and social trustworthiness to
evaluate the reliability of devices is the winning strategy, as it guarantees practi-
cally no data loss. Figure 5-3 confirms this claim. In fact, it shows that the proposed
protocol allows to download practically the whole 500 kb file even with 60% of ma-
licious devices. This happens because almost only non-malicious relays are selected

as forwarding nodes towards D2D receivers.

Percentage of Wasted Capacity [%]

15 30 45 60 75
Percentage of malicious devices [%]

Figure 5-2: % of wasted capacity vs. % of malicious devices (for the evaluation of
MtMS-stD2D protocol)

Figure 5-4 depicts the amount of energy wasted, on average, by D2D receivers for
operations other than receiving useful data. The power consumption values are set
as in [182]. In particular, the energy in the D2D protocol (which does not provide
security in direct communication between devices) is wasted by the receiver that has

to download useless data, as transmitted by a malicious relay. It is computed as:

E malicious

5.4
Etotal ( )

Ewasted, D2D —

As regards the stD2D protocol, the energy waste is caused by both the reception

of useless data sent by a malicious relay, and the transmission of the data needed to
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Figure 5-3: Amount of data correctly transmitted in D2D (i.e., by non-malicious
relays) vs. % of malicious devices (for the evaluation of MtMS-stD2D protocol)

implement the security mechanism to both HeNB and forwarding node. The energy

wasted in this case is calculated as:

Ernalicious + Esecurity

Etotal

(5.5)

Ewasted, stD2D —

As shown in Figure 5-4, the energy waste for D2D protocol increases with the
percentage of malicious devices in the network, as the number of D2D malicious
transmitters is higher. Differently, stD2D exhibits a constant trend, indicating that
the energy waste is caused mostly by the contribution Egecurity. In fact, unlike
Eaticious, this does not depend on the percentage of malicious devices.

Figure 5-5 shows the total energy consumed by devices to secure D2D commu-
nications in the stD2D protocol. Results show, as expected, that securing D2D
communications is a high energy-consuming task. However, it is important to point
out that, without any security mechanism, some nodes will likely discharge their
battery in the reception of corrupted (thus non-useful) data. This can be inferred
by Figure 5-4. D2D receivers must handle more security data with respect to relays
because the proposed protocol mainly requires the receivers to exchange information

with the HeNB. Hence, the total energy consumption is greater for D2D receivers
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Figure 5-4: Avg. wasted energy by D2D receivers vs. % of malicious devices (for
the evaluation of MtMS-stD2D protocol)

than for relays.

Figure 5-6 shows the energy consumption computed for stD2D and in the case
of direct transmission (e.g., unicast), where data are sent directly by the HeNB to
cell-edge devices (i.e., D2D links are not established). The graph shows that the
stD2D protocol can offer greater advantages in terms of energy saving as the file
dimension increases.

By summarizing, Figures 5-4, 5-5 and 5-6 highlight that stD2D protocol is able to
guarantee the establishment of secure D2D communications while being not energy
demanding, especially in case of large files.

It is worth noting that reliability, considered as the result of both social trust-
worthiness and security, is the main parameter that the proposed MtMS-stD2D
protocol considers in the selection process of relay nodes. Despite the presented ap-
proach shows the best performance results, there is the possibility that relay nodes
considered unreliable are not malicious, as well as the opposite case. An ineffective
relay selection can worsen the performance of the D2D transmission, as efficient re-
lays could be discarded, due to their low reputation, leading to possible throughput
wastage, or unreliable nodes could be selected as data forwarders with a consequent

data loss. The proposed protocol is 100% effective in the detection of malicious re-
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Figure 5-6: Energy used to download data under increasing file dimension (for the
evaluation of MtMS-stD2D protocol)
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lays when the NRV is based on the MDC value, as only the nodes that have shown
malicious behaviour in the past are considered ineligible as D2D transmitters. Dif-
ferently, when NRV is based on the SRF, an error is possible in the evaluation of the
nature of the nodes, since the social relationships, which determine their reputation,

could provide incorrect information.

5.6 Conclusions of Chapter

The MtMS-stD2D protocol, proposed in this Chapter, manages the delivery of multi-
cast data to a group of IoT devices. Secure D2D communications to the edge-devices
are established, over sidelinks, to improve the performance of the multicast trans-
mission for the entire network. The security of D2D communications is guaranteed
by using various means. First, D2D relays are selected based on their reliability,
measured taking into account both security and social trustworthiness factors. Sec-
ond, the DHKE protocol is used to generate the secret key used for encryption and
decryption of data transmitted in D2D. This guarantees data confidentiality and
integrity. Third, the protocol includes an exchange of messages that allows tracking
any misbehaviour by malicious D2D transmitters.

Obtained simulation results demonstrate the effectiveness of the protocol in mak-
ing a better selection of D2D transmitters, which allows to reduce data loss, thus
guaranteeing almost no waste of capacity and resources. Furthermore, MtMS-stD2D
proves to be not high demanding in terms of energy consumption, especially when
nodes have to download large files, since it avoids that D2D receivers waste energy
because of the establishment of non-secure D2D communications, thus representing

an energy-efficient solution with respect to the direct transmission from the HeNB.
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Chapter 6

6G: enabling technologies and
security measures for the eHealth use

case

The COVID-19 pandemic has changed the world. Today, the use of ICT in support
of education, medicine, business and administration has become a reality practically
everywhere. In particular, the digital Health (eHealth) sector is on the cusp of a
revolution, fueled by the worldwide health emergency due to the spread of the new
coronavirus. With a view to developing new 6G-oriented architectures, advanced
eHealth services, like telemonitoring, would benefit from the support of technologies
that guarantee secure data access, ultra-low latency and very-high reliability tar-
gets, which are hardly achievable by the 5G. This is the reason why this Chapter
describes an innovative eHealth system architecture, in which low-latency enabling
technologies, like D2D communications and MEC, are integrated and supported by
security mechanisms for an optimal management of sensitive health data collected
by Internet of Medical Things (IoMT) devices. A preliminary evaluation of the pro-
posed framework is provided that shows promising results in terms of data security

and latency reduction.
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6.1 Introduction to Chapter

We are in the midst of a global pandemic which is bringing forth the importance
of ICT in support of several fields. The worldwide emergency caused by the spread
of COVID-19 has paved the way for the remote management of numerous services,
including education, business and administration, and health.

In [183], health is identified as one of the verticals of the upcoming 6G networks,
especially due to the booming average age of the population and to the sharply
increasing number of chronic patients; the authors also state that a well-functioning
management of healthcare services in 6G can be fostered by both the definition
of new architectures and the management of security and privacy issues. Even in
[184], eHealth is listed as one of the key 6G use cases that will gain by the benefits
offered by enabling technologies in terms of QoS, reliability, latency, and mobility
robustness. The 6G enabling technologies described in [184] include some paradigms
already emerged with the 5G but not yet commercially available, which fall into the
category of evolutionary technologies provided by the authors and different from
that of revolutionary technologies. Among the evolutionaries are MEC and D2D
communications.

The provision of cloud services represents an increasingly decisive factor in the
evolution of mobile networks. Authors of [185] discuss that 6G will be pivotal in
fostering a push towards edge computing paradigms able to significantly reduce la-
tency and increase capacity. MEC is a distributed cloud paradigm came into the
5G picture for its capability to bring closer to users the storage, computation or
network resources to be provided. Thereby, it can offer a wide range of beneficial
properties, notably (i) providing additional storage space to devices that need it, (7i)
reducing latency in data processing by leveraging proximity to the consumers, (7ii)
lightening the workload on resources-constrained devices by performing even com-
putationally complex operations, and (iv) offering context-awareness information.
The D2D paradigm allows two neighbor devices to communicate directly without
going through the base station; this entails that latency in communications can

be considerably reduced thanks to the mutual proximity between the devices. As
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stated in Chapter 5, it is also known as sidelink transmission, since the D2D de-
vices communicate on the direct sidelink interface, and it requires protection with
security mechanisms designed to deal with security attacks to which it is vulner-
able. Overall, the security requirement is a Key Performance Indicator (KPI) of
6G services, according to the authors of [186], therefore it is of prominent impor-
tance for the 6G design process. Especially with a view to providing 6G healthcare
services, the protection of data transmitted by IoMT devices is essential given the
sensitivity of the data and the vulnerability of the wireless medium [187]. Secu-
rity solutions for cloud-based healthcare systems already exist in the literature, like
in [188], where authors present a fine-grained searchable encryption scheme where
a blockchain network is leveraged to execute computationally intensive tasks of a
typical attribute-based searchable encryption scheme.

In light of these considerations, cloud (meant as MEC), D2D, and security can be
seen as well-suited solutions to be exploited for the management of eHealth services
that require low latency and high reliability. Table 6.1 outlines the most relevant
works in the literature that introduce cloud-based solutions for the eHealth; for each
paper, the presence or absence of a proposal that includes MEC and/or D2D and/or
security mechanisms is highlighted. The ability of D2D to improve the transmission
of health data from the collecting nodes to the MEC servers is not exploited enough
in the literature. The lack of proposals on a secure management of health data
transmitted and stored on MEC servers represents another significant shortcoming.

In line with the related work, a hierarchical architecture for the delivery of
eHealth services in 6G-oriented networks will be introduced in this Chapter. It
is characterized by the integration of D2D communications, MEC technology, and
security mechanisms. The novelty of this proposal can be outlined in the following

contributions:

e A hierarchical eHealth system is proposed that includes a novel architecture
and groundbreaking security mechanisms to be applied for the protection of

the sensitive health information and of the privacy of involved devices.

e The presented architecture is thoroughly described in Section 6.3. It comprises
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Table 6.1: Related work on cloud-based solutions for eHealth

Reference Topic MEC D2D Security

[190] A Cloud-centric IoMT solution is developed X v/ v
supported by security mechanisms and a D2D
protocol for smart healthcare.

[191] The proposal of this work concerns an eHealth X v/ v
system improved by the implementation of
D2D communications, to accelerate the trans-
mission of health data, and the support of a
mutual authentication protocol.

[192] A MEC-based hierarchical architecture is pro- v X X
posed for tracking the COVID-19 pandemic
which includes the IoT end device, the edge,
and the cloud levels and a user front-end.

[193] A system which combines 5G, MEC, and Ar- v X X
tificial Intelligence is presented for remote
health monitoring, data analysis, and high-
quality data transmission.

[194] A Lightweight Privacy-preserving Medical di- v X v
agnosis in Edge computing is introduced in
order to offer timely and secure diagnosis to
users who submit their requests to the edge.

[195] Authors face some issues related to clinical de- v X v
cision support systems by proposing a solution
which integrates MEC and SDN technologies.
Furthermore they rely on homomorphic en-
cryption mechanisms to protect the privacy of
medical information.
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three layers for the Sensing, Processing, and Storage of health data. The
Sensing functionality is executed by IoT devices deployed for the collection of
medical data, therefore classifiable as JToM T In the middle layer, the Processing
role is played by controllers that are not mere IoT gateways since, like in a
SDN environment, they control the work of the sensing devices in addition
to gather the data they collect. The Storage of information elaborated by
controllers is delegated to MEC servers. This can be considered a 6G-oriented
feature, as the controllers perform task offloading for the MEC servers, which

could be congested in the 6G according to the claim of the authors of [189].

D2D is leveraged in the data delivery from IoMT devices to controllers in order

to reduce latency.

As regards the security assurance, a primary requirement is faced that is the
authentication of devices involved in the D2D communications. In order to ob-
tain mutual authentication between the resource-constrained IoMT nodes and
the controllers in charge of receiving data from them, an innovative lightweight
protocol is introduced in this Chapter, which also generates a fake identity for
each device running it in order to hide its real identity, thus protecting its pri-
vacy. The steps of the presented authentication procedure are deeply described

in Section 6.4, where other security measures are also proposed.

Different analyses are carried out to prove the ability of the proposal to provide
a secure and lightweight solution for the support of eHealth services; these are

discussed in Section 6.5.

The main purpose of the proposal formulated in this Chapter is to introduce a

pragmatic architecture adaptable to the management of different eHealth services in

6G-oriented networks. Two possible use cases could be caring-at-home and caring-

at-hospital: the IoMT devices can be deployed for the collection of health data

useful for the monitoring of patients who are at home or of those hospitalized in

intensive care, in order to minimize contacts between patients and medical staff; the

latency reduction obtained thanks to the establishment of D2D communications for
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the health data transmission can be really useful to ensure greater promptness in
accessing the necessary care; the context-awareness provided by the MEC servers
can improve the completeness of the patients-related information; the execution of
the proposed security protocol can guarantee the protection of extremely sensitive
health data.

Before going into the details of the proposal, a discussion on the usefulness of 6G
enabling technologies to the extension of digitization and connectivity will be pro-
vided in Section 6.2, in order to highlight how, before being able to consider eHealth
a widespread reality, it is necessary to ensure that the Digital Divide phenomenon

is overcome, so that all the worldwide people can have access to digital services.

6.2 The 6G technologies for extending access to dig-
ital Health

6.2.1 The Digital Divide in the time of COVID-19

The digital divide has existed since access to the Internet began to spread among the
worldwide population. This phenomenon consists of the gap between people who
have access to the digital world and those who have not, for various reasons, such
as geographical location, economic status, level of education, and general interests.
Nonetheless, the health emergency triggered by the COVID-19 propagation has
actually opened our eyes on the difficulties related to a life far from the digital
world.

The origin of the digital divide dates back to the mid-nineties when in U.S.,
through the publication of some reports, the differences between people with access
to the Internet (“haves”) and those without (“have-nots”) began to be analyzed. The
phenomenon of the digital divide has evolved over time, passing from the first-level,
related to the problems of access and connectivity, to the second-level, consisting in
the lack of the necessary skills to properly exploit ICT, and finally to the third-level,
concerning the differences in the outcomes and consequences obtained by using the

Internet.
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According to this, the different types of digital divide can be classified in two
major categories: the service-delivery divide and the service-fruition divide. The
former concerns the digital exclusion caused by the absence of network infrastruc-
tures necessary for Internet access and digital services delivery; the latter can be
considered related to a person-specific divide, since an insufficient level of digital lit-
eracy or a set of physical inabilities could prevent people from enjoying the benefits
deriving from the fruition of digital services.

The existence of these conditions not only affects the origin and the past of the
digital divide phenomenon, but also concerns the current time. As a matter of fact,
the state of health emergency we are still experiencing has exacerbated the digital
gap. In the enterprise context, the resilience of companies has been enabled only
for those that invested in technological innovation. This has represented a lifeline
for the operational continuity of the businesses that had the readiness to carry out
the digital metamorphosis path, necessary for survival in the period of COVID-19.
Similarly, receiving the provision of numerous services in telematic and innovative
modalities has proved to be straightforward only for the part of the population
inclined to use ICT; all the others encountered not a few difficulties in adapting to
the new set-up imposed by the measures implemented to limit the pandemic. It
can be said that the digital exclusion corresponds to an exclusion from access to
services by now. Indeed, going through the pandemic caused by COVID-19, we
have realized how important technology is as a mean able to keep people in contact
with the outside world by digitally receiving different types of services. This is the
reason why a service-based classification is introduced in this Section to group the
causes of the digital divide.

Regarding the future evolution of the digital gap phenomenon, normalization
and stratification are the two contradictory predictions that have been defined in
the literature. According to the first, over time the differences that cause the gap
will gradually disappear until they reach saturation; it relies on the belief that
government institutions will succeed in facilitating Internet access in the long run.
Conversely, the second promotes the idea that the digital divide will unavoidably

grow, owing to a continuing tightening of disparities within societies. This perspec-
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tive appears to be more realistic, since increasing network coverage alone may not
suffice to bridge the digital divide, instead, technology ought to be exploited to bring
people closer to the digital world.

6.2.2 The technologies for bridging the service-delivery di-
vide

Different technologies are expected to support 6G networks as possible solutions to
the problems of extending network coverage and accessibility to connectivity. To un-
derstand how the technologies of the future can help facilitate the delivery of eHealth
services by bringing connectivity to the entire world population, in the following,
possible implementations of technologies that can be considered powerful tools for
overcoming the service-delivery divide, as they would be able to offer Internet access
even where traditional network infrastructures fall short, will be examined. Some
of the 6G technologies that will be mentioned belong to the evolutionary category,
which differ from the revolutionary as it includes technologies that have been al-
ready considered promising for the deployment of 5G but they are not yet suitably

widespread.

Non-Terrestrial Networks

Non-Terrestrial Networks (NTNs) encompass spaceborne and airborne systems. Satel-
lites may be either geostationary (i.e., GEO) or orbit around the Earth at low
or medium orbits (i.e., LEO and MEO). Among LEO satellites, a growing inter-
est has risen towards CubeSats, a new class of miniaturized satellites known for
their very small dimension and low cost, hence enabling their deployment in mega-
constellations to provide global connectivity and large throughput. Equally inter-
esting are Unmanned Aerial Vehicles (UAVs) that may be deployed in swarms to
provide on-demand aerial infrastructure where needed. Based on these features,
NTNs can come into play to mitigate the digital gap, by ensuring connectivity to
massive number of Internet of Everything (IoE) devices where terrestrial networks

can fail, therefore in disadvantaged areas, in emergency scenarios, and in highly
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crowded environments.

Exploiting Higher Frequencies

To truly bridge the digital divide, ultra-high-speed communications required to de-
liver 6G services need to be enabled. A very promising solution in this direction is to
exploit new portions of the spectrum [197]. While the millimeter wave band has been
already considered in 5G mobile networks, now the interest is moving towards Ter-
aHertz and even optical bands, motivated by the very recent advances in electronics
and photonics that enabled the manufacturing of portable equipment operating at
such frequencies. However, signal propagation becomes critical due to severe path
loss, high molecular absorption, and the requirement for very precise antenna point-
ing. Coverage extension may be achieved by means of Intelligent Reflecting Surfaces
(IRS) [198] that allow to realize a virtual Line-of-Sight (LoS) link by smartly recon-
figuring the wireless propagation environment. Mainly, IRS exploit massive low-cost
passive reflecting elements integrated on a planar surface that independently reflect
the incident signal to collaboratively achieve fine-grained three-dimensional (3D)
passive beamforming for directional signal enhancement. Service-delivery divide
could benefit from the use of higher frequencies in application scenarios that span

from indoor coverage to Earth-to-ground communications.

Device-to-Device

Although technologies such as SDN have emerged as enablers in the evolution process
of 5G networks, the trend to evaluate distributed networking approaches in order to
extend the network coverage and scalability has gained great momentum. On the
eve of 6G, this still represents a key solution to boost the access to connectivity,
therefore also to bridge the digital divide. Particularly, D2D communications could
be harnessed to master the problem of the limited distance that the higher frequency
waves exploited in future 6G networks can cover [189]. Actually, relay nodes could be
exploited to forward the signal through the establishment of direct communications,
thus extending network coverage and facilitating access to services even to devices

outside the antenna’s LoS. Thanks to the proximity between end-devices, D2D can
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enable very high speed and low latency communications, hence they can be exploited
by IoE devices to improve the transmission of the big data produced in the remote

execution of 6G services.

Multi-access Edge Computing

In the vein of the previous statement on the shifting to distributed networking
paradigm, also the MEC is increasingly catching the eye, since it allows to improve
the delivery of services in several respects. First of all, the resources of MEC servers
can be provided, through virtualization, to limited-resources consumers based on the
most appropriate service model (IaaS, PaaS, SaaS). Then, the proximity of the MEC
to users enables various benefits, including low latency and context-awareness, which
allows to customize the service delivery to the needs of the consumers. The authors
of [199] cite the efficacy of MEC in providing support to communication, computing,
and storage, thus improving the QoS provided to users. This can be considered as a
plus in bridging the digital gap as poor QoS is seen as an impediment to the effective

delivery of bandwidth-intensive services.

6.2.3 The technologies for bridging the service-fruition divide

Over the past couple of years, the presence of a pandemic has accentuated the
problem of the service-fruition divide, affecting those who have inabilities to access
digital services, not because of infrastructural issues, but rather of their physical
conditions, handicaps, age or digital illiteracy. To integrate eHealth services into
the health systems of the different countries of the world, inclusive solutions should
be designed to allow access to digital services even for people culturally far away
from the world of technology. The most debated solutions to the service-fruition

divide will be presented in the following.

Extended Reality

Extended Reality (XR), which encompasses key terms such as Virtual Reality (VR)

and Augmented Reality (AR), is believed to drive several IoE-based applications
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in the 6G era whose requirements cannot be satisfied by 5G [200]. In particular,
XR pervasive applications will depend not only on the networking constraints, but
also on the perceptual and sensory ones, which should be aligned with the above
(i.e., tolerate delays that are imperceptible to the human senses). If requirements
are met, XR is an extremely powerful tool to overcome the service-fruition divide,
as even digital illiterates would be able to interact with a controlled digital world
through actions and perceptions that leverage all five senses (haptic, gestures, sound

and speech, virtual sight, etc.).

Brain-Computer Interfaces

Brain Computer Interfaces (BCI) have been used extensively in assisting elderly or
disabled people. With EEG interfaces, humans can interact with electronic devices
without involving physical motion. While wired BCI have been active for years,
wireless BCI are less supported due to their stringent QoS and QoE requirements.
Over the last years, a handful of wireless BCI implemented through short-range
communication technologies in local area networks can be observed, for use cases
like home automation and digital healthcare [201]. However, these technologies
are far from bridging the service-fruition divide, as their pervasiveness is limited
to localized areas and hardcoded functions (e.g., switching on and off smart bulbs,
etc.). With the perspective of 6G, requirements for deploying BCI at large could be
met and the deployment of a set of compelling applications in, for instance, urban
environments could become a reality. Just like (and probably more than) XR, BCI
may be the new frontier of Human-Computer Interaction, involving IoT devices that

will pervade our urban realities and will enable 6G ultra low-latency connections.

Affective computing

Affective computing encompasses a set of use cases that will be particularly enhanced
by 6G technologies. It refers primarily to devices that can adapt their service pro-
visioning schemes according to the mood and the emotions of the final user. The
6G brings on the table a set of concepts that will change the way in which service

provisioning takes place. One such is Human-Centric Services (HCS), a set of ser-
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vices that put the final user in the foreground and match her or his requirements to
network performances, making affective computing potentially more pervasive than
ever. This is especially tailored to the educational use case, for instance in enhanc-
ing the relationship between teacher and student in online classes through online
automatic learning processes fed by physical parameters (e.g., posture, speech and
expression) [202]. This results into involving more individuals who would instead

be cut out due to, e.g., lack of attention.

Table 6.2 shows a classification based on the possible employment of each tech-
nology described in Sections 6.2.2 and 6.2.3 for the resolution of the major categories

of digital divide (i.e., service-delivery and service-fruition).

Table 6.2: Technologies classification based on the mastered type of Digital Divide

Technology Service-Delivery Service-Fruition

Affective Computing

Artificial Intelligence (AI)

Brain Computer Interfaces (BCI)
Device-to-Device (D2D)

Exploiting Higher Frequencies
Extended Reality (XR)

Multi-access Edge Computing (MEC)
Non-Terrestrial Networks (NTNs)

SIS XSS XN >
IR IANIR SR SR NIENEN

6.2.4 Artificial Intelligence: the ultimate breakthrough?

Al plays a role of paramount importance in the evolution process that wireless net-
works are experiencing. Its use can enhance the performance of many applications
by providing a wide range of beneficial properties. In particular, Machine Learning
(ML) is a branch of Al that is considered a top solution in many tricky 6G applica-
tions. The ML technology allows to train systems that, by the processing of collected
data, can learn patterns by experience and, consequently, improve the performance
and quality of the offered services. In particular, following the recent progress in
deep learning as well as the advent of smart devices that are capable of processing

ML algorithms on the edge, the wireless community has gained a renewed and huge
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interest in such technologies, which can now be leveraged in use cases that were
unable to support them before. Now, with edge Al and ML, networks of hetero-
geneous objects that are self-organizing and can meet high KPIs can be envisioned
even in harsh scenarios via, e.g., reinforcement learning [200]. In this context, we
are witnessing the shift of AI and ML components closer and closer to the edge, to
the point that ML is projected to be an actual part of 6G technologies, rather than
something that builds on top of them as it was with previous generations. Another
remark is that this transition is expected to take place transversely, which means
that potentially all 6G technologies will be affected at once.

This discussion aims to bring forth the potential achievable by applying Al to the
purpose of lowering the gap brought by the digital divide. Current trends suggest
that both the service-delivery gap and the service-fruition gap would benefit greatly
from embedding Al into shared resources. In such a context, any single node of
the network will produce data about connectivity, environment and such, and the
collection of big-data from IoT scenarios is a key enabler to better understand the
challenges of various nature in Internet access. Specifically, data is then analysed
through ML to create more inclusive and scalable networks. For example, data
could be gathered and investigated to comprehend which categories of people make
better use of the benefits provided by ICT and which ones find difficulties in doing
so. According to [203], ML can improve the network performance through the
undertaking of adaptive network optimization actions, enabled by the ability to learn
from the wireless environment that ML provides to the network infrastructure. In
such sense there are a lot of potential usages that meet the purpose of bridging the
digital divide. Certain types of network traffic, if their nature is well understood by
an Al engine, could be privileged (e.g., remote health diagnosis, online lectures) in
contrast to others (e.g., entertaining). Historical network parameters observed by
edge nodes can also feed a fog/edge ML model so that the distribution of network
resources could be locally automated. Moreover, planning capabilities could be
introduced to lower the risks of shortages under normal resource usage. This is also
crucial to coordinate with mobile and on-demand network resources, as in N'TNs,

forming a real “collective network intelligence” [200] to overcome the service-delivery
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gap and bring resources where and when they are most needed. On the other
hand, AT is also a powerful tool for improving the accessibility of innovative digital
services for people with a low level of digital literacy, notably the elderly, people
with disabilities, people living underdeveloped areas. Usages in this direction are
often mentioned in the literature, for example in [204], where authors survey some
works concerning the application of technology to the provision of accessible cultural
heritage sites experiences, also highlighting the importance of the role of AI in
adapting the offered experiences to the target audience. Moreover, most of the
technologies presented for bridging the service-fruition gap rely on Al and ML as
their core enablers. This entails that Al could be a powerful tool for overcoming the
digital cultural and cognitive gap, as it could be used to support those who would

otherwise remain “digitally excluded”.

6.3 The proposed architecture to support 6G eHealth
systems

A MEC-based architecture for the D2D-aided collection of health data coming from
low-end IoMT devices is proposed in this Chapter. The security and privacy issues,
which arise from the transmission and storage of highly sensitive health data, are
addressed and an innovative solution for the fulfilment of the mutual authentication
requirement between D2D communicating devices is proposed. Figure 6-1 shows the
hierarchical eHealth system that represents the main novelty of the proposal elabo-
rated in this Chapter. In Figure 6-1(a) the three layers that compose the proposed
architecture are depicted at a high level, only showing the major functionality of
each one, i.e., Sensing, Processing, and Storage. In Figure 6-1(b) the functional
components of the three layers are illustrated, each with corresponding block of exe-
cutable operations. In particular, the Sensing Devices are the functional component
of the Sensing layer since they execute Data Detection, Data Transmission, and
Security operations; the Cluster Controller (CC) (or CC node) performs Devices
Coordination, Data Elaboration, Information Mining, and Security management in

the Processing layer; finally, the MEC node is the functional component of the Stor-
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age layer, being it in charge of carrying out Complex Data Elaboration, Information
Storage, and Security supervision.
Hereinafter, more details will be provided on the three layers of the proposed

architecture, on the related functional components, and on the operations executed

by each.
Storage " comriex V[ .
((o0), INFORMATION
() \ Layer \ ELABEgg//:ﬂon | stomace /H SECURITY
Storage
Processing
DEVICES DATA INFORMATION
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> ™ DATA DATA
Sensing 4 // / Layer | DETECTION | TRANSMISSION | SECURITY
(a) (b)

Figure 6-1: (a) Layers and (b) functional components of the proposed hierarchical
eHealth system architecture

Sensing

The lowest level is that of Sensing, consisting of the IoMT devices deployed for the
health data detection and organized in clusters based on an established criterion,
for example the monitored patient in the case of the Telemonitoring service (Data
Detection). The measured data are sent from the devices to the CC node via D2D
communications, enabled by the proximity between the IoMT devices and the CC

node (Data Transmission).

Processing

Each cluster is managed by a CC node, belonging to the Processing layer of the
proposed architecture and deployed with the aim of reducing the workload on low-
end ToMT devices, but also of offloading the tasks executed by the MEC servers.
The CC node is not a simple gateway, since it does not just gather the data detected
by the Sensing layer, but it represents a Broker in the interaction between MEC

server and IoMT devices, and a “smart leader” for the latter. In fact, similar to a
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SDN solution, the controller represents the software and smart component of the
cluster, in charge of instructing sensing devices on the operations to carry out and
the modalities to be engaged (e.g., it communicates the timing of data collection). In
addition, it collects the data obtained within its own cluster and extracts information
from it. For example, let us consider using a smart-oximeter on a patient: the CC
node instructs the oximeter on the time intervals that must elapse between one
measurement and another (Devices Coordination); once the controller receives the
data coming from the oximeter, it can process and translate it into information useful
for monitoring the patient (Data Elaboration); hence, the controller can perceive if

an anomalous value has been detected (Information Mining).

Storage

The MEC node represents the highest level of the proposed architecture and is
located in the base station. Its main function concerns the storing of information
obtained from various controllers (Information Storage). This is an eHealth-oriented
benefit offered by the proposed architecture as data, being stored in the edge, are ac-
cessible with low latency. Besides, MEC can be delegated by a CC node to perform a
particularly computationally complex data processing (Complex Data Elaboration).
Thanks to its strategic position, the MEC node enables two additional features:
(1) it can collect context-awareness information; (4i) it can offer the possibility of
quickly implementing the service models characteristic of cloud computing environ-
ments, namely [aaS, PaaS, and SaaS. For example, the MNO managing the MEC
server could offer a platform to software developers working for an hospital; or even,
the MNO itself could develop applications useful for identifying COVID-19 or for

its tracking as off-the-shelf solutions for interested Tenants.

6.4 Introduced security measures

A Security functional block is present in each layer of the proposed architecture
as security is one the foremost requirements in the management of health data.

Particularly, before establishing data transmission, IoMT devices (i.e., sensors) and
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controllers must accomplish an authentication procedure in which the MEC node
is involved as a supervisor and trusted third party; in addition, the controllers
should also cater for the encryption of data and information transmitted to the
MEC node. As part of the novelty of the proposal of this Chapter, an innovative

mutual authentication protocol is presented in the following.

A lightweight mutual authentication procedure

In order to ensure security within each cluster, sensors have to be certain of the
identity and genuineness of the CC node towards which they send data and, vice
versa, it is of paramount importance that only authorized devices transmit data to
the controller. For this purpose, a Lightweight Mutual Authentication procedure for
D2D communications (LiIMAD) is proposed in this Chapter that is suited to the con-
strained nature of IoMT sensing devices and aimed at protecting the data exchanged
in D2D communications. The flow of the operations performed in the proposed au-
thentication procedure is shown in Figure 6-2 and detailed in the following; used
notations are listed in Table 6.3.

Starting with the first group of operations (GO()), the MEC node receives the
identity (/D) (e.g., the SIM serial number) both from the sensor ¢ and the CC node
j via secure channels. Then, it generates: (i) a secret random number sn; associated
to the sensor i; (7)) a secret key K; which it will securely share with the CC node
J; a key for the ID encryption of both (i) the sensor ¢ (i.e., KI;) and (iv) the CC
node j (i.e., KI;). Consequently, it computes the GO(1):

Dy = H(ID;||sn;);
Dy = D & Kj;
eID; = ID; ® K1
eID;, = ID; & K1;:
FID, = H(eID;);

FID; = H(elD;): (6.1)
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Figure 6-2: The LiMAD authentication procedure
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Table 6.3: Notations used in the LIMAD authentication procedure.

Notation | Description

sn; A Secret random Number generated by the MEC node and associated to sensor
i

Y A secret random number (e.g. y; is the one generated by sensor i)

K; A secret key generated by the MEC node and shared only with the legitimate
CC node j

KI The Key used for the encryption of the ID (e.g. K1I; is the key used for 1D;)

ID Identity (e.g. ID; is the identity of sensor )

elD Encrypted Identity (e.g. eID; is the encrypted identity of sensor %)

FID Fake Identity (e.g. FID; is the fake identity of sensor )

H() A secure hash function

HMAC Hashed Message Authentication Code (e.g. HMAC,, is computed using the
key y;)

D Preliminary Data

GO() Group of Operations (e.g. GO(1) is the group of operations number (1))

MA Message for Authentication

0() Operation (e.g. O(3) is operation number 3)

M Generic Message

SK;j The Secret Key shared only between the two authenticating entities

where, D indicates preliminary data, H() is a secure hash function, e/ D repre-
sents an encrypted 1D, and FID stands for a fake identity.

After that, the MEC node sends, via secure channels, K;, F'ID; to the CC node
jand Dy, FID;, FID; to the sensor i. The latter generates a secret random number

y; and executes the second group of operations GO(2):

M Ay = Ds|[My||Ms||HMAC,, (Ds|| M| My), (6.2)
where, M discloses a generic message and M A; denotes the first message used

for the mutual authentication. Subsequently, it sends M A; to the CC node which
performs the following operation (O(3)):
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y; = My @ FIDjy, (6.3)

necessary to continue the authentication procedure because it is preparatory to
the check of the HMAC previously computed by the sensor ¢ with y;. In fact, if
the CC node computes HM AC,,(Ds||M;||M;) and obtains a different value from
the one received by the sensor in M Ay, then the procedure fails because, clearly,
the integrity and authenticity of the message have been breached. Differently, if the
HMAC check is successful, the CC node accomplishes the fourth group of operations
GO(4):

Dl = D2 ) K]7
Therefore, it sends M3 to the MEC which can check that this matches with its
computation of H(D;); if the check is successful, the MEC sends the FID; to the
CC node over a secure channel. This step allows the controller to verify the integrity

of My to proceed with the generation of y; and the execution of the fifth group of
operations GO(5):

SKij = H(yilly;);

M, = FID; &y
MAy = My||[HMAC,,(My), (6.5)
where, SK;; is the secret key that must be shared only between the two authen-
ticating entities. Thereby, the CC node sends M A, to the sensor, which performs

the following operation O(6) with the aim of computing y; and checking the HMAC
included in M A,:
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yj = My @ FID;. (6.6)

If the control of the HMAC is successful, the sensor generates a different ;5 to
compute the HMAC of a new message. In fact, according to LiIMAD, sensor and
CC node must use a unique HMAC key for each message exchange session. Then,

the sensor executes the seventh group of operations GO(7):

SKij = H(yilly;);
M5 = F]D] @yzQ’
MAs = M;s||Mg||HMAC,,,(Ms||Ms), (6.7)
sending the resulting M Az to the CC node. By now, the final operations of the

procedure begin. In order to verify the validity of the HMAC, the CC node carries
out the following operation O(8):

Yio = M5 @ FID;. (6.8)

If the HMAC is valid, it performs the last check for the assessment of the SK;;:
if the key is the legitimate one, then the authentication procedure is successfully

accomplished.

Other security measures

The layers of the proposed architecture can be managed by different stakeholders.
For example, it is reasonable to assume that an MNO owns and operates the MEC
node, while the Hospital, as a Tenant, could administer the Processing and Sensing
levels. According to the definition of 5G stakeholders given in Chapter 2, the MNO
is defined as the entity operating its mobile network infrastructure to provide con-

nectivity to end-users, while a Tenant is a service provider which acquires the virtual
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network services to make them available to its users. As also stated in Chapter 2,
numerous actors can populate 5G environments with the effect that the deployment
of different stakeholders in a virtualized architecture makes the system vulnerable
to many security threats. Among these, the problem of storing data relating to
hospital and patients on a MEC managed by an external entity is one of the most
concerning. The use of homomorphic encryption can be a valid solution to this
problem, as it allows processing on encrypted data while keeping plaintext hidden.
Referring to the architecture proposed in this Chapter, cluster controllers could ap-
ply homomorphic encryption on the data before sending them to the MEC, so that
it stores encrypted information and cannot operate on plaintext. This represents a

proper countermeasure to the threat of Data Breach in multi-tenant environments.

6.5 Results

6.5.1 Security analysis

Similarly to [205][206][119], first, a security analysis of the proposed LIMAD authen-
tication protocol is carried out by discussing the security requirements it is able to

guarantee.

Identity privacy protection

This is a requirement of paramount importance in the health ecosystem, also when
dealing with COVID-19 [207]. The fear of a violation of patient data privacy repre-
sented a big obstacle to the use of ICT to fight against the COVID-19. The proposed
LiMAD is aimed at the protection of the privacy through the definition of a secure
method for identifying nodes in the network even apart from the authentication
procedure. In fact, the MEC computes an encrypted version of both sensor and
controller I Ds, by means of secret keys, and further protects their privacy by com-
puting fake identities. In LIMAD, the MEC is in charge of performing all operations
required for the safeguard of the privacy in order to move, as much as possible, the

computational burden of security towards the network.
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Message authentication

The implementation of message authentication is important to foster the assurance
of two remarkable properties for the exchanged messages: integrity and authenticity.
The former implies that who does not know the key used for message authentication
cannot modify the message; the latter guarantees that the key generator is the sender
of the message. HMAC is a message authentication method that is well suited to
lightweight authentication protocols; for example, it is used in the protocol for low-
end IoT devices introduced in [208]. Also in LIMAD, the HMAC is implemented by
network nodes in all the messages for authentication (M As) in order to ensure their
integrity and authenticity. For example, the sensor i inserts in M A; the HMAC
computed with the random number y;, previously selected and never exchanged in
clear; only the legitimate receiver, associated to the F'ID;, is able to compute y;
in O(3), then to calculate HM AC,,(Ds||M;||M2) and to verify that this matches
the one received by the sensor. As regards messages coming from the MEC node,
it represents a trusted third party, from which, along with receiving a wide range
of beneficial properties, nodes obtain information that are considered undoubtedly
true. Actually, the MEC establishes only secure connections with the nodes so as

to deliver unbreakable messages.

Mutual authentication

In [209], mutual authentication is considered a necessary measure for the realization
of edge computing integration in time-sensitive IoT applications expected for future
6G networks. The LiMAD is effective in mutual authentication between sensor
and controller thanks to the exchange of a set of M As. In particular, the sensor is
authenticated thanks to M A; and to the check on Mj3 performed by the MEC, as only
the legal node can own information on D;. Whereas, the controller is authenticated
trough M A,, as it contains the F'ID; only sent by the MEC to the licit CC node.
The further steps, including M As, are aimed at generating a shared secret key

between sensor and controller able to strengthen their mutual authentication.
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Resistance to replay attacks

A replay attack occurs when a malicious entity intercepts the communication be-
tween two parties and delays the sending of messages (or replicates them) to ma-
nipulate the receiver. The susceptibility to this type of attack of some contact
tracing apps used to thwart the spread of COVID-19 is known and declared in the
literature, for example in [210], where authors state that authentication procedures
represent a valid countermeasure to these attacks. The LIMAD is resistant to replay
attacks thanks to the use of random session keys. In fact, during the authentication
procedure, in each communication between sensor and controller, a different secret
random number y is used which also acts as a session token useful to prevent some-
one else from replying the message. If a receiver gets two messages containing the

same session token, it knows that a replay attack has occurred.

Resistance to Man-in-the-Middle attack

The Man-in-the-Middle attack allows a malicious entity to meddle in a communi-
cation between parties without being noticed, for example, by pretending to be one
of them and sending messages on its behalf. This threat represents a significant
vulnerability of D2D communications, so, it is important to face it. The occurrence
of such an attack during the authentication process would pose a serious threat to
the protection of health data. Actually, an attacker could be able to impersonate
a controller, thus receiving data sent by the sensing nodes and using the obtained
information at its own discretion. To prevent this, LIMAD provides for the imple-
mentation of several measures. First of all, the impossibility for malicious entities
to replicate the M As thanks to the intervention of the trusted third party, which
ensures that only legitimate nodes have important information for authentication

purposes (e.g., Dy and K;).

6.5.2 Communication and Computational overhead

Likewise other papers in the literature that present security proposals (e.g., [211]),

a measurement of the communication and computational overhead due to LiIMAD
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is provided in this Chapter. The operations referred hereinafter are represented in
Figure 6-2 and detailed in Section 6.4.

Starting with the Communication Overhead, the performed evaluation is based
on the hypothesis of using SHA-256 as hash function, also for the computation of
the HMAC. Actually, thanks to an interesting comparison among three well-known
hashing algorithms (i.e., SHA-256, SHA-1, and MD5) probed by authors of [212],
it can be inferred that SHA-256 represents the best trade-off in terms of latency,
energy consumption, and security level. In view of this, the assessment of the bytes
required by the messages exchanged in LIMAD follows. The transmission of the
IDs by the sensor and the CC node requires roughly 165 each. The MEC node
has to deliver the message with K, FID; (i.e., 64B) to the CC node and the one
with Dy, FID;, FID; (i.e., 96B) to the sensor, hence it has to send 64 496 = 160B.
The M Ay costs 128 B to the sensor. The CC node sends 32B for M3 to the MEC,
which replies with the 32B of FID;. Finally, the M A, requires 64B to the CC node
to which the sensor responds with 96 B for the M A3. The authentication protocol
described in [205] uses security mechanisms comparable with those implemented by
LiMAD, therefore it represents the best touchstone in the literature. To carry out
the comparison, it can be assumed: to use the same parameter setting for the I Ds
and for the hash function; to consider the router of the architecture of [205] as the
equivalent of the CC node of the LiIMAD architecture and the authentication server
as the LIMAD MEC. In so doing, LIMAD results in an overall bandwidth overhead of
288B, against 240B of [205]. The greater overhead of LIMAD affects only the MEC
node and is due to additional security controls that require the involvement of the
trusted third party, hence are aimed at increasing the security of the authentication

procedure. The resulting comparison is shown in Table 6.4.

Table 6.4: Communication Overhead and comparison

LiMAD [205]

MEC 256 4 384 4 128 = 768b = 96 B 256b = 328
CC node | 128 4+ 128 + 256 = 512b = 64B 640b = 808
Sensor | 128 + 512 + 384 = 1024b = 1285 | 1024b = 128B
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6.5. Results

With regard to the Computational Overhead, distinction should be made among
the computational cost required by: the XOR operation (i.e., ¢, ), the computation
of hash function including HMAC (i.e., ¢), and the generation of a random number
(i.e., ¢.). Starting with the MEC, it has to spend 4 * ¢, + 3 % ¢, + 3 % ¢, for the
execution of GO(1). Then, the sensor performs GO(2), which requires ¢, +c, +2%cy,.
In reply, 2 % ¢, + 2 * ¢;, are needed to the CC node to carry out: O(3), one HMAC
check, and GO(4). After that, one ¢, is required to the MEC node for the Mjs
check, followed by the 3 * ¢, + ¢, + ¢, yielded for the CC node to obtain M A,.
The last operations performed by the sensor cost 2 x ¢, + 4 * ¢;, + ¢,. The CC node
reaches the accomplishment of the authentication procedure by spending c, + 2 * ¢,.
The total computational overhead for each node is shown in Table 6.5, which also
includes the comparison with the lightweight authentication mechanism presented
in [205]. As with the communication overhead, the router of the architecture of
[205] is considered as the equivalent of the CC node of LIMAD architecture and the
authentication server as the LIMAD MEC.

Table 6.5: Computational Overhead and comparison

LiMAD [205]

MEC 4%c, +3%xc, +4x*cy 2%cy +2%cp

CC node Cr+4%c, +7x*cy Cr+6%xc, +7x*xcy

Sensor | 2xc,+3%c, +6xcp | ¢ +4xc, +T*xcy

The resulting comparison evidences that the protocol presented in this Chapter
satisfies the requirement of lightness imposed by IoT devices. In fact, LIMAD en-
sures an overall saving of the computational overhead on the constrained nodes of
the network by slightly increasing the load on the central and most powerful node

of the architecture (i.e., the MEC).

6.5.3 Performance evaluation

In order to prove the benefit of the proposal formulated in this Chapter, a perfor-

mance evaluation has been carried out concerning both the authentication protocol
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6.5. Results

and the proposed architecture.

As previously stated, the proposed LIMAD protocol causes a higher communica-
tion overhead than the approach presented in [205]. Nonetheless, Figure 6-3 shows
the benefits of the increase in bandwidth demanded by LiMAD, which requires a
messages exchange with the trusted third party during the authentication phase.
Although this step provokes a greater exchange of information compared to the
protocol presented in [205] (denoted by “OTHER” in Figure 6-3), it can foster a
bandwidth loss saving since it enables a prompt detection of any attacks against the
CC node. Specifically, if a controller is malicious it sends an M3 bogus message to
the MEC node, which immediately realizes the attack and blocks the authentication
procedure, thus allowing bandwidth savings to the involved nodes, with benefits
especially for resource-constrained sensors. In [205], there is not any involvement of
a trusted third party during the authentication phase as only the two authenticat-
ing nodes participate to the procedure; this justifies the higher bandwidth loss. In
detail, Figure 6-3 shows the different values of bandwidth loss when the percentage

of malicious CC nodes varies and considering different numbers of sensors controlled

by each.
180
—© —OTHER, n=5 _- <
160 - |—©—LiIMAD, n=5 -7 1
— B —OTHER, n=10 _ -
140 L |—B—LiMAD, n=10 g
— & —OTHER, n=15
—&— LiIMAD, n=15

120

100

Bandwidth Loss [kbit]
[e2]
o

60

15 30 45 60
Percentage of malicious controllers [%]

Figure 6-3: Bandwidth loss to varying of the percentage of malicious controllers (n
is the number of sensors managed by each CC node)(for the evaluation of LIMAD
protocol)

167



6.6. Conclusions of Chapter

Figure 6-4 analyses the capability of the proposed architecture to improve the
data delivery delay with respect to traditional sensors-to-MEC communication. In
particular, the use of D2D combined with the execution of the authentication pro-
tocol proves to be mostly more effective than the direct data transmission to MEC.
Two macro-scenarios are compared as the CQI of the sensors towards MEC increases

(i.e., MEC-to-sensors distance decreases):

e Direct: sensing devices send data directly to the MEC, without going through

the controllers.

e D2D-+Unicast: the proposed architecture is implemented, therefore the use
of cluster controllers as intermediaries for the communication between MEC
and sensors is considered. The latter, following the execution of LiIMAD,
transmit the data in D2D to the controllers, which then forward them to the
MEC. For this scenario, different cases are compared obtained by varying the
position of the controller: CQI controller-MEC (cc-mec)= 3,4,5,9,11. It is
worth reminding that the communication via the controllers, due to the nature
of proximity communications, is not feasible for devices that are too far from
the controllers. For this reason, D2D+Unicast curves report non-zero values

only if D2D communication is possible.

The graph highlights the gain that the implementation of the procedures envis-
aged by the proposed architecture brings in terms of transmission time savings. In
particular, Figure 6-4 serves as a guidance to understand under which conditions the
use of the presented approach is beneficial. As an example, in the case of the CQI
cc-mec is equal to 3 (see the curve with circles), the proposed approach is able to
guarantee a significantly lower data delivery delay w.r.t. the benchmark approach

when CQI sensors-mec is lower than 3.

6.6 Conclusions of Chapter

The digital Health represents a future that the current global pandemic is showing

not to be long in coming. The ICT is rich in means exploitable in support of the
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Figure 6-4: Data delivery delay experimented by means of the proposed LiMAD
architecture w.r.t. traditional sensors-to-MEC communication

development of eHealth. Among the technologies that mostly attracted attention in
the evolution process of the 5G network are D2D and MEC. As regards the major
imperative requirements of the 5G network, security really caught the eye. The
integration of these three factors (i.e., D2D, MEC, and security) can lead to a 6G-
oriented implementation, given the requirements asked by the services that 6G will
have to support. All these considerations led to the elaboration of the proposal of
this Chapter which introduces a MEC-based hierarchical architecture for the execu-
tion of eHealth services in a 6G-oriented system. The proposal includes the use of
D2D communications to improve the performance of data transmission and involves
the accomplishment of a proposed lightweight authentication protocol suitable for
resource-constrained IoMT devices that could be used, for example, for a Telemon-
itoring service. The proposal of this Chapter meets some of the main requirements
that an eHealth system should have: (i) low latency in data transmission and pro-
cessing, thanks to the use of D2D and MEC; (i) availability of context-awareness
information, offered by the use of the MEC; (7ii) devices authentication and privacy

protection, thanks to the proposed security protocol.
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Chapter 7

Conclusion

Since the trend of subscriptions to mobile networks is constantly growing, guaran-
teeing consumer protection has become a crucial requirement that can determine
the success of the services offered by telecommunications operators. This thesis has
investigated the topic of Network Security by examining it in different contexts.
The proposals presented in the various Chapters have provided useful means for
protecting the privacy of devices connected to the network and the data they ex-
change, in both 5G and 6G environments and by considering different use cases, in
order to propose off-the-shelf solutions for different types of devices. Initially, a se-
curity analysis for 5G networks has been formulated providing a risk assessment for
each of the major 5G virtualization technologies, through the distribution of impact
and responsibility of the assets to the mainly involved stakeholders. Afterwards, a
protocol for managing secure multicast communications has been proposed which in-
cludes the implementation of protected D2D communications. The upgrade of this
proposal has been, then, provided through the introduction of a trustworthiness
model able to prevent the occurrence of security breaches thanks to the selection
of reliable D2D transmitters. The application of security and trust mechanisms
in scenarios characterized by mMTC traffic has been evaluated, later, shifting the
focus of the performance evaluation of the proposed protocol to the ability of the
implemented security mechanisms to optimize the energy consumption of resource-
constrained IoT devices. Finally, security solutions for communications carried out

in 6G-oriented eHealth environments have been presented and a discussion on the
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phenomenon of the Digital Divide has been addressed, considering the impact that
COVID-19 has had on it and the contribution that 6G could make for the problem

resolution.
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